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Abstract:In recent times, most of the financial transactions are done through smartphones. Financial transactions contain data of high 
confidentiality;therefore, security is a main concern in these transactions. Every transaction should be recorded, and this information must be 
made non-tamperable. Authentication and Authorization of users must be done to check the authenticity of the users to avoid misuse of the 
data from an intruder. The proposed Mutual Authentication Blockchain based ID as a Service [MABIDaaS] [10] helps to achieve this. Our 
system uses blockchain technology for storing the transaction details of the user, cloud storage services for access rights, and Trusted 
Execution Environment [TEE] [11] for a secure execution of the transaction through mobile phones. This paper shows how the proposed 
system can be used for mutual authentication between two mobile users by using digital signature [3], key set and records the transacted data 
in the blocks as the data inserted into the blocks cannot be manipulated. 

 
IndexTerms–Blockchain, MABIDaaS, Digital Signature, Authentication, Key Generation, Access Rights. 
________________________________________________________________________________________________________ 

I. INTRODUCTION 
 

 
Mobile financial transactions [11] have become a popular mode of transaction. A common man can easily transfer money of any amount 

to another using merely his phone with a network connection. These kinds of applications require a degree of security, privacy protection and 
authenticity. The Blockchain based ID as a Service system aims to provide the necessary features. 

 Blockchain [1] is an open distributed ledger [5] that can record transactions between two parties efficiently. It can also be defined as a 
continuously growing list of records, known as blocks, which are linked to one another and also secured using cryptography. Transparency 
and incorruptible nature are the two important properties of Blockchain. Transparency data can be thought as public which is embedded in 
the network. Any unit of information on Blockchain cannot be manipulated or altered. The Blockchain needs no middleman for digital 
transactions. The Blockchain eliminates the risks that come with centralized[6] data. Nowadays security problems with the internet is 
familiar to everyone. Everyone relies on username/password system to protect the identity online. But the Blockchain security methods use 
encryption technology. The Public and Private keys are the basis for this technology. The public key acts as the users address on the 
Blockchain. 

Trusted Execution Environment [TEE] [14] is introduced to provide a secure environment for exchange of information and financial 
transactions using private key and with the help of cloud storage. Cloud storage has brought a massive change in the storage industry. 
Software, platform, and infrastructure can be provided to users as a service from a cloud nowadays. Identity management could be also 
provided from the cloud to a user. In other words, the user could use an identity and authentication management infrastructure provided from 
the cloud as a form of IDaaS. [10] It would offer various benefits such as a reduced on-site infrastructure, integrated management with cloud 
services, and ease use. However, the use of IDaaS means outsourcing critical functions to a third party. All data related to identity and 
authentication (e.g., user account information, security credentials, etc.) is managed and controlled by the third party without knowing how 
the data is protected and processed on the cloud. The proposed system MABIDaaS uses cloud to allow the partner to evaluate the access 
permission rights of each of its registered users. The TEE implemented allows safe and secure transactions between the users without 
compromising the security using key generation and verification algorithm and transaction between user and partner using private key 
encryption. In the proposed system the cloud is made more secure and is accessible only by the partner using Secure Hash Algorithm(SHA). 

 

II.  EXISTING  SYSTEM 
 

Blockchain based ID as a Service is a system which helps in transaction between an individual user and the partner of the BIDaaS provider. 
The user can transact with the partner without registering himself with the partner if registration with the BIDaaS provider is done. The 
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BIDaaS provider stores the virtual ID and the public key of the user in the block. A user when requests the partner to its services, the partner 
checks the integrity of the user by checking if the ID sent by the user matches with the registered ID in the blockchain. 
Once the confirmation is done, the partner takes the public key of the user to encrypt any data to be sent to the user using this key. Once the 
data is received by the user, he uses his private key to decrypt the data to get the original message. 
The existing BIDaaS uses the blockchain to store the transaction details and works as an identity and authentication management but lacks in 
terms of security. Also, there is no constraint on the services permitted to each user which can result in posing as a threat to the financial 
transaction. This was a matter of concern in the field of finance, therefore there was a demand for a new type of BIDaaS. 

Demand for BIDaaS with added security for Authentication 
In any transaction, it is very important to validate both the peers identity before making a transaction. Thus, using Blockchain Technology, 

users can use an Identity and Authentication management infrastructure. This new feature also requires the functionalities of cloud 
computing. These days we observe that using cloud we can implement different softwares, Platforms, Infrastructures etc. This feature helps 
to reduce the on-site infrastructure that would be used otherwise. Every single transaction between the same or different users must be 
validated every time. This decreases the chances of deceit. Thus, it is important to implement BIDaaS so that crucial transactions in 
Blockchain are verified and protected from a third-party intrusion or viewing the transaction details. The use of Fingerprint Technology and 
encryption of the transaction details adds that extra edge to this new system and helps in providing extra security. 

 

III.  PROPOSED BLOCKCHAIN BASED ID AS A SERVICE- MABIDaaS  

 
In this paper, we provide another version of BIDaaS which provides more security, authenticity and secrecy for more secure financial 

transactions. We have used the implementation of the Trusted Execution environment, Cloud for Storage and Key Generation for improving 
the existing system. Figure 1 shows the system architecture of the Proposed System. 

A. Components 
1   
2  1) BIDaaS Provider: This component’s main function is to take the information from the user, store the information in the database and 

save the user’s virtual id and the public key in the blockchain. 
3   
4  2) Financial Transaction Centre: This is the unit which provides any transactional facilities to the users. In our paper the FTC is a bank 

whose users are the transactors. 
The financial transaction centre gives the permission of the transaction of each user. 
 
3) Users: Users are the end users and the people who and the transactions. Each user will have a unique virtual id and generates a public key  
pair in their devices for the encryption and decryption of their transactions. 
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Fig 1: System Architecture of MABIDaaS 
 
 

B. Procedures 

 
• 1) Registration: The process starts with the user registering with the BIDaaS provider which acts as a third-party verifier in the later stages. 

The user gives in the his/her account number, name, email id, phone number and the password. The user generates a public key pair in 
his/her device and stores the private key in his device and sends the public key to the provider. The BIDaaS provider inserts the user’ s 
virtual ID and the user generated public key into the block. The fingerprint of the user is taken during the registration process. 

•  

• 2) Login: The user signs into his/her account by using the virtual id and password. The user has toauthenticate by giving his/her fingerprint 
which is compared with the fingerprint taken during the registration process. The user sends an access request to the BIDaaS provider which 
generates an OTP and send it to the registered mobile number. This acts like another layer of authentication. 

•  

• 3) Add amount: A user can transfer some amount from his bank account to the secret account which is used for the transaction, this amount 
detail is added into the block and the new variations on the amount is reflected in the block. 

•  

• 4) Transaction: Once the user is successfully logged into their account, they get a list of activities that they can do. The user has to select 
another registered user with whom he/she wants to do any transaction. The Financial Transaction Centre [FTC] authorizes the transaction 
bychecking with the cloud if the two users can proceed with the transactions. 

•  
•  For the transaction: 

Key-Generation: One of the user generates a set of keys and encrypts it using the public key of the other user and sends it to them. The 
other user decrypts it using their private key 

 
Single transaction: The user can transfer the amount details to the other user using the first key from the key set as a mode to encrypt the 
data. The receiver user can use the first key of the key set to decrypt the details and store it in the block. 
The two communicating users can prove their authenticity by their digital signatures[3]. After the authenticity check, the users can generate a 
set of key and pass it to the other. Each key is used and discarded after respective transaction. 
A user can login only through the given handset which holds his/her fingerprint and the transaction is run in the secure part of the OS called 
the Trusted Execution Environment. 
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Figure 2: Data Flow Diagram of Level 0 

Figure 3: Data Flow Diagram of Level 1 
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Figure 4: Data Flow Diagram of Level 2 
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Figure 5: Data Flow Diagram of Level 3 
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Figure 6: Data Flow Diagram of Level 4 

C. Example 

 
Let there be 2 users named X and Y respectively. Both of them register with the BIDaaS and their virtual ID and Public key is stored in the 
Blockchain. Now X wants to send Rs 500 to Y. X transfers Rs 1000 from his bank account to the account which handles the transaction. This 
amount is stored in the BIDaaS. X requests communication with Y from the Financial Transaction Centre [FTC]. The FTC checks for the 
access right permissions of both users. If permission is granted, the two users prove their authenticity with digital signature and X generates 
10 keys and encrypts it using Y’s public key and sends it to Y. Y decrypts the key set using his private key. A then encrypts Rs 500 using the 
first key of the key sets and sends it to Y. This transaction is stored in the blockchain. Y uses the same key from the key set and decrypts the 
message and updates its wallet amount which is appending this transaction into its device’s block. Both X and Y then delete the key used fr 
this transaction from the key set. 9 more transactions can be done after which one of the user has to generate another set of keys and send to 
the other. 
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fig 2: Sequence diagram for a single transaction between two user

IV.  FEATURES OF THE  SYSTEM
 

A. Consensus Algorithm 

The blockchain used here is a private blockchain. The miners are selected based on the co
beginning time and end time is noted and the miners are selected. Each miner selected gets an amount as 
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fig 2: Sequence diagram for a single transaction between two user 

SYSTEM 

The blockchain used here is a private blockchain. The miners are selected based on the computational powe
beginning time and end time is noted and the miners are selected. Each miner selected gets an amount as 
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mputational power i.e., based on the timing, 
beginning time and end time is noted and the miners are selected. Each miner selected gets an amount as a reward. 
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B. Consortium Blockchain 

The blockchain used here is a private blockchain which is not owned by the BIDaaS provider. The blockchain is a distributed ledger and is 
operated by consortium members. The user account information is accessed from the BIDaaS provider when needed, the user information is 
not shared among all consortium members present in the blockchain. 

 

C. Provided User Information 
Extra user information is provided to the BIDaaS provider and Financial Transaction Center (FTC). This is not only for storage purpose 

but also provide better privacy, avoiding the misuse of the information provided. 

 

D. Use of virtual IDs 

Every user is assigned by a virtual ID. This virtual ID assigned to the user is unique. The user can use the virtual ID if it is already 
registered in the blockchain. 

 

E. Private Key of a User 

Private key is a secret key which is stored in the user mobile. Each user has a different private key stored in an electronic device. Key 
generation material and other sensitive information is stored in the trusted execution environment. 

 

F. Benefits to the BIDaaS Provider 

The BIDaaS provider creates new sources of revenue by providing an identity and authentication management solution as well as 
providing existing user information to its partners. 

 

G. Benefits to the User 

A better security is provided to the user by various levels of verification. Digital signature is included as well as key set exchange during 
transaction provides better security. The user details are registered in blockchain and it can be accessed when necessary and the details in the 
blockchain cannot be tampered hence provides a better security for transactions. 

 

H. Benefits to the Financial Transaction Centre 

Financial transaction center (FTC) which is the partner gets service request from the user. FTC looks up the blockchain for details and 
checks the permission rights for accessing the services, of the user from the cloud. The presence of the FTC extends its level in authorization 
by providing the access permission rights of the user. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Table 1: Comparison between BIDaaS and MABIDaaS 
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To summarize with the comparison of the existing system BIDaaS and the proposed system MABIDaaS, the MABIDaaS provides more 
secure features compared to the BIDaaS. Firstly, MABIDaaS allows the partner to selectively authorize users for whom access rights are 
granted. These rights are stored in the cloud which can be accessed only by the partner i.e., the Financial Transaction Centre. Secondly, each 
transaction is encrypted using different keys available only to the two communicating user whereas in the BIDaaS, encryption is done using 
only the user's public key. Thirdly, in BIDaaS, Communication was done only between the user and the partner whereas in MABIDaaS, 
communication between two users is allowed. Lastly, another authentication is through the key set, as only the user having the key set same 
as the sender can decrypt the message.  

 
 

V. CONCLUSION 
 
MA-Blockchain based ID as a service focuses on the authentication and authorization. In this paper we have discussed an example which 

shows financial transactions between the mobile users using MABIDaaS. Security is provided by adding authentication in the form of key 
generation set and authorization through permission rights given to the user. Financial transaction centre checks the access rights of the user 
in the cloud.The act of providing the access rights to the user by storing it in the cloud has further improved the authorization measures of the 
system. Keys are generated and exchanged, and each key is used as a mode for encryption and decryption for each transaction respectively. 
The proposed system provides a secure transaction between the users without the partner having any knowledge of the financial transactions. 
Trusted Execution Environment is used in MABIDaaS which provides a secure area for the mobile application and the data loaded inside in 
terms to integrity and confidentiality. 
The proposed MABIDaaS has some room for improvement. The expansion of the area of network in which the transaction can take place 
between the user can smoothen the usage of the system. 
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