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Abstract: Photo sharing refers to the transfer or publistifig user’s digital photos online and the websitéclv provides such
acquaintances over services such as hosting, uptpasharing and managing of photos through ondiggtem. This function
provides the upload and display of images througth bvebsites and applications. The photo sharing ®an be set up and
managed by individual users for the usage of orpimeto galleries including photo blogs. It mearet thther users can view but
not essentially download the photos, users beitgytalselect different copy-right options for thphiotos. Unfortunately, it may
reveal users privacy if they are permitted to pastnment, and tag a photo liberally. To address phoblem, this project
proposes an efficient facial recognition systent tam recognize everyone in the photo. Online plsbering applications have
become popular as it provides users various newiraravative alternatives to share photos with ayeaof people. The photo
sharing feature is incorporated in many social netimg sites which allow users to post photo faithoving ones, families and
friends. For users of social networking sites sagfracebook, this system focuses on the privacyerng and needs of the users,
at the same time explores ideas for privacy primeanechanisms. By considering users current coiscand behaviors, the tool
can be designed as per the user’s desire whichcirepdopt and then can be motivated to use.

Index Terms — Social network, photo privacy, secure multi-pary computation

I. INTRODUCTION

With the huge popularity of sharing and the vasigesof social networking sites users unknowinglyeat certain kinds of
personal information. Social-networking users maynay not have the idea of getting their personfdrination will be leaked
or could protect the malicious attackers and mapeteate significant privacy breaches. The resade®f 21st century has seen
the extreme popularization of Internet and the ghoof web services which facilitate participatonfarmation sharing and
collaboration. Social Networking Sites (SNSs) hdesrome a boundless communication. media to keepunht beyond
boundaries. SNSs are a part of human culture tistraj web application. Use of SNSs has out spatethiost every fields as
news agencies, big and small companies, governmants famous personalities etc. to interact witbheather. With the
adoration of sharing, Facebook has stood out asntis renown SNSs in the world where people hanfmubours. With the
extravagancy of technology and services sharingeofs, photos, personal taste and information wigmdls and family has led
to an ease. But along with this user privacy shaldd be taken into consideration. An issue reladegrivacy with Facebook
users has been constantly appearing on internatweas either because of the companies privacigypol because of users
unaware-ness of content sharing consequencesrésearch says the simple disclosure of date ame pifibirth of a profile in
Facebook can be used to predict the Social Sechiityjber (SSN) of a citizen in the U.S. Many a tinmest by simply
publishing their friends list, users might be rdirepa large amount of information. For exampleptigh the use of prediction
algorithms it is possible to infer private infornmat that was previously undisclosed. Sometimesigemsnformation even
comes embedded in the photo as metadata and m#ifydeeople on the photo by accompanying morerimfation that could be
exploited, like captions, comments and photo taggked regions.

II. PROBLEM DEFINITION

To address the issue of photo sharing vulnerggsiliand study the situation when a client shangsodograph containing people
other than himself/herself( termed co- photograpti)arovide privacy protection to photo being shared

. PROPOSEDSOLUTION

Photo sharing is one of the most popular featunesniine social networks such as Facebook. Unfately, careless photo
posting may reveal privacy of individuails a postedohoto. To curb the privacy leakage, we proposednable individuals
potentially in a photo to give the permissions befposting a co-photo. We designed a privacy-pvasgrFR system to
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identify individuals in a co-photo. The proposedtsyn is featured with low computation cost and whanftiality of the training

set. We expect that our proposed scheme be veejutam protecting user’s privacy in photo/imageshg over online social
networks. Our prototype application is implementdte use OpenCV Library 2.4.6 to carry out the fdetection and Eigen
face method to carry out the FR. Fig.1 shows tllgcal user interface (GUI). A log in/out buttosutd be used for log in/out
with Facebook. After logging in, a greeting message the profile picture will be shown. Our profmtyworks in three modes:
a setup, sleeping and working mode.

Pick
fnends ,I | Pick close
Post friends
hoto )
S 4| Post photo |
L Training set |
Compute Feature " Private ) specily pDIIC].f|
classifiers extraction I | traiung set)
. Start |

I _
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Fig 1 System Architecture of our Application

A mechanism has been designed to make users afde posting activity and make them actively taket in the photo posting
and decision making paradigm for which a faciabggttion (FR) system is recommended which can reizegeveryone present
in the photo. If more privacy setting is done tliiemay limit the number of photos which will be liged as the training set for
FR system. In order to overcome this problem amdrfining set for FR system we would utilize thévate photos of users
which would differentiate the photo co-owners withaaffecting their privacy. A distributed consensogsed method is
developed which would protect the private traindeg and even reduce the computational complexity.
Our contributions to this work when compared witeylous work are mentioned below:
1. We can find the potential owners of shared photderaatically even when the use of generated taggspsas an
option in our paper.
2. Private photos in a privacy-preserving manner awias contexts to derive a personal FR engine ifigr @articular
user is proposed in our paper.
3. We propose a consensus-based method to achieaeyand efficiency.

A privacy-preserving FR system is used to idenitiigividuals in a co-photo. The owners present i shared photos can be
automatically recognized and identified with orhwaitit user-generated tags. The FR engine is defiivetthe private photos and
social contexts. The privacy is protected by primgdusers facility to restrict others from seeihgit photos. Each user is able to
deny his/her policy which are privacy policy angesgure policy. Computation cost is very low. FRtsgs provides privacy by
notifying the subject about the posting activitydahus leading the other subjects to take activeipat. To prevent possible
privacy leakage of a photo, we design a mechaniseméble each individual present in a photo be ewathe posting activity
and participate in the decision making on the plpaisting. For this purpose, an efficient facialogtion (FR) system is needed
which recognizes everyone in the photo. Howevemdfre privacy settings are done then it may birel iibmber of photos
necessary to train the FR system. So in orderlte gbis problem, private photos of users is wifiZo train the FR system and
thus prevent the leakage of the privacy of theviiddials.
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Fig 2 Flowchart of the system workflow

A. MODULE DESCRIPTION

Set up: This module will setup basic framework to acceggnprofiles and their face pictures. Has diffetabs based on
project description, new user registration, logage.

Face Recognition: In this subsection, we study the recognition ratiainst the number of friends and the number of
strangers. Standard face detection in [23] is t@ethce detection and eigen face [22] is usedtmet features and
vectorize the training image. However, the stanadgen face method is a centralized approach, ytma& be applicable to
our distributed case. To address this, we assumeiple components have already been extract to fovector space S.
User’s facial photos are projected into this specéeature vectors. Based on our simulation resuéidind that this
modification is reasonable due to the fact thatngortant features on human face lie on only a déections. Facial
feature extraction is beyond the scope of this papetter facial feature extraction method can fygliad to our system to
obtain a better recognition ratio.

Privacy policy and Face Matching: After registration from user, he/she can sendribad request to anybody to become
friends and other requested person can acceptfreuest if he wishes to become friend. Wheneser wants to upload
picture he can use “Post “option given in the syst®nce photo is uploaded then and there itselfabe gets recognized
and checks anybody in the system has similar fac®t Nearest neighbour algorithm is used to fhlbest match.

Control decision for privacy: Once any user uploads photo then requests is Beimgo the other person, he can either
allow or deny him from uploading the photo. Befpreceeding to vote for permission he needs to edctiee photo
whether he/ she are looking inappropriate or not.

IV. RESULTS

The objective of designing a secure photo sharm@nline Social Networks using Face Reorganizagdreing achieved. This
project has ended up in helping achieve separat@es single privacy for each of the user’s whislcompletely under their
control. It would help reduce various cyber segueiimes, frauds which happen very frequently. pPheposed scheme is very
useful in protecting users' privacy in photo/imagaring over online social networks. However, traveays exist trade between
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privacy and utility. Preserving user privacy andking them actively participate in the photo postagjivity is a very prime

concern in OSNs. The co-photo can be posted orily the permission of the co-owner and if the pryvaad exposure policy

gets satisfies. To make the system more secureddtiiécation is sent to the co-owner and only wiitis/her acceptance the
photo is posted. In addition random OTP is gendratieile uploading photo to verify the user who @sfing it as someone may
access his account to upload photos which are turmbhoot to be posted by the concerned accounteholthe result of the

system is shown with the help of the comparisotetathere it reacts the difference between the iegstystem and the system
proposed. The result of the system depends on uh#er of the train images. As the number of tramades increases the
recognition of the owners and co-owners photo isedmore easily and quickly.
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VI. CONCLUSION AND FUTURE ENHANCEMENT

Photograph sharing is a standout amongst the megalgnt elements in online informal organizatidos,example Facebook.
Unfortunately, careless photo posting may reveabpy of individuals in a posted photo. To curb ghivacy leakage, we
proposed to enable individuals potentially in atphto give the permissions before posting a co-ghéte designed a privacy-
preserving FR system to identify individuals incaphoto. The proposed system is featured with lomputation cost and
confidentiality of the training set. These funcsgurovided by websites and applications facilitakzupload and display of
images. The term may even be useful for online@batleries that are positioned up and manageddiyidual users, including
photo blogs. The system used a toy system withuseos to demonstrate the principle of the desi@ie. System that is built has
proven that how to build a general personal FR withte than two users. The system can reduce thagyrleakage by using
this design as it provides intimation to the co-evgnand even to the owners through random OTP gemer Theoretical
analysis and experiments were conducted to shaeteféness and efficiency of the proposed schengeeXgect that our
proposed scheme be very useful in protecting upergcy in photo/image sharing over online sonetworks. However, there
always exist trade-off between privacy and utilfegr example, in our current Android applicatidme to-photo could only be
post with permission of all the co-owners. Latemtyoduced in this process will greatly impact usgperience of OSNs.
Moreover, local FR training will drain battery gkig. Our future work could be how to move the prepo training schemes to
personal clouds like Dropbox and/or icloud.
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