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Abstract – The rapid adoption of electric vehicles (EVs) worldwide has created an urgent need for sophisticated monitoring 

systems capable of tracking vehicle performance, battery health, energy consumption, and location in real time. This review paper 

examines the current state of real-time EV monitoring systems, exploring their architecture, key technologies, communication 

protocols, and applications. We analyse the challenges facing these systems and discuss emerging trends that will shape their 

future development. The integration of Internet of Things (IoT), cloud computing, machine learning, and advanced sensor 

technologies has enabled unprecedented capabilities in EV monitoring, [1] contributing to improved safety, efficiency, and user 

experience. 
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INTRODUCTION 

 

1.1 Background and Motivation 

 

The global automotive industry is undergoing a fundamental transformation driven by environmental concerns, regulatory 

pressures, and technological advancements. Electric vehicles have emerged as a cornerstone of sustainable transportation, [4][8] 

with global EV sales surpassing 10 million units annually. This exponential growth necessitates robust monitoring systems [1] 

that can ensure optimal vehicle performance, extend battery life, enhance safety, and provide actionable insights to drivers, fleet 

operators, and manufacturers. 

 

Unlike conventional internal combustion engine vehicles, EVs present unique monitoring challenges. The battery pack 

representing 30-40% of the vehicle's total cost requires continuous surveillance to prevent degradation [10], thermal runaway, 

and premature failure. Additionally, the limited driving range of EVs compared to traditional vehicles demands accurate state-of-

charge estimation and intelligent energy management. 

 

A real-time electric vehicle monitoring system (RT-EVMS) is an integrated platform that continuously collects, transmits, 

processes, and analyses data from various vehicle subsystems. These systems operate with minimal latency, typically delivering 

updates within milliseconds to seconds, enabling immediate response to critical events and supporting data-driven decision-

making. 

 

This paper aims to provide a comprehensive examination of RT-EVMS by synthesizing current research, identifying 

technological gaps, and projecting future developments. We address the following research questions: 

 

1. What are the fundamental components and architecture of modern RT-EVMS? 

2. Which technologies enable real-time data acquisition, transmission, and processing? 

3. How do different stakeholders benefit from these monitoring systems? 

4. What challenges limit current implementations, and what solutions are emerging? 
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2. System Architecture 

2.1 Layered Architecture Model 

 

Modern RT-EVMS typically employ a multi-layered architecture [17] that separates concerns and enables scalability. The most 

common framework consists of four distinct layers: 

 

a) Perception Layer (Edge Layer) 

 

This foundational layer comprises all physical sensors, actuators, and embedded controllers within the vehicle. Components 

include temperature sensors, current sensors, voltage monitors, accelerometers, GPS modules, and the vehicle's electronic control 

units (ECUs). The perception layer is responsible for raw data acquisition at high frequencies, often sampling critical parameters 

thousands of times per second. 

 

b) Network Layer (Communication Layer) 

 

The network layer handles data transmission between the vehicle and external systems. It encompasses both intra-vehicle 

communication networks (CAN bus, LIN, FlexRay, Ethernet) and vehicle-to-infrastructure (V2I) communication channels 

(cellular networks, Wi-Fi, dedicated short-range communications). This layer must balance bandwidth constraints, latency 

requirements, and power consumption. 

 

c) Processing Layer (Cloud/Fog Layer) 

 

Data processing occurs at multiple levels within this layer. Edge computing nodes perform time-critical analysis locally, while 

cloud servers handle computationally intensive tasks such as machine learning model training and fleet-wide analytics. The 

processing layer transforms raw data into actionable insights through filtering, aggregation, pattern recognition, and predictive 

modelling. 

 

d) Application Layer (Service Layer) 

 

The topmost layer delivers monitoring capabilities to end-users through various interfaces including mobile applications, web 

dashboards, and API integrations. This layer presents processed information in accessible formats and enables user interactions 

such as setting alerts, configuring preferences, and initiating remote commands. 

 

2.2 On-Board vs. Off-Board Components 

 

2.2.1  On-Board Systems 

 

On-board components reside within the vehicle and operate independently of external connectivity. The Battery Management 

System (BMS) represents the most critical on-board element, continuously monitoring cell voltages, temperatures, and current 

flow. The Vehicle Control Unit (VCU) coordinates powertrain operation and interfaces with the BMS. Telematics Control Units 

(TCUs) aggregate data from multiple ECUs and manage external communication. 

 

2.2.2  Off-Board Systems 

 

Off-board infrastructure includes cloud servers, data centers, and user-facing applications. These components provide unlimited 

computational resources and storage capacity but depend on reliable connectivity. Off-board systems enable cross-vehicle 

analysis, historical trend identification, and integration with external services such as charging networks and navigation 

providers. 

 

3. Monitoring Parameters 

3.1 Battery Monitoring 

 

Battery monitoring constitutes the core function of any RT-EVMS given the battery pack's importance to vehicle operation and 

value. 

 

State of Charge (SoC) 

 

SoC indicates the remaining energy in the battery as a percentage of total capacity. Accurate SoC estimation is essential for range 

prediction and preventing deep discharge. Common estimation methods include:[3][7][24] 
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• Coulomb counting (current integration) 

• Open-circuit voltage correlation 

• Kalman filtering approaches 

• Machine learning-based estimation 

 

Each method presents trade-offs between accuracy, computational complexity, and robustness to sensor noise. State of Health 

(SoH) 

SoH reflects battery degradation over time, [12][20] typically expressed as the ratio of current capacity to original capacity. 

Monitoring SoH enables predictive maintenance, warranty management, and residual value assessment. SoH estimation relies on: 

 

• Capacity fade measurement 

• Internal resistance tracking 

• Electrochemical impedance spectroscopy 

• Data-driven aging models Thermal Management 

Battery temperature significantly affects performance, safety, and longevity. RT-EVMS monitors temperature distribution across 

the pack, detecting hot spots and ensuring operation within safe limits (typically 15°C to 45°C). Thermal runaway prevention 

requires millisecond-level response to abnormal temperature rises.[12] 

 

Cell Balancing Status 

 

Individual cell imbalances reduce effective pack capacity and accelerate degradation. Monitoring systems track cell-level 

voltages and balancing circuit activity, alerting when imbalances exceed acceptable thresholds. 

 

 

3.2 Powertrain Monitoring 

 

Motor Performance 

 

Electric motor monitoring encompasses rotational speed, torque output, winding temperature, and efficiency. Abnormal vibration 

patterns or temperature profiles may indicate bearing wear or insulation degradation requiring maintenance. [12] 

 

Power Electronics 

 

Inverters, converters, and on-board chargers require thermal monitoring and fault detection. These components operate under 

high electrical stress and benefit from early warning of degradation. 

 

Regenerative Braking 

 

Monitoring regenerative braking effectiveness helps optimize energy recovery. Systems track energy recuperation rates under 

various driving conditions and identify opportunities for improved efficiency. 

 

3.3 Vehicle Dynamics and Safety 

 

Location and Navigation 

 

GPS-based location tracking enables geofencing, route optimization, and theft recovery. Integration with mapping services 

supports range estimation considering terrain and traffic conditions. 

 

Driving Behaviour 

 

Accelerometer and gyroscope data reveal driving patterns including aggressive acceleration, hard braking, and sharp cornering. 

This information supports driver coaching, insurance applications, and accident reconstruction. 

 

Safety Systems 

 

Monitoring extends to airbag status, seatbelt usage, tire pressure, and advanced driver assistance system (ADAS) performance. 

Integration with collision detection enables automatic emergency response. 
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3.4 Charging Monitoring 

 

Charging Session Data 

Systems record charging start time, duration, energy transferred, peak power, and charging curve characteristics. This data 

supports infrastructure planning and user billing. 

Charging Infrastructure Interaction 

 

Monitoring the communication between vehicle and charging station helps identify compatibility issues and optimize 

charging strategies.[10][2] 

 

4. Enabling Technologies 

4.1 Sensor Technologies 

 

Modern RT-EVMS leverage diverse sensor types optimized for automotive environments: Voltage Sensors 

High-precision Analog-to-Digital converters measure cell and pack voltages with accuracy better than 1 mV. Isolated 

measurement circuits protect against high-voltage hazards. 

 

Current Sensors 

 

Hall-effect sensors and shunt resistors measure battery current flow. High-bandwidth sensors capture transient events during 

acceleration and regenerative braking. 

 

Temperature Sensors 

 

Thermistors (NTC/PTC), thermocouples, and infrared sensors monitor temperatures throughout the vehicle. Distributed sensor 

networks detect localized thermal anomalies. 

 

Inertial Measurement Units (IMUs) 

 

MEMS-based accelerometers and gyroscopes provide six-degree-of-freedom motion sensing for driving behaviour analysis 

and crash detection.[20][5] 

 

Environmental Sensors 

 

Ambient temperature, humidity, and pressure sensors contextualize vehicle operation and support climate control 

optimization. 

 

4.2 Edge Computing 

 

Edge computing addresses latency and bandwidth limitations by processing data locally within the vehicle or at nearby 

infrastructure nodes. Benefits include: 

 

• Immediate response to safety-critical events 

• Reduced cellular data costs 

• Operation during connectivity loss 

• Privacy preservation for sensitive data 

 

Edge processors range from microcontrollers handling simple threshold checks to powerful systems-on-chip running 

machine learning inference.[16] 

 

4.3 Cloud Computing Infrastructure 

 

Cloud platforms provide scalable resources for RT-EVMS back-end operations: 

 

a. Data Storage 

 

Time-series databases efficiently store high-frequency sensor data. Data lakes accommodate diverse data types from 

multiple vehicle generations. 
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b. Stream Processing 

 

Frameworks like Apache Kafka and Apache Flink handle continuous data streams from large vehicle fleets, enabling real-

time aggregation and pattern detection. 

 

c. Analytics and Machine Learning 

 

Cloud-based training of machine learning models leverages fleet-wide data. Trained models deploy to vehicles or edge nodes for 

real-time inference. 

 

4.4 Machine Learning Applications 

 

Machine learning enhances RT-EVMS capabilities across multiple domains: 

 

Predictive Maintenance 

 

Supervised learning models trained on historical failure data predict component degradation, enabling proactive 

maintenance scheduling. [12] Common approaches include: 

 

• Random forests for classification 

• Long short-term memory (LSTM) networks for time-series prediction 

• Gradient boosting for anomaly detection 

 

Battery State Estimation 

 

Neural networks improve SoC and SoH estimation accuracy by learning complex nonlinear relationships between 

observable parameters and internal states. 

 

Range Prediction 

 

Machine learning models incorporating driving style, route characteristics, weather conditions, and vehicle state provide 

personalized range estimates more accurate than rule-based calculations. 

 

Anomaly Detection 

 

Unsupervised learning identifies unusual patterns potentially indicating faults or security threats. Autoencoders and 

isolation forests detect deviations from normal behaviour without labelled training data. 

 

5. Communication Protocols and Standards 

5.1 Automotive Communication Standards 

 

ISO 15118 

 

This standard defines vehicle-to-grid (V2G) communication, enabling bidirectional energy flow and intelligent charging. ISO 

15118 supports plug-and-charge functionality where vehicle authentication occurs automatically.[23] 

 

OCPP (Open Charge Point Protocol) 

 

OCPP standardizes communication between charging stations and central management systems, facilitating 

interoperability across different vendor equipment. 

 

OBD-II and Extended Diagnostics 

 

On-board diagnostics standards provide access to vehicle data through standardized interfaces. Extended protocols like UDS 

(Unified Diagnostic Services) enable deeper access for monitoring applications.[6][8] 
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5.2 IoT Communication Protocols 

 

MQTT (Message Queuing Telemetry Transport) 

 

MQTT's lightweight publish-subscribe model suits EV monitoring applications with constrained bandwidth. Quality-of- service 

levels enable appropriate reliability guarantees for different data types.[16] 

CoAP (Constrained Application Protocol) 

 

Designed for resource-constrained devices, CoAP provides RESTful interactions with lower overhead than HTTP. AMQP 

(Advanced Message Queuing Protocol) 

AMQP offers robust message queuing for enterprise applications requiring guaranteed delivery and complex routing. 

 

5.3 Data Formats and Interoperability 

 

JSON and Protocol Buffers 

 

JSON provides human-readable data interchange while Protocol Buffers offer compact binary encoding for bandwidth- 

constrained applications. 

 

OMA LwM2M 

The Lightweight Machine-to-Machine protocol standardizes device management and telemetry for IoT applications 

including vehicle monitoring. 

 

6. Applications and Use Cases 

6.1 Individual Vehicle Owners 

 

Mobile Applications 

 

Smartphone apps provide owners with real-time visibility into their vehicle's status:[1] 

 

• Current charge level and estimated range 

• Charging progress and completion time 

• Climate preconditioning control 

• Vehicle location and trip history 

• Maintenance reminders and diagnostic alerts 

 

Energy Management 

 

Owners can optimize charging schedules to minimize electricity costs by charging during off-peak hours. Integration with 

home energy management systems enables coordination with solar generation and household loads. 

 

Security and Theft Prevention 

 

Real-time location tracking combined with geofencing alerts owners to unauthorized vehicle movement. Remote 

immobilization capabilities enhance theft recovery. 

 

6.2 Fleet Management 

 

Operational Efficiency 

 

Fleet operators leverage RT-EVMS for: 

 

• Route optimization considering charging requirements 

• Driver performance monitoring and coaching 

• Utilization analysis and fleet right-sizing 

• Total cost of ownership tracking 
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Predictive Maintenance 

 

Fleet-wide data analysis identifies vehicles requiring maintenance before failures occur, minimizing downtime and repair costs. 

Pattern recognition across similar vehicles improves prediction accuracy.[14] 

 

Compliance and Reporting 

 

Automated data collection simplifies regulatory compliance and supports sustainability reporting requirements. 

 

6.3 Manufacturers and Service Providers 

 

Quality Assurance 

 

Real-world operational data identifies design issues and quality problems across the vehicle population. Early detection of 

emerging problems enables proactive recalls or service campaigns. 

 

Product Development [9] 

 

Usage pattern analysis informs future vehicle design decisions, including battery sizing, range optimization, and feature 

prioritization. 

 

Customer Service 

 

Remote diagnostics enable service technicians to identify issues before customer visits, improving first-time fix rates and 

customer satisfaction. 

 

6.4 Grid Operators and Energy Markets 

 

Demand Response 

Aggregated EV charging data supports grid stability through demand response programs. Vehicles can adjust charging rates in 

response to grid conditions, providing valuable flexibility services.[23] 

 

Vehicle-to-Grid Integration 

 

Advanced monitoring enables bidirectional energy flow, allowing EVs to supply power during peak demand periods. This 

requires precise battery state monitoring to ensure vehicle readiness. 

 

Load Forecasting 

 

Historical charging patterns support grid planning and infrastructure investment decisions. 

 

6.5 Insurance and Financial Services 

 

Usage-Based Insurance 

 

Driving behaviour data enables personalized insurance premiums reflecting individual risk profiles. Real-time 

monitoring supports immediate accident detection and claims processing. 

Battery Valuation [1] 

 

Accurate SoH tracking supports residual value assessment for financing, leasing, and second-life applications. 

 

7. Challenges and Limitations 

7.1 Technical Challenges 

 

Sensor Accuracy and Reliability 

 

Automotive environments subject sensors to vibration, temperature extremes, and electromagnetic interference. Maintaining 

measurement accuracy throughout vehicle lifetime remains challenging, particularly for battery cell monitoring where small 

voltage differences indicate significant state changes.[12] 
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Connectivity Limitations 

 

Cellular coverage gaps create periods where real-time data transmission is impossible. Systems must buffer data locally and 

synchronize when connectivity returns while maintaining time-critical local processing capabilities. 

 

Computational Constraints 

 

On-board processing power limits the complexity of real-time algorithms. Edge computing requires careful optimization to 

achieve desired functionality within power and thermal budgets. 

 

Data Volume and Bandwidth 

 

High-frequency sampling across numerous parameters generates substantial data volumes. A single vehicle may produce several 

gigabytes daily, creating challenges for transmission, storage, and analysis at fleet scale.[16] 

 

7.2 Standardization Issues 

 

The absence of universal standards for EV monitoring data formats and interfaces creates interoperability challenges. Proprietary 

protocols limit data portability and third-party innovation. Efforts toward standardization, including ETSI and ISO initiatives, 

progress slowly relative to market evolution. 

 

7.3 Security and Privacy Concerns 

 

Cybersecurity Threats 

 

RT-EVMS introduce attack surfaces that malicious actors may exploit: 

 

• Data interception during transmission 

• Unauthorized access to vehicle controls 

• Denial of service attacks disrupting operations 

• Manipulation of sensor data 

 

Securing distributed systems spanning vehicles, networks, and cloud infrastructure requires defence-in-depth strategies.[16] 

 

Privacy Implications 

 

Detailed location and driving behaviour data raises privacy concerns. Regulatory frameworks including GDPR impose 

obligations for data protection, user consent, and data minimization that monitoring system designers must address. 

 

7.4 Scalability Challenges 

 

As EV adoption grows, monitoring infrastructure must scale accordingly. Cloud platforms face increasing demands for data 

ingestion, storage, and processing. Maintaining low latency for real-time applications becomes more difficult with larger vehicle 

populations. 

 

7.5 Battery-Specific Challenges 

 

State Estimation Accuracy 

 

No single method provides accurate SoC and SoH estimates across all operating conditions and battery chemistries. Hybrid 

approaches combining multiple techniques add complexity and computational requirements.[21] 

Aging Mechanisms 

 

Battery degradation involves multiple interacting mechanisms not fully understood. Predictive models must account for calendar 

aging, cycling conditions, temperature history, and usage patterns. 

 

Chemistry Evolution 

 

Rapid advancement in battery technology means monitoring systems must adapt to new chemistries with different characteristics 

and failure modes. 
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8. Emerging Trends and Future Directions 

8.1 Advanced Battery Monitoring 

 

Electrochemical Impedance Spectroscopy (EIS) 

 

On-board EIS measurements provide deeper insight into battery internal state than conventional voltage and temperature 

monitoring. Emerging hardware enables rapid impedance characterization during normal operation.[12] 

 

Physics-Informed Machine Learning 

 

Combining first-principles electrochemical models with data-driven approaches improves prediction accuracy while maintaining 

physical interpretability. These hybrid models generalize better to novel conditions than purely empirical approaches. 

 

Cell-Level Digital Twins 

 

Digital twin technology creates virtual representations of individual battery cells, updated continuously with operational data. 

These models enable sophisticated state estimation, remaining useful life prediction, and optimization of charging 

strategies.[20][9] 

 

8.2 5G and Beyond 

 

Fifth-generation cellular networks dramatically expand RT-EVMS capabilities: 

 

• Ultra-reliable low-latency communication (URLLC) enables safety-critical applications requiring guaranteed response times 

• Massive machine-type communication (mMTC) supports dense sensor networks with efficient spectrum utilization 

• Network slicing provides dedicated virtual networks with guaranteed quality of service for EV monitoring 

 

Future 6G networks promise further improvements in bandwidth, latency, and intelligence.[24] 

 

8.3 Artificial Intelligence Integration 

 

Federated Learning 

 

Privacy-preserving machine learning trains models across distributed vehicles without centralizing raw data. Vehicles 

contribute to model improvement while keeping sensitive information local.[15] 

 

Reinforcement Learning 

 

Adaptive control strategies optimize battery management, thermal control, and energy consumption based on learned models 

of vehicle behaviour and user preferences. 

Natural Language Interfaces 

 

Conversational AI enables intuitive interaction with monitoring systems, allowing users to query vehicle status and receive 

explanations in natural language. 

 

8.4 Blockchain Applications 

 

Distributed ledger technology addresses trust and transparency challenges: 

 

• Immutable maintenance records support used vehicle valuation 

• Decentralized energy trading enables peer-to-peer V2G transactions 

• Supply chain traceability tracks battery materials for sustainability compliance 

 

8.5 Integration with Smart City Infrastructure 

 

RT-EVMS increasingly connects with broader urban systems: 

 

• Traffic management integration for congestion reduction 

• Parking guidance with charging availability 

• Emergency response coordination 
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• Air quality monitoring using vehicle-mounted sensors 

 

8.6 Vehicle-to-Everything (V2X) Evolution 

 

Expanded V2X communication enables: 

 

• Vehicle-to-vehicle (V2V): Coordinated platooning and collision avoidance 

• Vehicle-to-infrastructure (V2I): Traffic signal coordination 

• Vehicle-to-pedestrian (V2P): Vulnerable road user protection 

• Vehicle-to-grid (V2G): Bidirectional energy services 

 

Real-time monitoring systems provide the foundation for these advanced capabilities. 

 

9. Case Studies 

9.1 Tesla Fleet Monitoring 

 

Tesla operates one of the most extensive vehicle monitoring systems globally, collecting data from millions of vehicles. Key 

characteristics include: 

 

• Over-the-air software updates enabled by continuous connectivity 

• Fleet-wide data analysis improving Autopilot capabilities 

• Remote diagnostics reducing service center visits 

• Battery degradation tracking supporting warranty management 

 

Tesla's approach demonstrates the value of vertically integrated monitoring from vehicle design through cloud 

infrastructure.[1] 

 

9.2 Commercial Fleet Applications 

 

Companies operating electric delivery fleets leverage RT-EVMS for: 

 

• Route planning optimized for vehicle range and charging availability 

• Driver coaching reducing energy consumption 

• Predictive maintenance minimizing vehicle downtime 

• Sustainability reporting with accurate emissions tracking 

 

Fleet applications showcase the operational value of comprehensive monitoring data.[14] 

 

9.3 Public Transit Implementations 

 

Electric bus operators face unique monitoring challenges including: 

 

• High daily utilization requiring careful energy management 

• Fixed routes enabling predictive charging scheduling 

• Public safety requirements demanding robust fault detection 

• Integration with transit management systems 

Successful deployments demonstrate RT-EVMS scalability for heavy-duty applications.[14] 

 

LITERATURE REVIEW 

 

Evolution of RT-EVMS Research 

 

Early RT-EVMS research focused on battery management systems (BMS) for SoC/SoH estimation using Coulomb counting and 

Kalman filtering. Recent studies have expanded to multi-layered IoT architectures integrating edge-cloud processing. 

Architectural Development 

 

Layered models dominate current literature, with perception layers employing distributed sensor networks (voltage, current, 

temperature, IMUs) sampling at kHz rates. Network layers leverage automotive Ethernet (1Gbps) and 5G (<10ms latency) for 

V2X communication. Processing layers implement hybrid edge-cloud analytics with Apache Kafka stream processing. 
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Battery Monitoring Advances 

 

Comprehensive reviews validate hybrid SoC/SoH estimation combining electrochemical models with neural networks, achieving 

>95% accuracy across operating conditions. EIS and digital twin technologies enable cell-level RUL prediction. 

Enabling Technologies Synthesis 

 

Machine learning applications span predictive maintenance (LSTM, gradient boosting), anomaly detection (autoencoders), and 

range prediction incorporating driving behaviour. ISO 15118 and OCPP standardize V2G/charging interoperability. 

Stakeholder Applications 

 

Literature confirms RT-EVMS benefits across sectors: fleet operators achieve 20-30% downtime reduction through predictive 

maintenance; Tesla's fleet telemetry validates OTA updates and warranty management; public transit deployments demonstrate 

scalability for high-utilization e-buses. 

Identified Research Gaps 

 

Current challenges include sensor reliability in harsh environments, 5G coverage gaps requiring local buffering, cybersecurity 

vulnerabilities, and lack of universal data standards. Scalability limits fleet-level real-time analytics. 

Emerging Directions 

 

Federated learning addresses privacy concerns while enabling fleet-wide model training. 6G networks and V2X evolution 

promise sub-ms latency for platooning. Blockchain applications ensure maintenance record immutability. 

This comprehensive review validates the proposed RT-EVMS framework while highlighting needs for standardized protocols and 

resilient edge computing. 

 

METHOLOGY 

 

Research Approach 

 

This study  employs a mixed-methodology  combining systematic literature review, architectural modelling, and 

simulation-based validation of RT-EVMS components. The methodology follows IEEE standards for IoT system design 

(ISO/IEC 30141) and automotive functional safety (ISO 26262). 

Communication Technologies 

 

Intra-Vehicle Networks 

 

Protocol Data Rate Application 

CAN 1 Mbps Powertrain communication 

CAN-FD 8 Mbps Enhanced powertrain 

LIN 20 kbps Body electronics 

FlexRay 10 Mbps Safety-critical systems 

Automotive Ethernet 100 Mbps–1 Gbps ADAS, infotainment 

Table 1- Vehicle-to-Cloud Communication 

 

Cellular networks (4G LTE, 5G) provide primary connectivity for RT-EVMS. 5G technology offers significant improvements in 

latency (< 10 ms), bandwidth (> 1 Gbps), and device density, enabling more sophisticated real-time applications.[25] 

 

Short-Range Communication 

 

Bluetooth Low Energy (BLE) facilitates smartphone integration and proximity-based authentication. Wi-Fi enables high- 

bandwidth data transfer during charging sessions. DSRC and C-V2X support vehicle-to-vehicle and vehicle-to- infrastructure 

communication for safety applications.[26] 
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Data Flow Architecture 

 

 
Flow Type 

 
Description 

 
Latency Requirement 

Real-time streaming Continuous sensor data transmission < 100ms 

Event-driven Alert triggers and anomaly notifications < 1 second 

Batch processing Historical analysis and reporting Minutes to hours 

Request-response User-initiated queries < 5 seconds 

 

Table 2 - Data flows through RT-EVMS 

 

 

Effective systems implement data prioritization mechanisms that ensure safety-critical information receives immediate attention 

while deferring less urgent data during bandwidth constraints. 

 

System Architecture (Condensed Version) 

 

Modern RT-EVMS adopt a scalable multi-layered design separating data acquisition, transmission, processing, and 

delivery.[15][7] 

 

Key Layers: 

 

 Perception Layer: Sensors (voltage, current, temperature, GPS, IMUs) and ECUs capture high-frequency raw data. 

 

 Network Layer: Intra-vehicle (CAN, Ethernet) and external (5G, Wi-Fi) protocols ensure low-latency transfer. 

 

 Processing Layer: Edge nodes handle urgent tasks; cloud enables ML analytics and fleet insights. 

 

 Application Layer: Dashboards, apps, and APIs provide user alerts and controls. 

 

On-Board vs. Off-Board: 

 

Metric Target Test Method 

SoC Accuracy ±2% Lab cycling 

Alert Latency <1 second Network sim 

Data Throughput 10MB/hr/vehicle Stress test 

Uptime 99.9% 30-day field 

Table 3 - Data Flows 
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DESIGN 

 

Block Diagram: 

 

 

 

t_total = t_sensor + t_edge + t_network + t_cloud + t_ui ≤ 100ms 

 

This equations form the mathematical foundation for RT-EVMS design, simulation, and real-time control implementation across 

battery management, powertrain optimization, and system monitoring. give only one mathematical equation 

 

CONCLUSION 

 

Real-time electric vehicle monitoring systems have evolved into sophisticated platforms essential for modern EV operation. The 

convergence of advanced sensors, high-bandwidth communication, cloud computing, and artificial intelligence enables 

capabilities unimaginable a decade ago. These systems benefit diverse stakeholders from individual owners seeking convenience 

to grid operators managing energy infrastructure.[1][16] 

 

Significant challenges remain, including sensor reliability in harsh environments, cybersecurity threats, privacy concerns, and the 

absence of universal standards. Addressing these challenges requires continued research, industry collaboration, and thoughtful 

regulation. 

 

Looking forward, emerging technologies promise transformative improvements. Advanced battery monitoring techniques will 

provide deeper insight into electrochemical state. [3][24] 5G and future networks will enable new real-time applications. 

Artificial intelligence will enhance prediction accuracy and enable autonomous optimization. Integration with smart city 

infrastructure will position EVs as active participants in urban systems rather than isolated transportation devices. 

 

The continued development of RT-EVMS will prove crucial to accelerating electric vehicle adoption and maximizing the 

environmental benefits of transportation electrification. Researchers, engineers, policymakers, and industry leaders must 

collaborate to realize this potential while addressing legitimate concerns about security and privacy. 
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Appendix: Key Acronyms 

Acronym Definition 

ADAS Advanced Driver Assistance System 

BLE Bluetooth Low Energy 

BMS Battery Management System 

CAN Controller Area Network 

ECU Electronic Control Unit 

EIS Electrochemical Impedance Spectroscopy 

EV Electric Vehicle 

IoT Internet of Things 

LSTM Long Short-Term Memory 

MQTT Message Queuing Telemetry Transport 

OBD On-Board Diagnostics 

RT-EVMS RT-EVMS | Real-Time Electric Vehicle Monitoring System 

SoC State of Charge 

SoH State of Health 

TCU Telematics Control Unit 

V2G Vehicle-to-Grid 

V2X Vehicle-to-Everything 

VCU Vehicle Control Unit 

This review paper provides a foundation for understanding real-time electric vehicle monitoring systems. Given the rapid pace of 

technological advancement in this field, readers are encouraged to consult recent literature for the latest developments. 
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