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Abstract:  This research presents an autonomous surveillance rover for defense applications designed to 

enhance real-time enemy detection and situational awareness. The system is powered by a Raspberry Pi, 

enabling centralized control and processing of data from various sensors. Ultrasonic sensors ensure obstacle 

detection, while inductive proximity sensors identify landmines and explosive devices. A camera module 

provides real-time video streaming, which is analyzed using image processing algorithms to classify 

individuals as authorized or threats. When a threat is identified, the system triggers a laser module to simulate 

a defensive response. The rover autonomously navigates its environment, continuously scanning for hazards 

and relaying real-time alerts to defense personnel via a communication module. This integration of IoT, 

artificial intelligence, and robotics makes the rover a reliable and efficient solution for modern defense 

challenges. The project highlights its potential to enhance security, reduce human risks, and adapt to evolving 

operational demands. 

 

Index Terms - Autonomous surveillance, enemy detection, real-time monitoring, Raspberry Pi, obstacle 

detection, image processing, IoT, defense robotics. 

I. INTRODUCTION 

 

In modern defense and security operations, ensuring situational awareness and timely threat detection is 

paramount. With the increasing complexity of threats, traditional surveillance methods relying on fixed 

systems and human monitoring often fall short in dynamic and high-risk environments. These systems are 

limited in scope, prone to human error, and expose personnel to significant risks in hazardous zones. 

 

The integration of advanced technologies such as robotics, artificial intelligence (AI), and the Internet of 

Things (IoT) has emerged as a promising solution to address these challenges. Autonomous systems, capable 

of operating continuously and without direct human intervention, offer enhanced efficiency, reliability, and 

safety in critical defense applications. 

 

This paper presents the development of an autonomous surveillance rover designed for real-time enemy 

detection and threat response. Powered by a Raspberry Pi, the system integrates ultrasonic sensors for obstacle 

detection, inductive proximity sensors for landmine identification, and an image-processing-enabled camera 

for human detection and classification. The rover also features real-time communication capabilities to 

provide immediate alerts to defense personnel, enabling swift and informed decision-making. 

 

By combining IoT, AI, and robotics, the proposed system aims to enhance defense operations by reducing 

risks to personnel, improving response times, and providing robust surveillance in challenging environments. 

This paper details the design, methodology, and outcomes of this innovative system, highlighting its potential 

as a reliable tool for modern defense challenges. 
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For this study secondary data has been collected. From the website of KSE the monthly stock prices for the 

sample firms are obtained from Jan 2010 to Dec 2014. And from the website of SBP the data for the 

macroeconomic variables are collected for the period of five years. The time series monthly data is collected 

on stock prices for sample firmsand relative macroeconomic variables for the period of 5 years. The data 

collection period is ranging from January 2010 to Dec 2014. Monthly prices of KSE -100 Index is taken from 

yahoo finance. 

II.LITERATURE SURVEY 

The literature survey in Meddeb et al. (2023) explores advancements in surveillance systems, highlighting 

the transition from manual monitoring to AI-driven automation. It reviews various face recognition 

technologies, including deep learning and OpenCV-based models, emphasizing their role in security 

applications. The study also discusses the integration of IoT in surveillance, enabling real-time monitoring 

and automated alerts. Additionally, it examines the use of Raspberry Pi in robotics, showcasing its cost-

effectiveness and efficiency in AI-based applications. The survey underscores the growing trend of 

combining AI, IoT, and robotics to develop intelligent and autonomous surveillance solutions.[1] 

Sali and Joy (2023) present an IoT-based smart surveillance robotic car, designed for military applications. 

The study introduces an intelligent rover equipped with sensors, cameras, and wireless communication to 

enhance real-time monitoring and security in defense environments. The system integrates AI-driven obstacle 

detection, face recognition, and autonomous navigation, ensuring efficient surveillance in restricted or high-

risk areas. IoT connectivity enables remote control and live data transmission, improving situational 

awareness for military personnel. The research highlights the rover’s potential to strengthen security 

operations by combining AI, automation, and IoT for smart, real-time surveillance and reconnaissance. [2] 

Sharma and Kumar (2021) propose a machine learning-based smart surveillance and intrusion detection 

system for securing national geographic borders. The study explores the use of AI-driven techniques, 

including image processing and pattern recognition, to detect unauthorized movements and potential 

threats in border areas. The system leverages sensor networks, computer vision, and IoT connectivity to 

enhance real-time monitoring and automate security responses. By integrating machine learning 

algorithms, the system improves accuracy in identifying intrusions while reducing false alarms. The 

research highlights the potential of AI-powered surveillance in strengthening border security through 

intelligent threat detection and automated decision-making. [3] 

Edozie (2020) presents the design and implementation of an IP camera tracking robotic system using 

Raspberry Pi 3B. The study focuses on developing a real-time surveillance system that integrates an IP 

camera with a robotic platform for autonomous tracking and monitoring. The system utilizes computer 

vision algorithms to detect and follow moving objects, enhancing security applications. Raspberry Pi 3B 

serves as the processing unit, enabling efficient data handling and wireless communication for remote 

access. The research highlights the effectiveness of combining robotics, computer vision, and IoT to create 

an intelligent and cost-effective surveillance solution.[4] 

Payal et al. (2021) explore the integration of robotics, artificial intelligence (AI), and the Internet of Things 

(IoT) in defense systems, emphasizing their role in modern military operations. The study discusses how 

AI-driven automation, autonomous robotics, and IoT-enabled communication enhance surveillance, threat 

detection, and strategic decision-making in defense applications. It highlights advancements in unmanned 

vehicles, intelligent surveillance, and AI-powered combat systems, improving operational efficiency and 

security. The research underscores the growing significance of smart defense technologies, showcasing 

how AI and IoT innovations contribute to real-time monitoring, predictive analysis, and automated military 

responses.[5] 

Renuka et al. (2018) present an automatic enemy-detecting defense robot that utilizes face detection 

techniques for military applications. The system is designed to identify and track intruders using image 

processing and computer vision algorithms. It integrates sensor-based automation to enhance real-time 

surveillance and threat detection, reducing the need for human intervention in high-risk areas. The study 

highlights the effectiveness of AI-powered face recognition in distinguishing enemies from authorized 

http://www.ijcrt.org/


www.ijcrt.org                                                              © 2025 IJCRT | Volume 13, Issue 7 July 2025 | ISSN: 2320-2882 

IJCRTBE02043 International Journal of Creative Research Thoughts (IJCRT) www.ijcrt.org 320 
 

personnel, improving defense operations. The research emphasizes the role of robotics and AI in 

autonomous security systems, enhancing military surveillance and response capabilities.[6] 

Borisova and Nikolov (2023) examine the application of artificial intelligence (AI) in defense and security 

systems, highlighting its role in modern military and surveillance technologies. The study discusses AI-

driven automation, threat detection, and decision-making systems, which enhance national security and 

defense operations. It explores advancements in autonomous drones, smart surveillance, and AI-powered 

cybersecurity, emphasizing their impact on strategic defense mechanisms. The research underscores the 

growing importance of AI in military innovations, improving efficiency, real-time monitoring, and 

predictive threat analysis to strengthen national and global security frameworks.[7] 

Dhulekar et al. (2018) propose a surveillance system for detecting suspicious human activities in war 

zones, utilizing computer vision and machine learning techniques. The system is designed to identify 

unusual movements and potential threats by analyzing real-time video feeds from surveillance cameras. It 

integrates image processing, motion detection, and behavior analysis to enhance security and automate 

threat identification. The study highlights the importance of AI-powered surveillance in military 

applications, reducing human dependency and improving response times. The research underscores how 

automated threat detection can enhance battlefield awareness and support defense operations 

effectively.[8] 

Kunaraj et al. (2020) present a sensor-controlled defense robot designed for landmine detection in military 

applications. The system integrates various sensors, including metal detectors and infrared sensors, to 

identify and locate buried explosives, enhancing soldier safety in conflict zones. The robot operates 

autonomously or via remote control, using IoT connectivity for real-time data transmission. The study 

highlights the role of robotics and sensor technology in improving demining operations, reducing risks to 

human personnel. The research underscores the importance of automation and AI-driven detection systems 

in modern defense strategies for battlefield safety.[9] 

Al-Tameemi (2020) introduces RMSRS (Rover Multi-Purpose Surveillance Robotic System), a versatile 

robotic platform designed for real-time monitoring and security applications. The system integrates AI, 

IoT, and sensor technologies to enhance autonomous surveillance, obstacle detection, and remote control 

capabilities. Equipped with cameras and motion sensors, RMSRS can efficiently track and monitor 

activities in restricted or high-risk areas. The study highlights its potential applications in military, 

industrial, and public security, emphasizing how AI-driven automation improves threat detection, data 

analysis, and situational awareness. The research showcases the growing role of intelligent robotics in 

modern surveillance and defense systems.[10] 

Kirubakaran et al. (2020) proposed a military surveillance system utilizing IoT technologies to monitor 

restricted zones with minimal human intervention. The system integrates motion detection sensors and a 

camera module to capture real-time images and videos, which are processed and transmitted via a 

microcontroller such as an Arduino or Raspberry Pi. By leveraging wireless communication and cloud 

integration, the system enables remote monitoring and immediate alert generation upon detecting 

suspicious activity. Their work highlights the potential of IoT to create cost-effective, automated 

surveillance frameworks that enhance situational awareness and response capabilities in defense 

applications. [11] 

Kumbhar (2023) presents the design and implementation of an autonomous rover system dedicated to 

landmine detection, aimed at enhancing safety in military and post-conflict areas. The system employs a 

combination of metal detectors and proximity sensors, integrated with a microcontroller and autonomous 

navigation logic to identify and locate buried landmines. The rover is capable of scanning the ground while 

moving autonomously across terrain, alerting operators upon detecting metallic anomalies associated with 

explosive devices. The study emphasizes cost-effectiveness, field adaptability, and reduced human 

involvement in hazardous zones. Through experimental validation, the proposed rover demonstrates 
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reliable landmine detection, reinforcing the importance of robotic automation in defense and demining 

operations.[12] 

Rao et al. (2020) proposed a movable surveillance camera system leveraging IoT and Raspberry Pi to 

enhance monitoring capabilities in both indoor and outdoor environments. The system integrates a Pi 

camera module mounted on a servo motor, allowing for remote pan and tilt control. Real-time video 

streaming is facilitated via IoT connectivity, enabling users to monitor live footage through a web 

interface. The design emphasizes cost-efficiency, mobility, and ease of deployment, making it suitable for 

areas that require flexible and scalable surveillance. The study demonstrates the effectiveness of using 

lightweight, low-power components for developing portable and internet-connected surveillance 

solutions.[13] 

The paper titled "Intelligent Intruder Detection System for a Surveillance Rover" by Bhargavi et al. (2023) 

presents an advanced system designed to enhance security through an autonomous rover equipped with 

intelligent intruder detection capabilities. The system integrates various sensors, such as cameras and 

motion detectors, with machine learning algorithms to monitor and analyze its surroundings in real time. 

By processing data from the sensors, the rover can detect unusual movements or potential threats, 

distinguishing between normal and suspicious activities. When an intruder is detected, the system alerts 

the rover’s operator, enabling swift responses to security breaches. This approach significantly improves 

the efficiency of surveillance operations, making it suitable for applications in military, law enforcement, 

or any security-focused environment requiring automated monitoring of restricted areas. The paper 

demonstrates how combining robotics, sensors, and artificial intelligence can create an effective, 

intelligent surveillance solution.[14] 

The paper titled "Machine Learning-Based Facial Recognition for Video Surveillance Systems" by Pulugu 

et al. (2023) addresses the limitations of traditional video surveillance methods in accurately identifying 

individuals, particularly in crowded or dynamic environments. The authors propose a machine learning-

based facial recognition system that leverages deep learning and computer vision techniques to enhance 

identification accuracy in real-time video feeds. The methodology involves training a deep neural network 

on a diverse dataset of facial images to enable the model to learn intricate facial features. Additionally, 

computer vision algorithms are employed to handle challenges such as occlusions and varying lighting 

conditions. Preliminary results demonstrate a significant improvement in facial recognition accuracy 

compared to traditional methods, showcasing the system's potential for practical implementation in video 

surveillance systems.[15] 

III. PROBLEM IDENTIFICATION 

In the existing defense surveillance systems, border and sensitive area monitoring are hindered by limited 

coverage, delayed response to enemy intrusions and landmine threats, high manpower requirements, 

inconsistent surveillance, weather-dependent monitoring, inadequate real-time threat detection, inefficient 

obstacle identification, and the lack of cost-effective, autonomous, and AI-powered alert mechanisms. 

 

IV. OBJECTIVES 

 

To develop a 24/7 autonomous surveillance rover for enemy detection and landmine identification using 

advanced navigation and image processing.  

To create a real-time alert system that notifies defense personnel via Telegram upon detecting unauthorized 

individuals or threats.  
To implement reliable detection algorithms with minimal false positives for accurate identification of 

enemies and hazardous objects.  
To design a cost-effective, AI-powered, and adaptable system that integrates with existing defense 

surveillance and security operations. 
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V. METHODOLOGY 

The Autonomous Enemy Detection and Real Time Surveillance Rover For Defense is an autonomous system 

designed for defense applications using robotics, sensors, and AI. It employs ultrasonic sensors to detect 

obstacles in its path, with sensors placed on the front, left, and right for comprehensive coverage. Upon 

detecting an obstacle, the rover halts, and its onboard camera focuses on the source. The Raspberry Pi 

processes live video captured by the camera, employing image recognition algorithms to detect humans. 

Detected individuals are classified as authorized or unauthorized using a pre-trained database. If unauthorized, 

a laser module simulates a defensive action, and alerts are sent to defense personnel via Telegram. 

The rover incorporates inductive proximity sensors to detect metallic objects, simulating landmine detection. 

When a potential landmine is identified, the system sends immediate caution alerts to ensure operator safety. 

Autonomous navigation is achieved using sensor data to calculate alternate routes, ensuring uninterrupted 

surveillance even in dynamic environments. The integration of a servo motor allows the camera to orient 

dynamically towards detected threats, enhancing situational awareness. 

All components, including the Raspberry Pi, motors, sensors, and camera, are powered by an onboard power 

supply for complete autonomy. Image processing algorithms like Haar cascades are employed for face 

detection, ensuring accurate identification. To further enhance reliability, the Haar Cascade classifier is fine-

tuned with optimized parameters to minimize false positives. The algorithm is trained using a diverse dataset 

of facial images, both authorized and unauthorized, and it performs multi-stage verification to reduce 

misclassification due to background noise or partial occlusion. For metallic object detection, the inductive 

proximity sensors are calibrated to ignore minor metal fragments and only respond to larger, threat-

representative objects. Empirical testing showed that the system consistently maintained over 90% detection 

accuracy with a false positive rate below 5%. The system operates cyclically, scanning for obstacles, analyzing 

threats, and resuming patrol upon resolution. Landmine detection capabilities make it particularly useful for 

hazardous terrains, reducing risks to personnel. The rover is programmed to bypass non-human obstacles to 

maintain efficiency in surveillance. Its design emphasizes reliability and quick response to potential threats. 

The system’s integration of robotics and AI enhances security operations in modern defense scenarios. 

Block Diagram:  

 
The block diagram of the autonomous surveillance rover outlines its key components and their interactions. 

At the center is the Raspberry Pi, which acts as the processing unit, controlling sensors, motors, and 

communication modules. Ultrasonic sensors are positioned to detect obstacles, while inductive proximity 

sensors identify landmines and explosive threats. The camera module captures real-time video for image 

processing, enabling the system to classify individuals as authorized or threats. A motor driver controls the 
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rover's movement, and a Telegram bot facilitates real-time alerts, ensuring effective communication with 

defense personnel. 

 

Flow Chart: 

 

 
The flowchart illustrates the operational workflow of the autonomous surveillance rover. It begins with 

continuous navigation, where sensors scan for obstacles or threats in real-time. If an obstacle or individual is 

detected, the rover halts, processes the data, and takes appropriate action, such as triggering a laser module or 

sending alerts. After addressing the detected issue, the rover identifies a new path and resumes its mission. 

VI. RESULT AND DISCUSSION 

 

The ‘Autonomous Enemy Detection and Real-Time Surveillance Rover for Defense’ was subjected to a series 

of tests to evaluate its performance in various scenarios, simulating real-world conditions. The primary 

objectives were to assess the system’s obstacle detection accuracy, face recognition efficacy, landmine 

detection reliability, and real-time communication capability. 
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Obstacle Detection :The rover's ultrasonic sensors were tested for their accuracy and responsiveness in 

detecting obstacles from different directions. The sensors demonstrated high accuracy in measuring distances 

and effectively stopping the rover upon detecting an obstacle. The system correctly identified obstacles placed 

at varying distances, ensuring the rover’s ability to navigate through complex environments without collisions. 

The integration of three sensors allowed for comprehensive coverage, significantly enhancing the rover’s 

navigation capabilities. 

Fig 1 : Front Obstacle Detection 

 

 
Fig 2 : Left Obstacle Detection 

Fig 3 : Right Obstacle Detection 
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Face Recognition and Threat Assessment : 

The face recognition module, utilizing the Haar Cascade classifier from OpenCV, was tested with various 

facial images, including authorized personnel and simulated enemy faces. The system exhibited a high degree 

of accuracy in detecting human faces and distinguishing between authorized and unauthorized individuals. 

The training algorithm successfully matched faces against the database, with a recognition accuracy rate of 

over 90%. The system's accuracy was evaluated using a standard classification approach. Accuracy is 

calculated using the formula:  

 
where TP is the number of true positives (correctly detected unauthorized individuals), TN is true negatives 

(correctly identified authorized personnel), FP is false positives (authorized personnel incorrectly flagged as 

threats), and FN is false negatives (unauthorized individuals not detected). The values were recorded during 

controlled trials, and the resulting accuracy consistently exceeded 90%, with a false positive rate below 5%. 

 In cases where an enemy was identified, the laser module was activated correctly, simulating a defensive 

response. This demonstrates the system’s potential for automated threat assessment in real-time. 

 

Fig 4 : Unknown Person Detected 

As shown in above figures, if an unregistered or unauthorized face is detected, then the system marks the face 

as ‘unknown’ and it indicates that the ‘Unauthorized Person Detected’. It triggers the alert and the defense 

action later on. 

 
 

Fig 5 : Laser(firing) in Action 

As shown in the above figure, if an enemy was identified, the laser module is activated, simulating a 

defensive response. This demonstrates the system’s potential for automated threat assessment in real-time. 

 

Real-Time Communication : 

The integration with Telegram for real-time communication was tested by sending alerts and receiving 

commands. The system successfully sent immediate notifications to defense personnel upon detecting an 

unauthorized individual. The Telegram bot responded promptly to commands, allowing remote control of 
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the rover. This feature significantly enhances the system's operational flexibility and responsiveness, 

enabling defense personnel to make informed decisions and control the rover from a distance. 

 
Fig 6 : Unknown Person Detection Alert 

 

The Inductive Proximity Sensors were evaluated for their ability to detect metallic objects simulating 

landmines. The sensors reliably detected these objects, triggering alerts to defense personnel. The Telegram 

bot responded promptly to commands, allowing remote control of the rover. This aspect of the system 

proved critical for applications in areas prone to landmines, providing a proactive measure for ensuring 

safety and preventing potential threats. 

 

Fig 7 : Landmine/Bomb Detection Alert 

 

Overall Performance: 

The rover performed consistently well across all tested scenarios, demonstrating its robustness and reliability 

as a surveillance tool. The seamless integration of hardware and software components ensured smooth 

operation, while the use of Raspberry Pi provided a flexible and powerful control unit. The system’s ability 

to continuously monitor, assess, and respond to potential threats autonomously is a significant advancement 

in defense technology. 

 

VII. CONCLUSION 

 

The autonomous surveillance rover developed in this project demonstrates a robust and efficient solution for 

enhancing defense operations through real-time enemy detection and threat response. By integrating advanced 

technologies such as IoT, artificial intelligence, and robotics, the system achieves reliable obstacle detection, 

landmine identification, and human classification. The inclusion of real-time communication via a Telegram 

bot ensures that defense personnel are promptly informed of potential threats, enabling swift decision-making 

and response. The rover’s autonomous navigation and seamless pathfinding capabilities further enhance its 

effectiveness in challenging and hazardous environments, reducing the risks to human personnel. This system 

represents a significant advancement in defense surveillance technology, offering a scalable and adaptable 

solution to modern security challenges. The AI capabilities of the system are primarily demonstrated through 

its face recognition module, which uses trained classifiers to differentiate between authorized and 

unauthorized individuals in real-time. Its adaptability is reflected in its ability to autonomously reroute upon 
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encountering obstacles or hazards, respond to updated training data, and function across different terrains 

without reprogramming. The modular design further enables quick integration of new components or features, 

reinforcing the system's scalable and adaptable architecture. Future enhancements could focus on increasing 

detection accuracy, integrating advanced weaponry, and extending its operational range to address a broader 

spectrum of defense requirements. 

 

 

VIII. FUTURE SCOPE 

The autonomous surveillance rover offers significant potential for further enhancements to address evolving 

defense requirements. Future developments could focus on integrating more advanced sensors, such as 

LiDAR, for precise mapping and improved obstacle detection in complex terrains. Enhancing the image 

processing capabilities with deep learning algorithms could increase accuracy in human classification and 

object recognition. The addition of advanced communication protocols, such as 5G, could ensure faster data 

transmission and seamless remote control in real-time. Expanding the rover’s operational range with energy-

efficient power systems and solar charging mechanisms would enable extended missions in remote areas. 

Furthermore, incorporating non-lethal or defensive payloads, such as stun mechanisms or smoke deployment 

systems, could enhance its threat-neutralization capabilities. These improvements would make the rover an 

even more versatile and indispensable tool for modern defense and security operations. 
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