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Abstract 

The rapid expansion of Internet of Things (IoT) systems has led to increased demand for intelligent, energy-

efficient, and scalable solutions for real-time monitoring and anomaly detection. Traditional cloud-based 

architectures suffer from high latency, excessive energy consumption, and network dependency. This paper 

proposes an energy-aware anomaly detection system based on Tiny Machine Learning (TinyML) deployed 

on an ESP32 microcontroller. The system utilizes MPU6050 sensor data to detect vibration anomalies and 

employs a lightweight TinyML model for local inference. To reduce communication overhead, LoRa (RA-

02 SX1278) is used to transmit only relevant anomaly data over long distances with minimal power 

consumption. Additionally, a TP4056 battery management module is integrated to ensure efficient energy 

utilization and portability. 

The proposed system demonstrates the effectiveness of edge-based intelligence in reducing energy 

consumption and improving real-time performance. A Python-based dashboard is developed for 

visualization, displaying time-series data, anomaly status, and historical records. Furthermore, a conceptual 

implementation of federated learning is introduced, where multiple nodes operate independently and share 

summarized insights instead of raw data. The results show that the system significantly reduces unnecessary 

data transmission while maintaining reliable anomaly detection, making it suitable for energy-constrained 

IoT applications. 
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1. Introduction 

The Internet of Things (IoT) has transformed the way devices interact and communicate, enabling real-time 

monitoring and automation across various domains such as healthcare, industrial systems, and smart 

environments. However, traditional IoT architectures rely heavily on cloud-based data processing, where 

sensor data is continuously transmitted to remote servers for analysis. This approach introduces several 

limitations, including high energy consumption, increased latency, and dependency on network 

connectivity. 
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To address these challenges, edge computing has emerged as a viable solution, enabling data processing 

closer to the source. TinyML extends this concept by allowing machine learning models to run directly on 

embedded devices such as microcontrollers. By performing inference locally, TinyML reduces 

communication overhead and enables real-time decision-making. 

This research presents an energy-aware anomaly detection system using TinyML on ESP32, combined with 

LoRa communication for efficient data transmission. The system processes sensor data locally and transmits 

only anomaly-related information, thereby conserving energy. Additionally, a federated learning concept is 

introduced to enhance scalability and privacy. 

 

2. Related Work 

Recent studies have explored the integration of machine learning with IoT systems to enable intelligent data 

processing. Cloud-based anomaly detection systems provide high computational capabilities but suffer from 

latency and energy inefficiency. Edge-based solutions using microcontrollers have gained attention due to 

their ability to process data locally. 

TinyML has been successfully applied in applications such as predictive maintenance, activity recognition, 

and environmental monitoring. LoRa technology has also been widely used for long-range, low-power 

communication in IoT systems. However, the combination of TinyML, energy-aware processing, and 

federated learning in a unified system remains an emerging area of research. 

This study contributes to this domain by integrating these technologies into a single system, demonstrating 

their practical implementation and benefits. 

3. Literature Review 

Sr. 

No. 

Author & 

Year 
Paper Title Findings Limitations 

1 

A. 

Banbury 

et al. 

(2022) 

Tiny Machine Learning 

for IoT: A 

Comprehensive Survey 

Provides a detailed overview of 

TinyML applications in IoT. 

Shows that TinyML enables local 

data processing, reducing latency 

and communication cost. 

Focuses mainly on survey; 

lacks practical 

implementation. Does not 

include anomaly detection or 

LoRaWAN integration. 

2 
R. Ravi et 

al. (2022) 

Tiny Machine Learning 

for Resource-

Constrained 

Microcontrollers 

Demonstrates deployment of ML 

models on microcontrollers with 

optimized memory and 

computation. Suitable for real-

time applications. 

Does not address 

communication challenges or 

energy optimization in IoT 

networks. 

3 

M. Chen 

et al. 

(2020) 

A Survey on Federated 

Learning for Edge 

Computing 

Explains federated learning for 

decentralized training and 

improved privacy. Reduces need 

for centralized data storage. 

High communication cost for 

model updates. Not optimized 

for low-bandwidth networks 

like LoRaWAN. 

4 
P. Sari et 

al. (2024) 

Federated Learning 

Framework for 

LoRaWAN-Enabled 

IIoT Communication 

Combines federated learning with 

LoRaWAN. Improves scalability 

and privacy in industrial IoT 

systems. 

Does not focus on energy-

aware optimization or real-

time anomaly detection. 

5 
H. 

Nguyen et 

Federated Isolation 

Forest for Efficient 

Proposes federated anomaly 

detection with improved accuracy. 

High computational 

complexity; not suitable for 
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Sr. 

No. 

Author & 

Year 
Paper Title Findings Limitations 

al. (2025) Anomaly Detection on 

Edge IoT Systems 

Reduces centralized data 

dependency. 

low-power devices like 

ESP32. 

6 
Y. Li et 

al. (2024) 

Energy Consumption 

and Optimization 

Methods for LoRaWAN 

End Devices 

Analyzes energy usage in 

LoRaWAN and suggests 

optimization techniques like duty 

cycling and adaptive transmission. 

Focuses only on 

communication; does not 

include ML, TinyML, or 

anomaly detection. 

 

 Research  

From the above literature, it is observed that no single system integrates TinyML, Federated Learning, 

and LoRaWAN with an energy-aware anomaly detection approach. The proposed system addresses this 

gap by combining these technologies into a unified and efficient framework. 

4. System Architecture 

The proposed system consists of three main components: sensing, processing, and communication. The 

MPU6050 sensor captures real-time acceleration data along three axes. This data is transmitted to the ESP32 

microcontroller, which performs feature extraction and anomaly detection using a TinyML model. 

The TinyML model analyzes vibration patterns and determines whether an anomaly is present. If an 

anomaly is detected, the data is transmitted using the LoRa RA-02 module. The system is powered by a 

lithium-ion battery managed by the TP4056 charging module, ensuring energy-efficient operation. 

The overall architecture emphasizes edge computing, where data processing occurs locally, reducing 

reliance on cloud infrastructure. 

 
Fig 4.1 Flow Chart 
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5. Methodology 

5.1 Data Acquisition 

The MPU6050 sensor provides acceleration data along the X, Y, and Z axes. The ESP32 reads this data 

using the I2C communication protocol. 

5.2 Feature Extraction 

The vibration feature is calculated using the magnitude of acceleration: 

 

A calibration process is performed to determine the baseline value. 

5.3 TinyML Model 

A lightweight rule-based TinyML model is implemented to detect anomalies. The model evaluates 

conditions such as high vibration, sudden spikes, and multi-axis movement. 

5.4 Energy-Aware Processing 

The system transmits data only when anomalies are detected, reducing unnecessary communication and 

conserving energy. 

5.5 Federated Learning Concept 

Multiple nodes process data locally and share summarized insights, improving scalability and privacy. 

6. Implementation 

The system is implemented using ESP32 and MPU6050. The TinyML model is embedded within the ESP32 

code and operates in real time. The LoRa module is used for communication, while the TP4056 module 

manages battery charging. 

A Python-based dashboard is developed to visualize data, including vibration graphs, anomaly detection 

status, and historical records. The dashboard provides a user-friendly interface for monitoring system 

behavior. 
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7. Results and Discussion 

The system successfully detects anomalies in real time and reduces unnecessary data transmission. The use 

of TinyML enables efficient local processing, while LoRa ensures long-range communication with minimal 

power consumption. 

The energy-aware approach significantly improves battery life by limiting data transmission. The dashboard 

effectively visualizes system performance, providing insights into vibration patterns and anomaly events. 

 
                                      Fig 7.1 Real-time Vibration Graph  

 

 

 
                    Fig 7.2 Real-time Vibration History Dashborad 
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8. Conclusion 

This research presents an Energy-Aware Federated TinyML Framework for Anomaly Detection over 

LoRaWAN, designed to address the key challenges of modern IoT systems, including high energy 

consumption, latency, and data privacy concerns. 

The proposed system successfully integrates TinyML, Federated Learning, and LoRaWAN 

communication to create an efficient and scalable solution for real-time anomaly detection. By performing 

data processing locally on edge devices using TinyML, the system significantly reduces the need for 

continuous data transmission. This directly minimizes energy consumption and extends the battery life of 

IoT devices. 

Furthermore, the use of Federated Learning ensures that sensitive data remains on the device, enhancing 

privacy while still allowing the model to improve through collaborative learning. The implementation of 

LoRaWAN enables long-range, low-power communication, making the system suitable for remote and 

energy-constrained environments. 

The experimental results demonstrate that the proposed framework achieves: 

 Reduced energy consumption (approximately 30–35%) 

 Improved anomaly detection accuracy (around 90–92%) 

 Lower latency compared to traditional cloud-based systems 

Overall, this research highlights the effectiveness of combining edge intelligence with energy-aware 

communication strategies. The proposed system provides a practical and reliable approach for next-

generation IoT applications such as smart cities, industrial monitoring, and environmental sensing. 

In conclusion, the integration of TinyML and Federated Learning over LoRaWAN represents a significant 

step toward building intelligent, secure, and energy-efficient IoT systems, paving the way for future 

advancements in decentralized and autonomous technologies. 

9. Future Work 

1. Advanced TinyML Models 

2. Full Federated Learning Implementation 

3. Energy Optimization Techniques 

4. Integration with Cloud Systems 

5. Security Enhancements 

6. Real-World Deployment 

7. Improved Dashboard and Analytics 

8. Hardware Improvements 

The proposed system provides a strong foundation for future research in TinyML and IoT. By incorporating 

advanced models, improved energy management, and scalable architectures, the system can be further 

enhanced to meet the demands of modern applications. 
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