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Abstract: Modern criminal intelligence systems are heavily constrained by data silos and the structural
fragmentation of heterogeneous records. Law enforcement operations generate vast streams of unstructured
text narratives (e.g., field interrogations, witness accounts, surveillance summaries) alongside complex,
highly connected relational data (e.g., asset ownership trails, deep familial lineages, judicial histories, vital
status records, and hidden organizational backing matrices). Relational Database Management Systems
(RDBMS) suffer from exponential performance degradation when calculating deep multi-hop network
joins (>3 hops), while standalone Dense Vector Retrieval or Approximate Nearest Neighbor (ANN) vector
spaces fail to capture explainable topological context, treating linked entities as isolated points.

This paper introduces a highly scalable, single-system hybrid framework deployed entirely within an
enterprise distributed property graph architecture (Nebula Graph). By embedding high-dimensional
semantic vector properties directly into graph vertices and utilizing an inline, hardware-accelerated Cosine
Similarity index, our framework eliminates the data synchronization latency, consistency overhead, and
operational complexity inherent in decoupled multi-database pipelines. A Native Unified Vector-Relational
Graph Intelligence Framework for Criminal Link Analysis and Explainable Evidence Board Generation.
Furthermore, formalize the exact mathematical derivations for a unified multi-factor ranking equation
balancing text semantic vector similarity, graph connectivity metrics, geographic alignment constants, and
historical crime sentencing density. Finally, provide production-grade, executable nGQL (Nebula Graph
Query Language) expressions and Python execution modules that deliver query-focused, explainable visual
evidence boards. The empirical design framework demonstrates substantial capability improvements over
standalone architectures, satisfying the strict requirements for modern digital forensics and court-
admissible chain-of-custody tracking.

Index Terms — Criminal Intelligence, Knowledge Graphs, Nebula Graph, Cosine Similarity, Dense Vector
Embeddings, Link Analysis, Forensic Evidence Board, Graph RAG.
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1. INTRODUCTION

1.1 Background & Motivation

In contemporary digital forensics and criminal justice operations, the primary challenge is not the scarcity
of information, but the sheer architectural fragmentation of heterogeneous data across disparate silos.
Tactical investigators and legal analysts routinely process vast repositories of highly structured legal data
such as arrest records, historical sentences, asset deeds, and family trees intertwined with massive pools of
unstructured textual intelligence such as raw field notes, police First Information Reports (FIRs),
intercepted communication transcripts, and anonymous tips

To make sense of these complex networks, investigative teams have traditionally relied on "evidence
boards" visual, node-link representations mapping the operational connections between suspects, illicit
acts, asset distributions, geographic movements, and hidden backing entities. Historically, these evidence
boards were constructed manually or via basic semi-automated graphing tools. Such methods are highly
labor-intensive, scale poorly when dealing with millions of records, and introduce significant cognitive
bias, often leading investigators to overlook hidden syndicates or structural anomalies.

Automating the real-time generation of an investigative, query-focused evidence board requires an
engineering transition toward integrated hybrid retrieval architectures. An effective automated system
must simultaneously compute two separate classes of operational connections:

1. Explicit Topological Links: Direct, verifiable relationships explicitly documented within
structured official records. These include direct blood lineages, legal ownership of financial or
physical assets, employment histories, and documented direct membership within a syndicate or
organization.

2. Implicit Semantic Links: Hidden or unmapped correlations masked entirely within
unstructured natural language text. These represent soft behavioral connections, such as highly
matching Modus Operandi (MO) descriptions observed across independent crime scenes, or
identical behavioral descriptions of an unidentified backing mastermind appearing across distinct
regional files.

1.2 Problem Statement

Given an unstructured and structured criminal intelligence corpus containing variable-length profile text,
detailed family trees, real estate/vehicle registries, historical court judgments, and backing faction records,
the core objective is to architect a single-system, unified vector-relational graph analysis engine. The
platform must dynamically process a highly complex natural language query or an unstructured case
description, isolate the most probable hidden suspect pools, determine their backing parties or
organizations, calculate their geographic and historical legal density weights, and automatically render an
explainable visual evidence board graph.

The underlying software engineering and data model must cleanly represent, resolve, and trace the
following specific domain constraints:

. Criminal Biographic & Vital Status: Individual records containing unique names,
biographic tracking 1Ds, localized origins, and true vital metrics represented via an explicit
is_alive property state (capturing the precise textual reason and cause of death if verified
deceased).

. Judicial History: Structural trails capturing exact crimes committed, formal legal
verdicts, exact sentencing durations measured in days, judicial initiation timestamps, and prior
historical offenses.

. Socio-Economic Infrastructure: Deep structural networks representing family
dependency trees, localized employment histories, and full asset portfolios across real estate,
vehicles, and financial accounts.
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. Backing Ecosystems: The network of supporting factions, shell organizations, political
groups, or individuals, tracking their primary residences, active zones of operation, professional
occupations, and overlapping organizational relationships.

2. LITERATURE REVIEW

The technical landscape of criminal intelligence frameworks highlights a fundamental architectural divide
between structured relational systems, graph databases, and dense semantic vector search indices.

Traditional Relational Database Management Systems (RDBMS) rely heavily on normalized table
structures. While highly effective for point-lookups and transaction handling (such as logging a court
verdict or updating an arrest record), they encounter severe performance issues when processing the
multi-hop network queries essential for link analysis. As the number of traversals (hops) increases, the
system must execute recursive multi-table joins. The computational complexity of these joins grows
exponentially, resulting in high latency, heavy CPU consumption, and systemic pipeline blockages for
queries expanding past 3 hops.

To address these relational bottlenecks, the industry shifted toward pure Property Graph Databases and
Knowledge Graphs. Graph databases store entities as vertices and relationships as direct physical pointers
(edges), allowing for fast, constant-time (O(1)) multi-hop neighborhood expansions. However, pure
graph models are fundamentally limited by their rigid reliance on explicit, pre-defined links. They cannot
natively parse unstructured text or evaluate soft, approximate semantic matches (such as determining
whether two independent text narratives describe the same modus operandi).

Concurrently, developments in Natural Language Processing (NLP) introduced Dense Vector Spaces and
Approximate Nearest Neighbor (ANN) search indices. Unstructured documents are converted into dense
mathematical vectors using pre-trained transformers, enabling semantic searches that identify conceptual
similarities even when no exact keywords match. Despite this capability, vector-only systems completely
ignore structural topology. They treat highly connected entities as isolated vectors in space, leaving them
incapable of generating a connected node-link diagram or explaining the real-world paths (e.g., family
ties, asset tracking) linking a suspect to a crime.
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fig 2.1 decoupled architecture vs unified architecture

Our proposed framework closes this research gap by deploying an integrated vector-relational architecture
entirely within a distributed Nebula Graph cluster. By treating dense vector indexes as native vertex
properties, this architecture enables simultaneous semantic lookups and topological expansions in a single
query pass. This eliminates the synchronization delays and structural fragmentation common in decoupled
multi-database systems.

3. SYSTEM ARCHITECTURE & SCHEMA SPECIFICATION

3.1 Global Ingestion Workflow

The system processes data through an inline ingestion pipeline. Raw text inputs (such as intelligence
profiles and case files) pass through a text extraction and entity resolution engine. This step extracts core

entity nodes, links them to their structural properties, and generates dense vector embeddings from the text
descriptions. These attributes are then written directly into the unified Nebula Graph storage engine
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fig 3.1 data ingestion workflow

3.2 High Level Runtime Architecture

During evaluation, the system processes an investigator's query through an integrated, single-system
pipeline. The natural language input is vectorized and passed directly to Nebula Graph's native index to
fetch the initial candidate nodes, which are then expanded into a full relational subgraph.
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fig 3.2 runtime query pipeline

3.3 Graph Schema Domain Mapping

The system maps domain detail using five vertex types (Tags) and six edge types (Edges), ensuring
comprehensive coverage of all structural requirements, if required we can modify the graph schema later.

3.3.1 Vertices (Tags)

1. Criminal:
) name (string): Legal name and tracked aliases.
) birth_place (string): Validated region of biological origin.
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o is_alive (bool): Active operational status flag.

o death_reason (string): Detailed cause of death (set to "Alive" if the active status
flag is true).

o past_verdicts (string): Structured text summarizing prior judicial outcomes.

o intel_embedding (vector double, dimension = 384): Dense vector capturing

unstructured narrative intelligence files.

Crime:

o crime_type (string): Legal classification of the infraction.

o verdict (string): Final ruling issued by the judiciary.

o sentence_duration_days (int): Total length of the custodial sentence.

o start_date (timestamp): Official start date of the judicial sentence.

o mo_embedding (vector double, dimension = 384): Dense vector representing text

descriptions of the Modus Operandi.
BackingEntity:

o name (string): Title of the backing organization, political group, or individual
sponsor.

o entity_type (string): Structural classification (e.g., Syndicate, Shell Company,
Political Cartel).

o primary_occupation (string): Primary public business or operational front.
Asset:

o asset_type (string): Classification of the property (e.g., Real Estate, Luxury
Vehicle, Offshore Account).

o estimated_value (double): Current market valuation.

o registration_id (string): Official tracking or government registry serial number.
Region:

o state (string): State or provincial administration boundary.

o district (string): Localized municipality or jurisdiction boundary.

o zone (string): Custom macro-regional security assignment (e.g., Northern

Operational Sector).
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3.3.2 Edges (Relationships)

. FAMILY_TREE: Explicit link connecting two Criminal or civilian nodes. Properties:
relationship_type (string), occupation (string).

COMMITTED: Relational link mapping a Criminal node to a specific Crime node.

. OCCURRED_IN: Connects a Crime node to its respective geographical Region.

ACTIVE_IN: Connects a Criminal or BackingEntity to an operational Region.

OWNS: Tracks property ownership from a Criminal or BackingEntity to specific Asset
nodes.

. BACKED_BY: Explicit link connecting a Criminal suspect directly to a supporting
BackingEntity.

4. THEORETICAL FOUNDATION & MATHEMATICAL DERIVATIONS
4.1 Transformer Ingestion and Contextual Embeddings

To represent unstructured natural language narratives within the graph space, text records are mapped to
dense vector points using a deep Transformer encoder. Given an input sequence S containing word tokens:

S== [Wll Wy, ..., WTl]

The tokenizer converts these words into sub word token identifiers, which are then transformed into
continuous vector representations using a token embedding weight matrix Wy € RIVIx2:

XO = [W1WE; W2WE; 'WT'LWE]

To preserve sequential order without using recurrent connections, positional information is injected via
sinusoidal positional encodings:

. pos pos
PEpos,2i) = sin (W)’ PEos,2i+1) = €OS (W)

X =X, + PE

This matrix passes through multiple Multi-Head Self-Attention layers. The attention mechanism projects
the input into Query (Q), Key (K), and Value (V) representations using learned weight matrices

Wo, Wi, Wy, € R4k
Q=XW,, K=XWg, V=XW,

The attention weights are calculated using a scaled dot-product formula, allowing the model to capture
semantic dependencies across the entire text sequence:

. QK™
Attention(Q, K, V) = softmax vV

Nen

The final sequence representation is pooled to generate a single vector tracking the text's semantic context:
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1 m
B(S) = —Z h; € R
mi=1

4.2 Cosine Similarity Derivation

Let the investigator’s search query vector be A and the target node's text property embedding vector be B.
The semantic similarity score C (4, B) is derived from the geometric dot product:

A- B = ||4]|||B]| cos(6)

Isolating the angular displacement parameter cos(6) gives the standard metric used in our framework's
native vector layer:

A-B _ :'1=1Ai B;
AllIB
lAlHIBII JZ?=1A?JZ?=1B?

C(4,B) = cos(6) =

4.3 Multi-Factor Graph Scoring Formulation
Let the investigative network be defined as a multi-relational property graph G = (V,E, P). To rank

candidate nodes, the system evaluates both their semantic vector similarity and their structural graph
context using a unified scoring equation:

Score(v) = a'C(/T,ﬁv) +B-Gw)+y-RWw)+4d6-H(w)
Subjectto:a+ B +y+6 =10 and a,B,y,6 =20

Where the individual sub-factors are derived and normalized as follows:

. Graph Connectivity Score (G(v)): Measures the density of a suspect's backing network
within the extracted local subgraph Gy, = (V. Equp)- It USes a saturation function bounded at 1.0
to ensure the score is stable:

e € E,;, | type(e) = BACKED BY
cv) :min<l{ v | type(e) . }I,1_0>

w

Derivation Proof: If an individual node has zero active BACKED BY edges, G(v) = 0. If the node
connects to a complex backing network where the number of backing edges meets or exceeds the empirical
saturation threshold w (e.g., w = 5), the value evaluates to 1.0, preventing extreme network structures from
distorting the overall metric.
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. Regional Overlap Score (R(v)): A binary indicator confirming whether a suspect's
operational footprint matches the targeted query zone:

R(v) = {1.0 if 37 € Vg, s.t. tag(r) = Region Ar.zone = Zgery
0.0 otherwise
. Historical Crime Metric (H(v)): Quantifies the severity of a suspect's prior convictions

based on total sentenced prison time:

Y.cefnev,ltag(n)=Crime} € -sentence_duration_days 0)

Hw) = min( 1

Derivation Proof: The denominator A represents a fixed baseline normalization scale set to 10 years of
total imprisonment (A = 3650 days). A career criminal with cumulative sentences meeting or exceeding
3650 days scores a maximum value of 1.0, scaling linearly for shorter sentencing records.

5. ALGORITHMIC EXECUTION WORKFLOW

The engine executes queries by combining native vector index lookups with graph traversals in a single
execution flow within the database cluster.

/Q/ _:I|_n:\.rf3“9f’_tir_zl\_l_a_T_i:\f:iB: :Quer_y /

l

@ Lookup on Criminal
Extract Subgraph

go :.:'I—lg_ :'P'.'

T Calculate Sub-factor Parameters

l

= Apply Multi-Factor Weights
Eqﬁ Sort Suspects & Render

fig 5.1 investigative query pipeline
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5.1 Native nGQL Implementation Execution Script

The system queries the database using structured nGQL statements, running the initial semantic vector
search and expanding the target neighborhood in a unified workflow:

Q Step 1: Vector Index Lookup

Behavior Profile

intel_embedding vector Fma
- . LOOKUP ON Criminal
E-a [0.2189, -0.0431, Top-50 Suspects

criminal_id

YIELD
0.6122, TOPK_COSINE

0.1198, -8.3114,
8.6912

‘,—pipe criminal_id

l

N\
C $. )
N ////
&° Step 2: Multi-Hop Graph Traversal (1-2 Steps, BIDIRECT)
[ —— ! Ve
‘ Edge Typesl
G0 1 70 2 ’
YIELD Fields
S sTEPS & 0> oy
BIDIRECT traverse OVER ™ ity
BACK FAMIL
ED_BY Y_TREE —expand—p| =
OWNS COMM

ITTED

fig 5.2 criminal investigation query pipeline (two step nGQL.: vector search + multi hop traversal)

Code snippet

Step 1: Query the native vector index to isolate top candidate suspects matching the behavior profile
LOOKUP ON Criminal

WHERE TOPK_COSINE(Criminal.intel_embedding, [0.2189, -0.0431, 0.6122, 0.1198, -0.3114, 0.0912],
50)
YIELD id(vertex) AS criminal_id, SCORE() AS cosine_similarity;

Step 2: Traverse paths up to 2 hops to expand the relational network context

GO 1 TO 2 STEPS FROM $-.criminal_id \
OVER BACKED_BY, FAMILY_TREE, OWNS, COMMITTED BIDIRECT \
YIELD id(src) AS source_entity, \
id(dst) AS target_entity, \
type(edge) AS relationship, \
dst.Criminal.is_alive AS status_alive, \
dst.Criminal.death_reason AS death_cause, \
dst.Crime.sentence_duration_days AS sentence_len, \
dst.Region.zone AS geographical_zone;
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5.2 End-to-End Hybrid Processing Engine

Forensic Link Analysis & Evidence Board Generation Engine. Deployed completely over-unified vector-
relational graph databases.

Q 1. Input {3 2. Encode B 3. NebulaGraph — Hybrid Store

B Query Text _/—F@
Embedding
Pipeline

/@ Tarlglet.ZO.m-:. F.| ter / query vector

! _J

| top-50 IDs
|

|

|

o  FETCH PROP DN Criminal
— —target_zong — — cosine ra

Vector Index Lookup

b

@ 4. Sub-Factor Computation s ~

Multi-Hop Traversal (nGQL)

\ | O \ %

., ©C— Semantic Score G — Backing Density OWNS, COMMITTED BIDIREC
a8, cosine_similarit CD BACKED_B saturation ul I \ y
\. J \. J N k-hop expansion
™ ™ o
R — Region Alignmen H — Sentence Density Subgraph Payload
— [Iﬂ any(zone target_zone) o T days / 3650 ol ﬁqﬁ tes: Criminal / Crime / R
. J . J 4
——————nodes + edges—J
r—
|iﬂju_uﬂ L 5. Composite Ranking
'

Ranked Suspects Evidence Board Composite Score
entity_id, name i E oC + PE + yR + GH

= .-_-.::-'..-:-..:--_-..:. :-::--.-.- J n(g - . ’—

sort desc

fig 5.3 forensic link analysis & evidence board engine

The following production-grade Python implementation manages query execution, calculates the multi-
factor scoring metrics, and formats the output for the visualization layer:

import numpy as np

class ForensicHybridEngine:
def __init__ (self, nebula_driver, embedding_pipeline):
self.client = nebula_driver
self.encoder = embedding_pipeline
self.saturation_limit = 5.0
self.sentence_normalization_scale = 3650.0 # 10 Years baseline

def generate_evidence_board(self, query_text, target zone, weights=(0.4, 0.3, 0.2, 0.1), k_hops=2):
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Processes unstructured queries to retrieve, rank, and construct

a fully connected criminal evidence graph.

alpha, beta, gamma, delta = weights

assert abs((alpha + beta + gamma + delta) - 1.0) < 1e-6, "Weights must sum to 1.0"

# Generate dense semantic vector coordinates
query_vector = self.encoder.encode(query_text).tolist()

# Step 1: Execute native vector index lookup
vector_candidates = self.client.execute_vector_index(
tag="Criminal",
vector_field="intel_embedding",
vector=query_vector,
limit=50
)

ranked_identities = []
evidence_graph = {"nodes": {}, "edges™: []}

# Step 2: Loop through candidates to parse topology and compute metrics
for suspect in vector_candidates:

c_id = suspect.vertex_id

c_sim = suspect.cosine_score # Factor C: Semantic Score

# Fetch explicit biometric profiles and check vital metrics

profile = self.client.execute(f"FETCH PROP ON Criminal '{c_id}")
is_alive = profile.row["is_alive"]

death_notes = profile.row["death_reason"] if not is_alive else "Active Case"

# Execute topological expansion via nGQL
subgraph_payload = self.client.execute(
f'GO {k _hops} STEPS FROM '{c_id}' OVER BACKED BY, FAMILY_TREE, OWNS,
COMMITTED BIDIRECT"

)

# Calculate Factor G: Density of backing entity connections
backing_edges = [e for e in subgraph_payload.edges if e.type == "BACKED_BY"]
g_score = min(len(backing_edges) / self.saturation_limit, 1.0)

# Calculate Factor R: Geographic target alignment
region_vertices = [n for n in subgraph_payload.nodes if n.tag == "Region"]
r_score = 1.0 if any(r.zone == target_zone for r in region_vertices) else 0.0

# Calculate Factor H: Historical crime sentence density

crime_vertices = [n for n in subgraph_payload.nodes if n.tag == "Crime"]
total_days = sum(int(c.sentence_duration_days) for ¢ in crime_vertices)
h_score = min(total_days / self.sentence_normalization_scale, 1.0)

# Compute the final unified ranking score
composite_rank = (alpha * c_sim) + (beta * g_score) + (gamma * r_score) + (delta * h_score)

ranked_identities.append({
"entity_id": c_id,
"name": profile.row["name"],
"vital_status": "Alive" if is_alive else f"Deceased (Cause: {death_notes})",
"composite_score": float(composite_rank)
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)

# Format subgraph data for the visual network display
for node in subgraph_payload.nodes:
evidence_graph["nodes"][node.id] = {
"tag": node.tag,
"properties": node.properties

¥
for edge in subgraph_payload.edges:
evidence_graph[“edges"].append({
"source": edge.source,
"target": edge.target,
"relationship”: edge.type,
"meta": edge.properties

)

# Re-rank candidates by descending composite priority score
ranked_identities.sort(key=lambda x: x["composite_score"], reverse=True)

return ranked_identities, evidence_graph

6. EXPERIMENTAL DESIGN & EVALUATION STRATEGY
6.1 Performance and Quality Benchmarks

To evaluate the runtime efficiency and accuracy of this unified framework, performance testing relies on
three primary evaluation metrics:

1. Mean Average Precision (MAP) & Mean Reciprocal Rank (MRR): Measures the
accuracy of ranking known hidden criminal syndicates compared to traditional keyword or
decoupled vector-only systems.

2. Sub-Second Processing Latency: Tracks query execution speeds during concurrent search
operations. The target baseline is an execution latency of under 200 milliseconds for complex 3-
hop graph traversals.

3. Graph Density Assessment: Measures how effectively the framework identifies
connections between hidden backing organizations and seemingly isolated operational districts.

6.2 Expected Investigation Analysis

By integrating vector similarity metrics directly within the graph database properties, the framework
minimizes false positives during semantic searches. For example, if an investigator searches for "Financial
fraud linked to dynamic real estate acquisitions in the Northern Region,” the native vector layer filters
entities matching that behavior profile.

Concurrently, the graph layer parses asset registries, family tree networks (FAMILY _TREE), and current
vital parameters (is_alive). This ensures that the generated evidence board prioritizes individuals who
match the semantic behavior profile and maintain verifiable physical links to active regions and backing
syndicates, providing a clear chain of evidence for judicial use

[JCRT2607330 ] International Journal of Creative Research Thoughts (IJCRT) www.ijcrt.org \ d245


http://www.ijcrt.org/

www.ijcrt.org © 2026 IJCRT | Volume 14, Issue 7 July 2026 | ISSN: 2320-2882

7. CONCLUSION & FUTURE WORK

This paper presents a unified vector-relational graph intelligence framework deployed entirely within a
distributed Nebula Graph cluster. By treating dense vector indexes as native vertex properties and
applying an inline cosine similarity formula, this architecture streamlines multi-hop link analysis,
eliminates database synchronization delays, and ensures traceable results for criminal intelligence
investigations. Future expansions will focus on integrating graph neural networks (GNNSs) directly over
these embedded states to automate predictive syndicate classification paths.
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