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ABSTRACT 

As biometric systems increasingly become embedded in the financial, governmental, and personal security 

systems, the accuracy of face recognition technology has become critical. At the same time, there is a growing 

number of Presentation Attacks (PA) and synthetic media, which are not covered by legacy static detection. 

This research paper provides an in-depth review of the current face anti-spoofing (FAS) tools employed in 

current authentication systems in 2026. We look at enterprise-grade solutions and open-source frameworks, and 

discuss them based on technical methods: from the traditional texture-based approach to cognitive, multimodal, 

and edge-based liveness detection. Moreover, the compliance with international security standards [1] is 

analyzed. This survey offers a structured overview of the effectiveness of these tools in mitigating threats like 

high fidelity 3D masks, digital replay attacks and deepfake manipulations using AI. 

Keywords: Face Anti-Spoofing, Synthetic Media Detection, Multimodal Biometrics, Deepfake 

Analysis 
 

 

I. INTRODUCTION 

Biometric authentication has evolved into the cornerstone of identity verification in the digital ecosystem. This 

facilitates a secure access to banking, government services, and public infrastructure. With the success of basic 

facial recognition algorithms [2] in matching authorized users with high accuracy, the new security constraint is 

now on the input layer. Along with the paradigm shift towards the convenience of password-less authentication, 

there has been an increase in attacks called Presentation Attacks (PA) that take advantage of the optical 

vulnerabilities that exist in digital sensors [3]. 

 

The most important problem in the modern authentication is the "Liveness" problem. The synthesis of human 

likeness has become a commodity with the proliferation of readily available Generative Adversarial Network 

(GAN) tools, and high fidelity deepfakes. The capacity to generate human likeness has been commoditized with 

the proliferation of readily available Generative Adversarial Network (GAN) tools and high fidelity deepfakes 

[4]. More and more, high-quality liveness tests based on the motion of the face or head are now being replaced 

by sophisticated AI models that can reproduce these motions with high fidelity [5]. This research paper 

systematically reviews the current status of the face anti-spoofing technology and compares commercial 

products and powerful open-source frameworks to offer a path towards secure, user-centric biometric pipelines 

[6]. 
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II. TAXONOMY AND MECHANISMS OF PRESENTATION ATTACKS 
Biometric spoofing has evolved into a specialized, tiered classification of attack vectors. Modern academic and 

enterprise tools need to counteract: 

1. Physical Presentation Attacks: These use the physical constraint of the typical RGB mobile sensors [7]. 

They are commonly conducted via high-resolution print attacks, digital screen replay attacks and high 

fidelity 3D silicone or latex masks [8]. The attacks are based on sensor's inability to distinguish between the 

human epidermis and material reflections. 

 

2. Digital Injection and Synthetic Attacks: The threat environment has evolved to include digital manipulation 

(digital injection and synthetic attacks). Deepfakes and GAN-generated faces are fed directly into the 

Verification pipeline, and sometimes into a virtual camera application or through a malicious API 

interception [9]. The attacks are mathematical mimicry attacks, which are usually not detected by the 

traditional sensor-level hardware-based checking [10]. 

 

III. METHODOLOGY AND EVALUATION METRICS 

The identified AI tools are evaluated using industry standard metrics, as outlined in ISO/IEC 30107-3 [1]: 

 

1. Attack Presentation Classification Error Rate (APCER): Percentage of attacks incorrectly identified as valid 

(legitimate) users. The smaller the APCER, the more resistant the system is to unauthorized access [11]. 

 

2. Bona Fide Presentation Classification Error Rate (BPCER): Percentage of legitimate users incorrectly 

identified as spoof attacks. If the BPCER is high, users may become frustrated and abandon the system 

[11]. 

 

3. Half Total Error Rate (HTER): The average of APCER and BPCER (arithmetic mean); HTER is used as a 

key indicator to measure the balance between security and usability of the system in complex datasets [11]. 

 

IV. SURVEY OF AI-BASED ANTI-SPOOFING TOOLS 

The Face Anti-Spoofing (FAS) tools available in year 2026 show a distinct division between high-availability 

commercial enterprise platforms and research-driven open-source frameworks. 

 

A. ACADEMIC AND ENTERPRISE SOLUTIONS 

1. Amazon Rekognition Face Liveness: Amazon Rekognition is built on a cloud-native, multi-frame 

temporal video analysis architecture to support physical presentation attacks and digital media 

manipulation detection. The system is designed to process short video streams for the purpose of 

tracking the photometric consistency of the face over time, and to detect inconsistencies in frame rates, 

colour changes and moiré patterns (the characteristic high-frequency noise pattern produced when a 

digital screen is rephotographed) [12]. 

 

2. SpoofSense: SpoofSense overcomes the latency limitations of mobile-first authentication, introducing 

the world's first single-frame micro texture analysis. The tool can assess the target's light scatter across 

the target, making it possible to distinguish the light scatter of human skin from synthetic materials like 

engineered latex, printed paper, or silicone resins [13]. 

 

3. Oz Liveness: Designed to withstand 3D mask attacks and advanced video injection in highly controlled 

environments, Oz Liveness is engineered to provide resistance. The platform assesses the consistency 

of depth and the reflections of the light in the environment. It monitors the light falling on the geometry 

of the face, and instantly identifies the "unnatural" and "uniform" reflectivity characteristic of artificial 

surfaces. 

 

4. InsightFace (InspireFace SDK): InsightFace has an edge-native framework for real-time local 

processing. It uses highly optimized, quantized neural networks with additive angular margin losses to 

achieve local extraction of deep facial landmarks and liveness vectors within IoT access gates and 

mobile chipsets [14]. This by itself meets tight privacy standards such as GDPR, which have a focus on 

protecting data in transit. 
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B. OPEN-SOURCE FRAMEWORKS AND ACADEMIC BASELINES 

1. Silent-Face-Anti-Spoofing (MiniVision): A lightweight, open-source repository for resource-

constrained edge systems, Silent-Face-Anti-Spoofing. The framework uses a simplified Convolutional 

Neural Network (CNN) that is supervised by auxiliary depth supervision and structural pruning [15]. It 

is designed to be the main defensive tool against 2D print and screen replay attacks against low-power 

embedded devices, such as ATVs, tractors, and other agricultural machinery.  

 

2. DeepFace: DeepFace is a python framework around popular deep learning facial recognition models 

[14] that is flexible enough to be used in a variety of applications. It offers researchers a modular 

pipeline for extracting deep representation vectors and passing them to custom Presentation Attack 

Detection classifiers, while maintaining the overall recognition accuracy. 

  

3. Swin Transformer V2: This architecture is the state-of-the-art academic baseline that moves away from 

the conventional CNN to hierarchical vision transformer (ViTs) [6]. It is able to detect long-range 

structural dependencies and micro-level patch anomalies. It has been trained on a variety of cross-

dataset benchmarks and highlights the hidden mathematical discrepancies that are present in generative 

deepfake models. 

 

V. COMPARATIVE ANALYSIS 
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VI. DISCUSSION AND OPEN CHALLENGES 

Modern FAS systems have proven to be very reliable in the face of attacks from a single source, but the 

combination of physical and digital attacks is a continuous challenge. While enterprise tools are good at 

detecting physical artifacts (surface reflection, edge detection, etc.), they often miss detection of deepfakes that 

are directly injected through software without going through the optical sensor. However, digital anomaly 

detection systems are generally not optimized for the low power edge devices. The engineering challenge of 

achieving optimal performance in terms of low HTER and low computational overhead still remains the main 

challenge. 

 

VII. CONCLUSION AND FUTURE DIRECTIONS 

There is an urgent need to transition towards multimodal and adaptive learning architectures in the context of 

the evolution of synthetic media. Future biometric systems need to shift from mere pixel-matching to 

"cognitive" facial understanding, that is, the understanding of micro-behaviors, pulse-regulated blood flow 

variations and multi-spectral sensor data. In an increasingly evolving landscape of digital identity threats, 

prioritising on-device processing will play a key role in slowing algorithmic bias, minimising data risk and 

providing a more secure and fair digital identity experience. 
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