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Abstract: Serverless computing has emerged as a transformative cloud computing paradigm by enabling
automatic resource provisioning, event-driven execution, and pay-per-use billing. While Function-as-a-
Service (FaaS) platforms such as AWS Lambda, Microsoft Azure Functions, and Google Cloud Functions
offer significant scalability and operational advantages, they simultaneously introduce a new class of
economic security threats known as Denial-of-Wallet (DoW) attacks. Unlike conventional Denial-of-
Service attacks that aim to disrupt service availability, DoW attacks exploit the elastic scaling and
consumption-based pricing model of serverless environments to generate excessive operational costs for
cloud tenants. The rapid growth of serverless deployments has consequently intensified the need for
intelligent, cost-aware security mechanisms capable of identifying, mitigating, and preventing financially
motivated attacks. This review presents a comprehensive analysis of the current state-of-the-art in DoW
attack detection and defense for serverless architectures. The paper systematically examines serverless
security challenges, economic attack models, cloud billing vulnerabilities, and emerging defense strategies.
Existing solutions are categorized into threshold-based approaches, statistical anomaly detection methods,
machine learning techniques, deep learning frameworks, and hybrid intelligent systems. Particular
emphasis is placed on recent advances in temporal analytics, wavelet-based signal processing, cost-aware
monitoring frameworks, and explainable artificial intelligence for cloud security. The review further
investigates publicly available datasets, evaluation metrics, experimental methodologies, and deployment
considerations. A comparative analysis of existing studies reveals critical research gaps, including the lack
of standardized benchmarks, insufficient cost-centric feature engineering, limited real-time deployment
capabilities, and widespread concerns regarding data leakage and reproducibility. Finally, the paper
proposes a unified research roadmap for next-generation serverless security systems that integrate cost
intelligence, deep learning, multi-scale temporal analysis, and adaptive defense mechanisms. The findings
provide valuable insights for researchers, cloud service providers, and cybersecurity practitioners seeking
to develop resilient and economically sustainable serverless infrastructures.

Index Terms - Serverless Computing, Function-as-a-Service (FaaS), Denial-of-Wallet Attack, Cloud
Security, Economic Cyber Attacks, Cost-Aware Computing, Anomaly Detection
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l. INTRODUCTION

The evolution of cloud computing has continuously transformed the manner in which modern
applications are developed, deployed, and managed. Among the most significant advancements in recent
years is serverless computing, a paradigm that abstracts infrastructure management from developers and
enables applications to execute in highly scalable, event-driven environments. Through Function-as-a-
Service (FaaS) platforms, cloud providers dynamically allocate computational resources only when
functions are invoked, thereby eliminating the need for server provisioning and significantly reducing
operational complexity. This model has accelerated cloud adoption across numerous domains, including
Internet of Things (loT), artificial intelligence, big data analytics, e-commerce platforms, healthcare
systems, and financial services. The primary attraction of serverless computing lies in its economic
efficiency. Organizations are charged only for the resources consumed during function execution, allowing
near-zero infrastructure costs during idle periods. This pay-per-use model, combined with automatic scaling
capabilities, enables applications to seamlessly accommodate fluctuating workloads without manual
intervention. Consequently, serverless platforms have become a preferred deployment model for cloud-
native applications requiring elasticity, rapid development cycles, and cost optimization.

Despite these advantages, serverless computing introduces a fundamentally different security landscape
compared with traditional cloud architectures. Conventional cybersecurity research has primarily focused
on confidentiality, integrity, and availability threats. However, the economic characteristics of serverless
platforms have given rise to a new category of financially motivated attacks known as Denial-of-Wallet
(DoW) attacks. In a DoW attack, adversaries intentionally trigger large volumes of seemingly legitimate
function invocations with the objective of inflating cloud service costs rather than disrupting service
availability. Since serverless platforms are designed to automatically scale resources in response to demand,
malicious requests often result in increased operational expenses while the targeted service continues to
function normally. Although substantial progress has been achieved, the current literature remains
fragmented across multiple research domains, including cloud security, intrusion detection, anomaly
analytics, FinOps, and serverless computing. Existing surveys often address serverless security broadly
while providing limited attention to economic attacks and cost-centric defense mechanisms. Moreover,
emerging topics such as explainable artificial intelligence, multi-scale signal analysis, adaptive cost
monitoring, and real-time cloud threat intelligence have not been comprehensively synthesized within a
unified framework.

Motivated by these observations, this review aims to provide a systematic and comprehensive
examination of Denial-of-Wallet attack detection and defense mechanisms in serverless computing
environments. The objectives of this review are fourfold: (i) to analyze the underlying principles and threat
models associated with DoW attacks; (ii) to critically evaluate existing detection and mitigation techniques;
(iii) to identify current limitations, challenges, and research gaps; and (iv) to propose future research
directions for the development of intelligent, cost-aware, and adaptive serverless security systems.

Il. LITERATURE REVIEW

2.1 Serverless Computing Security Landscape

Serverless computing has transformed cloud application deployment by enabling event-driven execution,
automatic resource provisioning, and consumption-based billing models. The rapid adoption of Function-
as-a-Service (FaaS) platforms such as AWS Lambda, Azure Functions, and Google Cloud Functions has
significantly reduced infrastructure management complexity while improving scalability and operational
efficiency. However, the abstraction of infrastructure and dynamic allocation of resources have introduced
novel security challenges that differ fundamentally from those observed in traditional cloud and
containerized environments. Recent investigations have highlighted vulnerabilities associated with function
isolation, event injection, insecure dependencies, privilege escalation, multi-tenancy, and resource abuse,
demonstrating that serverless ecosystems require dedicated security frameworks rather than direct
adaptations of conventional cloud security solutions [1]-[8]. Researchers have observed that the short-lived
and highly dynamic nature of serverless functions complicates the deployment of traditional intrusion
detection systems. Unlike virtual machine environments, serverless workloads execute within transient
containers that are instantiated and terminated dynamically, resulting in limited visibility for monitoring
tools. Consequently, security mechanisms increasingly rely on telemetry-driven analytics and behavioral
modeling approaches to identify abnormal activities. Studies have demonstrated that function execution
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traces, invocation frequencies, CPU utilization patterns, memory consumption metrics, and network traffic
characteristics collectively provide valuable indicators for anomaly detection and threat intelligence
generation in serverless environments [9]-[14].

2.2 Denial-of-Wallet Attacks and Economic Security Threats

Among the emerging threats targeting serverless infrastructures, Denial-of-Wallet (DoW) attacks have
attracted significant research attention due to their direct exploitation of cloud billing mechanisms. Unlike
traditional Denial-of-Service attacks, which aim to disrupt service availability, DoW attacks seek to
maximize operational expenses by triggering excessive function invocations and resource consumption.
Since serverless platforms automatically scale resources in response to workload demands, malicious traffic
often remains indistinguishable from legitimate requests, allowing attackers to generate substantial financial
losses without causing noticeable performance degradation [15]-[20]. Several studies have demonstrated
that relatively small botnets can generate disproportionately large financial impacts when targeting
serverless applications. Investigations conducted on AWS Lambda environments revealed that continuous
invocation campaigns can increase monthly cloud expenses by several orders of magnitude while
maintaining normal service availability. Existing cloud-provider protections such as budget alerts, rate-
limiting mechanisms, and web application firewalls provide partial mitigation; however, these solutions
often operate reactively rather than proactively. Consequently, significant economic damage may occur
before detection mechanisms generate alerts, emphasizing the necessity for intelligent real-time defense
systems [21]-[26]. The growing significance of economic attacks has led researchers to introduce the
concept of cloud financial security, where cybersecurity monitoring is integrated with cloud cost
management principles. This emerging perspective recognizes that financial metrics such as billing rates,
invocation costs, resource consumption efficiency, and budget utilization ratios represent critical security
indicators that should be analyzed alongside conventional network and system metrics. Recent
investigations suggest that combining operational telemetry with financial intelligence substantially
improves the detection of cost-oriented attacks and resource abuse scenarios [27]-[31].

2.3 Machine Learning Approaches for Anomaly Detection

Machine learning techniques have become widely adopted for cloud security analytics due to their ability
to identify complex patterns within large-scale telemetry datasets. Early anomaly detection systems
primarily employed supervised learning algorithms including Decision Trees, Support Vector Machines,
Random Forests, and Naive Bayes classifiers. These approaches demonstrated promising performance in
identifying malicious activities across various network intrusion detection datasets while offering relatively
low computational requirements. However, their dependence on handcrafted features and limited capability
to capture temporal dependencies restricted their effectiveness for sophisticated serverless attack scenarios
[32]-[36]. Unsupervised learning techniques have also gained popularity because they can operate in
environments where labeled attack data are scarce. Isolation Forest, Local Outlier Factor, clustering-based
methods, and density estimation techniques have been extensively evaluated for anomaly detection in cloud
infrastructures. These methods identify abnormal observations by modeling normal behavior distributions
and detecting deviations from established patterns. While unsupervised techniques eliminate the need for
extensive labeling efforts, their performance often deteriorates in highly dynamic serverless environments
where legitimate workload variations closely resemble attack behaviors [37]-[40]. Recent advancements
have focused on hybrid machine learning frameworks that integrate feature selection, optimization
algorithms, and ensemble learning mechanisms. Such systems attempt to improve classification
performance while reducing computational overhead. Optimization-based approaches including Particle
Swarm Optimization, Genetic Algorithms, Ant Colony Optimization, and swarm-intelligence-inspired
methods have demonstrated effectiveness in selecting informative features and tuning classifier parameters.
Nevertheless, the majority of existing machine learning studies primarily emphasize detection accuracy and
frequently overlook deployment considerations, scalability requirements, and economic-awareness
capabilities [41]-[44].

2.4 Deep Learning for Serverless Security Analytics

The increasing availability of large-scale cloud telemetry datasets has accelerated the adoption of deep
learning models for cybersecurity applications. Convolutional Neural Networks (CNNSs), Recurrent Neural
Networks (RNNs), Long Short-Term Memory (LSTM) networks, and Gated Recurrent Units (GRUS) have
demonstrated superior performance compared with conventional machine learning algorithms due to their
capability to learn hierarchical feature representations directly from raw data [45]-[48]. Temporal sequence
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modeling has emerged as a particularly important research direction because serverless attacks often evolve
over time through coordinated invocation patterns and resource consumption behaviors. Recurrent
architectures, especially LSTM and GRU networks, effectively capture long-range dependencies and
temporal correlations within invocation sequences, enabling more accurate identification of sustained attack
campaigns. Hybrid architectures combining convolutional layers with recurrent components further enhance
performance by simultaneously extracting local spatial features and temporal dynamics [49]-[52].
Transformer-based architectures have recently attracted attention because of their self-attention mechanisms
and ability to model long-range dependencies. Several studies have reported significant performance
improvements using transformer-based intrusion detection frameworks. However, their computational
complexity and memory requirements present challenges for real-time deployment in serverless monitoring
systems where inference latency must remain minimal. Consequently, lightweight recurrent architectures
continue to be preferred for practical deployment scenarios [53]-[56].

2.5 Wavelet-Based Multi-Scale Security Analysis

Wavelet transform techniques have been extensively utilized in signal processing and have increasingly
been adopted for cybersecurity applications due to their ability to simultaneously analyze signals in both
time and frequency domains. Unlike traditional statistical approaches, wavelet decomposition enables the
identification of anomalies occurring at multiple temporal scales, making it particularly suitable for detecting
complex attack patterns characterized by both abrupt spikes and gradual behavioral shifts [57]-[60].

In network security applications, wavelet transforms have demonstrated effectiveness in identifying
distributed denial-of-service attacks, traffic anomalies, botnet activities, and resource consumption
irregularities. Researchers have shown that high-frequency wavelet coefficients effectively capture sudden
attack bursts, whereas low-frequency approximation coefficients reveal long-term trends associated with
persistent threats. Among various wavelet families, Daubechies wavelets have frequently achieved superior
performance due to their favorable balance between temporal localization and frequency resolution [61]-
[64].

Recent studies have integrated wavelet decomposition with machine learning and deep learning models
to improve anomaly detection performance. Deep Wavelet Neural Networks (DWNNs) combine multi-
resolution signal analysis with neural feature learning, enabling more comprehensive characterization of
attack behaviors. Although preliminary results demonstrate promising detection capabilities, existing studies
remain limited by insufficient cost-awareness, lack of deployment-oriented evaluations, and limited
consideration of reproducibility challenges [65]-[68].

2.6 Research Gaps and Future Directions

Despite substantial progress in serverless security research, several critical challenges remain unresolved.
First, most existing studies focus predominantly on technical performance metrics while neglecting the
economic characteristics that fundamentally distinguish DoW attacks from traditional cyber threats. Second,
many detection frameworks rely exclusively on either temporal analytics or frequency-domain analysis,
limiting their ability to capture multi-scale attack manifestations. Third, publicly available datasets remain
scarce, restricting reproducibility and comparative benchmarking across studies [69]-[73].

Another significant concern involves methodological rigor. Numerous published works employ random
data partitioning strategies that inadvertently introduce temporal leakage, resulting in overly optimistic
performance estimates that may not generalize to real-world deployments. Furthermore, explainability
remains largely absent from existing solutions, creating challenges for operational adoption in security
operations centers where analysts require interpretable evidence before initiating mitigation actions [74]-
[77].

The literature therefore indicates a clear need for next-generation serverless security frameworks that
integrate cost-aware analytics, temporal sequence modeling, wavelet-based multi-scale feature extraction,
explainable artificial intelligence, and real-time adaptive defense mechanisms. Such systems must
simultaneously address detection accuracy, deployment feasibility, economic intelligence, and
reproducibility requirements. These observations motivate the development of the proposed intelligent cost-
aware defense framework presented in the subsequent sections of this review [78]-[80]. Table 1 gives the
Comparative Analysis of Existing Denial-of-Wallet Attack Detection Approaches in Serverless Computing
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Table 1. Comparative analysis of Existing approaches
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Table 1 presents a comparative analysis of the major Denial-of-Wallet attack detection methodologies
reported in the literature. Early investigations primarily relied on rule-based monitoring and billing-alert
mechanisms [1-10], which provided straightforward deployment but suffered from limited adaptability in
dynamic serverless environments. Subsequent statistical approaches employed probabilistic modeling,
distance-based metrics, and anomaly scoring techniques [11-20] to improve detection performance;
however, their inability to effectively capture long-range behavioral dependencies restricted practical
applicability. Machine learning methods including Random Forest, Support Vector Machine, and gradient-
boosting frameworks [21-35] demonstrated improved classification capabilities through data-driven
learning, although performance remained highly dependent on feature engineering strategies.

Recent studies increasingly adopt deep learning architectures such as CNN, LSTM, and GRU networks
[36-50] to exploit temporal dependencies inherent in serverless invocation patterns. Hybrid architectures
combining convolutional and recurrent components [51-60] have further improved detection accuracy by
simultaneously extracting spatial and temporal characteristics. More recently, transformer-based
frameworks [61-65] and wavelet-driven multi-resolution approaches [66—75] have demonstrated promising
performance for identifying complex attack signatures occurring across multiple temporal scales.
Nevertheless, most existing systems continue to emphasize operational telemetry while largely neglecting
the economic indicators that fundamentally characterize Denial-of-Wallet attacks. Emerging cost-aware
security analytics frameworks [76-80] attempt to bridge this gap by integrating cloud financial metrics with
intelligent anomaly detection mechanisms. Building upon these developments, the proposed ICAMDF
framework combines cost-aware feature engineering, temporal-sequential learning, wavelet-based multi-
scale analysis, explainable artificial intelligence, and adaptive mitigation capabilities within a unified
architecture to address the limitations observed across existing approaches.

I11. CASE STUDY: DENIAL-OF-WALLET ATTACKS IN SERVERLESS COMPUTING ENVIRONMENTS

The rapid adoption of serverless computing has created an ecosystem where computational scalability
and economic efficiency are tightly interconnected. While this paradigm offers substantial benefits to cloud
consumers, it also introduces a unique attack surface in which adversaries can exploit resource elasticity to
generate financial losses. To illustrate the practical implications of Denial-of-Wallet (DoW) attacks, this
section presents a representative case study based on a cloud-native e-commerce platform deployed using a
serverless architecture.
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The application consists of multiple interconnected components including an APl Gateway,
authentication service, product catalog service, payment processing module, inventory management system,
notification engine, and analytics dashboard. These services are implemented as independent serverless
functions deployed on a Function-as-a-Service platform. Under normal operating conditions, customer
requests trigger individual function executions that process transactions, retrieve product information,
update inventory records, and generate notifications. Billing is calculated according to the number of
function invocations, execution duration, memory allocation, and associated cloud services consumed
during execution.

During routine operation, the platform experiences predictable traffic patterns characterized by moderate
variations in user activity throughout the day. Function invocation rates increase during business hours and
promotional campaigns but remain within expected operational limits. Resource utilization, execution
latency, and monthly cloud expenditure remain relatively stable, allowing the organization to maintain
predictable operating costs.

The threat scenario begins when an attacker identifies publicly accessible API endpoints associated with
the serverless application. Rather than attempting to disrupt service availability, the adversary launches a
coordinated invocation campaign designed to maximize the number of function executions. Using
automated scripts or distributed botnets, thousands of seemingly legitimate requests are continuously
generated and directed toward selected functions. Since the requests conform to valid protocol specifications
and mimic legitimate user behavior, traditional network-based security controls fail to distinguish them from
genuine traffic. As request volume increases, the serverless platform automatically provisions additional
execution environments to satisfy incoming demand. This elasticity, which represents one of the primary
advantages of serverless computing, simultaneously becomes the primary mechanism exploited by the
attacker. Function instances multiply dynamically, execution cycles increase substantially, and cloud billing
metrics begin to rise at an accelerated rate. Importantly, the application remains fully operational throughout
the attack. End users continue to access services normally, and standard availability monitoring systems
report no abnormalities. Consequently, the attack may remain undetected for extended periods despite
generating significant financial consequences.

A detailed analysis of telemetry data reveals several indicators that emerge during the attack lifecycle.
Invocation frequency increases dramatically relative to historical baselines, while resource utilization
metrics exhibit unusual burst patterns. Cost-related indicators, including estimated execution expenditure,
billing growth rate, and cumulative operational costs, rise consistently over time. Unlike conventional
denial-of-service attacks, performance degradation is often minimal because the cloud platform successfully
allocates additional resources. Therefore, economic indicators become more reliable predictors of malicious
activity than traditional availability metrics. Further examination demonstrates that cost anomalies often
appear significantly earlier than service anomalies. Sudden increases in invocation density, abnormal cost
acceleration trends, repeated execution sequences, and unusual scaling behavior collectively provide early
warning signals of ongoing DoW activity. These observations highlight the inadequacy of traditional
security monitoring frameworks that focus exclusively on CPU utilization, memory consumption, and
network traffic while ignoring financial indicators. The case study therefore confirms that effective DoW
defense requires integrated monitoring of both operational and economic dimensions of serverless systems.

The findings derived from this case study emphasize several important lessons. First, service availability
alone cannot be used as an indicator of security. Second, cloud financial metrics represent critical
cybersecurity signals that must be continuously monitored. Third, intelligent analytics capable of correlating
temporal behavior with economic impact are necessary for early-stage attack detection. Finally, proactive
defense mechanisms must be capable of identifying malicious cost escalation patterns before substantial
financial losses occur. These insights form the foundation for the proposed intelligent cost-aware defense
framework described in the subsequent section.
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1VV. PROPOSED INTELLIGENT COST-AWARE MULTI-SCALE DEFENSE FRAMEWORK

The literature review and case study collectively demonstrate that existing approaches remain insufficient
for addressing the evolving threat landscape of serverless computing. Most current solutions either focus
exclusively on network-level anomalies or employ static threshold-based mechanisms that fail to capture
the complex temporal and economic characteristics of Denial-of-Wallet attacks. Furthermore, many existing
frameworks lack explainability, real-time adaptability, and comprehensive cost-awareness. To address these
limitations, this review proposes an Intelligent Cost-Aware Multi-Scale Defense Framework (ICAMDF)
designed specifically for next-generation serverless security environments. Figure 1 presents the proposed
Intelligent Cost-Aware Multi-Scale Defense Framework (ICAMDF), which integrates telemetry analytics,
cost-aware feature engineering, temporal-wavelet learning, explainable artificial intelligence, and adaptive
mitigation mechanisms for proactive Denial-of-Wallet attack detection in serverless computing
environments.
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Figure 1. Proposed Intelligent Cost-Aware Multi-Scale Defense Framework (ICAMDF) for Denial-of-
Wallet (DoW) attack detection in serverless environments

The proposed framework adopts a layered architecture that integrates cloud telemetry analytics, financial
intelligence, deep learning, and adaptive defense mechanisms into a unified security ecosystem. The
framework is designed to continuously monitor serverless workloads, identify suspicious behavioral
patterns, estimate economic risk, and initiate automated mitigation strategies before significant financial
damage occurs.

At the foundation of the framework lies the Telemetry Acquisition Layer. This layer continuously collects
operational data generated by serverless platforms, including invocation logs, execution durations, CPU
utilization metrics, memory consumption statistics, network communication patterns, function trigger
information, and billing records. By aggregating information from multiple sources, the framework
establishes a comprehensive view of application behavior and resource consumption.

The second layer consists of the Cost-Aware Feature Engineering Module. Unlike traditional intrusion
detection systems that focus exclusively on technical indicators, this module generates financial intelligence
features directly associated with economic attack behavior. Examples include invocation cost estimates, cost
growth rates, resource-to-cost conversion ratios, billing acceleration indices, cumulative expenditure trends,
and budget utilization metrics. These features provide a direct representation of attack impact and allow the
framework to identify malicious behaviors that may otherwise remain hidden within conventional telemetry
data.
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The third layer incorporates a Multi-Scale Analytics Engine responsible for extracting both temporal and
frequency-domain information. The temporal branch utilizes deep sequential learning architectures to
capture invocation dependencies, workload evolution patterns, and long-term behavioral trends.
Simultaneously, the wavelet branch performs multi-resolution decomposition of cost-related signals to
identify hidden anomalies occurring across different temporal scales. The integration of temporal and
wavelet representations enables comprehensive characterization of both abrupt attack bursts and gradual
cost escalation strategies.

A feature fusion mechanism subsequently combines outputs generated by both analytical branches.
Through learned feature interactions, the system constructs a unified representation of serverless behavior
that incorporates operational, temporal, frequency-domain, and economic characteristics. This integrated
representation is then processed by an intelligent classification engine responsible for distinguishing normal
activity from potential DoW attacks.

To improve operational trustworthiness, the framework includes an Explainable Security Intelligence
Layer. This component provides interpretable insights into model decisions through feature attribution
analysis, importance ranking, and visual explanation mechanisms. By identifying the factors responsible for
attack predictions, the framework enables security analysts to understand why alerts are generated and
supports informed decision-making during incident response operations.

The final layer consists of an Adaptive Defense and Mitigation Engine. Once malicious activity is
detected, the framework automatically initiates appropriate countermeasures according to the estimated
threat severity. Potential responses include invocation throttling, dynamic rate limiting, temporary function
isolation, resource allocation control, adaptive scaling restrictions, budget protection policies, and automated
administrator notifications. The objective is not merely to detect attacks but also to minimize financial
impact through timely intervention.

The proposed framework offers several advantages over existing approaches. First, it explicitly integrates
economic intelligence into the security analysis process. Second, it simultaneously exploits temporal and
frequency-domain characteristics through multi-scale analytics. Third, it incorporates explainability
mechanisms that improve operational transparency. Fourth, it supports real-time deployment through
continuous monitoring and automated response capabilities. Finally, the framework establishes a foundation
for future research into intelligent financial cybersecurity systems for cloud-native environments.

By combining cost-aware analytics, deep learning, wavelet-based signal processing, explainable artificial
intelligence, and adaptive defense mechanisms, the proposed framework represents a comprehensive
strategy for addressing the emerging challenge of Denial-of-Wallet attacks in serverless architectures.

V. COMPARATIVE ANALYSIS OF EXISTING DOW DETECTION TECHNIQUES

The growing threat of Denial-of-Wallet attacks has stimulated extensive research into intelligent
detection and mitigation mechanisms for serverless environments. EXxisting approaches differ significantly
in terms of analytical methodology, deployment complexity, computational overhead, detection capability,
and economic awareness. Consequently, a systematic comparative evaluation is necessary to understand
their relative strengths and limitations and to identify opportunities for future improvement.

Early defense mechanisms primarily relied on rule-based monitoring frameworks that utilized predefined
thresholds associated with invocation frequency, execution duration, resource consumption, and billing
expenditure. These approaches were attractive because of their simplicity and ease of deployment. Cloud
service providers introduced native monitoring services capable of generating alerts whenever predefined
spending limits or invocation thresholds were exceeded. Although these solutions offered low computational
overhead and real-time response capabilities, their effectiveness remained limited against sophisticated
adversaries capable of distributing malicious requests across multiple functions and time intervals.
Furthermore, static thresholds often produced high false-positive rates under dynamic workload conditions,
reducing their operational reliability.
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To overcome these limitations, researchers introduced statistical anomaly detection techniques that model
normal behavioral distributions and identify deviations from expected patterns. Approaches based on
moving averages, Z-score analysis, Mahalanobis distance, clustering methods, and Isolation Forest
algorithms demonstrated improved adaptability compared with threshold-based systems. Statistical models
proved particularly effective for identifying abrupt deviations in invocation behavior and resource
utilization. However, they frequently struggled to capture long-term temporal dependencies and evolving
attack strategies, especially in large-scale serverless deployments characterized by highly variable
workloads.

Machine learning approaches represented the next stage of development and introduced data-driven
classification capabilities into DoW detection. Supervised learning algorithms such as Support Vector
Machines, Random Forests, Gradient Boosting Machines, and Decision Trees demonstrated improved
classification performance when trained on labeled attack datasets. These models successfully learned
discriminative patterns associated with malicious behavior and reduced dependence on manually defined
thresholds. Nevertheless, their performance remained strongly dependent on feature engineering quality.
Most machine learning frameworks also treated observations as independent events, limiting their ability to
capture sequential attack characteristics and temporal relationships inherent in serverless workloads.

Recent advances have increasingly focused on deep learning architectures due to their ability to
automatically learn hierarchical feature representations from complex telemetry data. Convolutional Neural
Networks have been employed to identify local patterns within invocation sequences, while recurrent
architectures such as Long Short-Term Memory networks and Gated Recurrent Units have demonstrated
strong capabilities in modeling temporal dependencies. Hybrid CNN-LSTM and CNN-GRU architectures
have consistently outperformed conventional machine learning methods by simultaneously extracting
spatial and temporal features. These systems achieve superior detection accuracy but often require
significant computational resources and large training datasets.

Transformer-based architectures have emerged as another promising research direction because of their
self-attention mechanisms and ability to model long-range dependencies. Several studies report impressive
performance improvements using transformer-based intrusion detection frameworks. However, the
computational complexity associated with attention operations presents challenges for real-time deployment
in resource-constrained environments. Consequently, practical deployment of transformer-based security
systems remains an active research challenge.

Wavelet-based detection frameworks have introduced a fundamentally different analytical perspective
by examining serverless telemetry within both time and frequency domains. These approaches exploit the
ability of wavelet transforms to decompose signals into multiple temporal scales, allowing simultaneous
identification of sudden invocation bursts and long-term behavioral trends. Deep Wavelet Neural Networks
further enhance this capability by integrating wavelet decomposition with neural learning mechanisms.
Existing studies indicate that wavelet-based systems can identify subtle attack signatures that may remain
undetected using purely temporal approaches. Nevertheless, most current implementations lack explicit
economic-awareness mechanisms despite targeting financially motivated attacks.

Another important observation emerging from the literature is the limited integration of cloud financial
indicators into detection frameworks. Most existing solutions primarily analyze technical metrics such as
CPU utilization, memory consumption, network throughput, and invocation frequency. While these
variables provide valuable operational insights, they do not directly represent the economic consequences
that distinguish DoW attacks from traditional cybersecurity threats. As a result, many detection systems
identify anomalies only after substantial financial damage has already occurred. This limitation has
motivated increasing interest in cost-aware analytics and FinOps-oriented security frameworks.

A comprehensive review of the literature reveals that no existing solution simultaneously achieves high
detection accuracy, economic awareness, explainability, deployment scalability, and real-time adaptability.
Rule-based systems offer simplicity but lack intelligence. Statistical models improve adaptability but
provide limited contextual understanding. Machine learning techniques enhance classification performance
but often depend heavily on handcrafted features. Deep learning frameworks achieve superior accuracy but
may suffer from computational complexity and reduced interpretability. Wavelet-based approaches capture
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multi-scale patterns effectively but frequently overlook operational deployment requirements. These
observations collectively justify the need for an integrated framework capable of combining the strengths of
multiple analytical paradigms while addressing their individual weaknesses.

V1. RESEARCH CHALLENGES AND OPEN ISSUES

Despite significant progress in serverless security research, numerous challenges continue to hinder the
development of robust and practical Denial-of-Wallet defense systems. These challenges span technical,
operational, economic, and methodological dimensions, highlighting the complexity of protecting modern
serverless infrastructures.

One of the most significant challenges involves the scarcity of publicly available datasets specifically
designed for DoW attack research. Unlike traditional intrusion detection domains that benefit from
numerous benchmark datasets, serverless security remains relatively immature. Existing datasets are often
generated using simulated environments, making it difficult to assess how well detection models generalize
to real-world cloud deployments. The absence of standardized benchmarking frameworks further
complicates objective comparison among competing approaches.

Another critical issue concerns the dynamic and highly heterogeneous nature of serverless workloads.
Invocation patterns vary significantly across applications, industries, and deployment environments.
Functions supporting e-commerce platforms, 10T systems, healthcare applications, and financial services
exhibit fundamentally different behavioral characteristics. Consequently, detection models trained on one
workload distribution may experience substantial performance degradation when applied to another
environment. Developing adaptive models capable of maintaining robustness across diverse operational
conditions remains a major research challenge.

Data leakage represents another persistent methodological concern. Many published studies employ
random train-test splitting strategies that inadvertently introduce temporal dependencies between training
and evaluation datasets. Such practices can produce unrealistically high performance metrics that fail to
reflect actual deployment conditions. Establishing rigorous experimental protocols, including chronological
splitting, leakage auditing, and reproducibility validation, remains essential for advancing scientific rigor
within this research domain.

The interpretability of artificial intelligence models also remains an unresolved-challenge. While deep
learning architectures frequently achieve superior predictive performance, they often function as black-box
systems that provide limited explanation for their decisions. Security analysts and cloud administrators
typically require transparent reasoning before initiating mitigation actions that may affect operational
workloads. Consequently, integrating explainable artificial intelligence techniques into DoW detection
frameworks represents an important research priority.

Real-time deployment constraints introduce additional complexity. Serverless environments generate
large volumes of telemetry data that must be processed continuously with minimal latency. Detection
systems must therefore balance analytical sophistication with computational efficiency. Excessively
complex models may achieve high accuracy but fail to meet real-time operational requirements. Conversely,
lightweight models may sacrifice predictive performance for computational efficiency. Achieving an
optimal balance between these competing objectives remains challenging.

Economic intelligence represents another underexplored area. Although DoW attacks fundamentally
target financial resources, most existing detection frameworks continue to focus predominantly on technical
indicators. Developing security models that directly incorporate cloud expenditure metrics, cost escalation
patterns, billing dynamics, and budget utilization behaviors represents a promising but largely unexplored
research direction.

Finally, the increasing adoption of multi-cloud and hybrid-cloud architectures introduces additional
security complexities. Organizations frequently deploy serverless applications across multiple cloud
providers, each utilizing different billing models, monitoring frameworks, and execution environments.
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Developing provider-agnostic defense mechanisms capable of operating consistently across heterogeneous
infrastructures remains a significant open challenge for future research.

VII. CONCLUSION

Serverless computing has fundamentally transformed modern cloud application development by offering
unprecedented scalability, flexibility, and cost efficiency. However, the same characteristics that make
serverless architectures attractive also create opportunities for economically motivated cyberattacks. Among
these threats, Denial-of-Wallet attacks have emerged as a particularly significant concern because they
exploit cloud billing mechanisms rather than targeting service availability directly.

This review has comprehensively examined the current state of research on DoW attack detection and
defense within serverless environments. The analysis demonstrated that existing approaches span a broad
spectrum of methodologies, including rule-based monitoring systems, statistical anomaly detection
techniques, machine learning algorithms, deep learning frameworks, and wavelet-based analytical models.
While each category offers unique advantages, none independently provides a complete solution capable of
addressing the technical, economic, operational, and explainability requirements of modern cloud security.

The comparative assessment identified several persistent challenges, including dataset scarcity, workload
heterogeneity, methodological inconsistencies, limited interpretability, real-time deployment constraints,
and insufficient integration of financial intelligence. These limitations indicate that current research remains
in an evolutionary stage and that significant opportunities exist for innovation and advancement.

To address these challenges, this review proposed an Intelligent Cost-Aware Multi-Scale Defense
Framework that integrates telemetry analytics, economic intelligence, deep learning, wavelet-based signal
processing, explainable artificial intelligence, and adaptive mitigation strategies. The proposed framework
establishes a conceptual foundation for future research aimed at developing resilient and economically aware
cybersecurity systems for cloud-native infrastructures.

As serverless adoption continues to expand across critical application domains, the importance of cost-
aware security analytics will increase correspondingly. Future advances in explainable artificial intelligence,
federated learning, graph neural networks, digital twin technologies, and autonomous defense systems are
expected to play a transformative role in shaping next-generation DoW detection frameworks. Ultimately,
the convergence of cybersecurity intelligence and cloud financial analytics will be essential for ensuring the
sustainability, resilience, and trustworthiness of future serverless computing ecosystems.
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