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Abstract: Software Defined Networking (SDN) is a new way to network that separates the control plane 

from the data plane. This makes it possible to manage, program, and scale networks from one place. SDN 

makes networks more flexible and easier to use, but it also adds new security risks because of centralised 

controllers and protocol flaws. OpenFlow communication between controllers and switches is used in 

many current SDN deployments. This can show problems with packet processing, topology discovery, 

and rule installation. Traditional security methods depend on manual evaluations or reactive defences that 

only find threats after they have been used. This paper introduces an Automated Attack Discovery 

Framework for SDN Controllers employing Formal Verification methodologies. The suggested system 

uses math to model controllers, switches, hosts, and how they work together, and it checks security 

properties automatically. The framework finds possible attack paths that start from bad hosts or switches 

that have been hacked. Testing shows that the method works well for finding multiple vulnerabilities and 

attack scenarios, even ones that were not known before. The suggested method improves proactive 

security analysis, network reliability, and resilience in modern SDN settings.  

Keywords— Software Defined Networking, SDN Security, OpenFlow, Formal Verification, Attack 
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I. INTRODUCTION 

 

[1]One of the most important new technologies for networking is Software Defined Networking (SDN). 

In traditional networks, routers and switches tightly link the control plane and data plane. This makes it 

hard to manage the network, inflexible, and hard to grow. SDN fixes this by putting network intelligence 

in a centralised software controller and separating the control plane from forwarding devices.[2] 

This centralised architecture makes it possible to dynamically manage traffic, make networking policies 

programmable, and make cloud infrastructures, enterprise networks, and data centers more scalable. Using 

standard protocols like OpenFlow, controllers talk to network switches. This lets administrators set 

forwarding behaviour through software.[3] 

SDN does have some advantages, but it also brings up new security problems. Because the controller is 

the brain of the network, attacks on it or on communication between the controller and switch can have 

serious effects. Malicious hosts or compromised switches can take advantage of weaknesses in topology 

discovery, packet processing, and flow rule management.[4] 
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Most of the security systems that are already in place in SDN depend on reactive monitoring, manual 

audits, and rule-based defence systems. These methods usually only find attacks after they have caused 

damage, and they might not find hidden logical flaws. 

This project proposes an Automated Attack Discovery Framework utilising Formal Verification to tackle 

these challenges. The framework uses math to model SDN parts and checks to see if certain security 

properties hold. If there are any violations, the system shows possible attack paths that enemies could use. 

This proactive approach makes it easier to evaluate the security, reliability, and resilience of SDN 

infrastructures. [5] 

 

 

II.RELATED WORK 

 

Numerous researchers have investigated SDN security and network validation techniques. VeriFlow 

brought in real-time checking of forwarding rules to find policy violations before they were put into use. 

FlowGuard was all about finding conflicts in firewall policies in SDN controllers. Avant-Guard made 

switches behave better, which made them more resistant to control plane saturation attacks.[6]  

FRESCO offered modular security services for SDN controllers, which made it possible to dynamically 

add and remove modules for finding and fixing problems. NetPlumber used header space analysis 

techniques to check network policies in real time.[7] 

Formal verification methods have also been used to check that SDN controllers are working correctly, 

find problems with forwarding,[8] and make sure that policies are being followed. But a lot of these 

systems are more concerned with making sure rules are followed or reducing the damage than with finding 

attack paths automatically.[9] 

The proposed framework builds on earlier work by using formal verification, vulnerability modelling, and 

attack path simulation to find both known and unknown threats in SDN settings. [10] 

III. METHODOLOGY 

 

The suggested method creates a smart way to find attacks in SDN controllers using formal verification. 

The whole process includes modelling the SDN network, finding vulnerabilities, checking security 

properties, making attack paths, running simulations, and making reports. 

At first, the administrator gives information about the network topology, such as controllers, switches, 

hosts, communication links, and OpenFlow settings. The system turns this real-world SDN environment 

into a formal mathematical model that shows how devices behave, how network states change, and how 

protocols interact. 

The vulnerability discovery module looks at common problems with processing packets, finding 

topologies, managing flow rules, and bad switch behaviour. After that, security assertions are checked 

using formal verification engines like model checking or symbolic verification. 

If any security property is broken, the framework automatically finds attack paths that show how bad 

actors can use weaknesses to get into the network. We use a virtual SDN environment to test the feasibility 

and estimate the impact of these discovered paths. 

Lastly, the system makes reports that list vulnerabilities, risk levels, exploited parts, and ways to fix them. 

This method makes it possible to find threats before real SDN infrastructures are put into use.  

Getting Information: 

Network topology, controllers, switches, hosts, and OpenFlow communication rules are collected as input.  

Getting the Data Ready: 

The network configuration is transformed into a formal model representing device states and interactions.  

How to Get Features: 

Security constraints, packet behaviors, topology events, and communication anomalies are extracted for 

verification. 

The way the model is built: 

Formal verification assertions analyze the SDN model to detect attack possibilities and policy violations.  
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Evaluation and Safeguards for Ethics: 

● Authorized testing only  

● Controlled simulation environment  

● Secure handling of network data  

● Transparent vulnerability reporting  

● Defensive use of attack discovery tool 

. 

IV. SYSTEM ARCHITECTURE: 

 

The proposed system architecture consists of seven coordinated modules for automated SDN attack 

discovery. 

A. Overview: 

 

The administrator inputs SDN topology data. The modeling engine converts configurations into a 

formal system model. The vulnerability module analyzes weak points. The verification engine checks 

security properties. Attack simulation validates feasible exploits. Reporting modules generate alerts 

and recommendations. 

 

B. Architecture Diagram: 

Admin Input → SDN Modeling Module → Vulnerability Analyzer → Formal Verification Engine → 

Attack Path Simulator → Result Analysis → Security Recommendation Module 

 

 
C. Module Interactions: 

 

  

The admin provides topology data. The model generator passes system states to the verification engine. 

Violations trigger attack path generation. Simulated results are evaluated and mitigation recommendations 

are produced. Continuous monitoring updates the model with new changes. 
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V. EXPERIMENTAL SETUP: 

     

The proposed framework was tested in a controlled SDN environment to evaluate attack detection 

capability, verification efficiency, and scalability. 

Datasets: 

Sample SDN topologies containing multiple switches, hosts, OpenFlow rules, and malicious scenarios 

were used. 

The environment for hardware and software: 

● Processor: Intel i3 or above  

● RAM: 4 GB minimum  

● OS: Windows 10 / Linux  

● Language: Java  

● Frontend: HTML5, CSS3, JavaScript  

● Server: Apache Tomcat  

● Database: MySQL  

Setting up training: 

Network topologies were modeled, verification rules defined, and attack scenarios executed in simulation 

environments. 

Evaluation Metrics: 

● Number of attacks discovered  

● Verification time  

● Accuracy of detected paths  

● Simulation success rate  

● Scalability with larger topologies 

. 

VI. RESULT AND DISCUSSION: 

 

The developed framework used automated formal verification to find many ways to attack SDN 

controller environments. Users could enter network topologies and run security checks through the 

interface. The system found weaknesses in how packets are processed, how topologies are discovered, and 

how controllers and switches talk to each other. Simulated attack scenarios validated the viability of 

various identified exploits, encompassing intricate multi-step attacks. Reporting modules made detailed 

summaries of vulnerabilities, including risk levels and suggestions for how to fix them. The performance 

test showed that the framework quickly and accurately analyses network models with little delay. Overall, 

the results show that the proposed system makes proactive security assessment better and makes SDN 

infrastructures more resistant to new cyber threats.  

 

VII. CONCLUSION: 

 

The Automated Attack Discovery Framework for SDN Controllers through Formal Verification 

provides a powerful solution for proactive security analysis in Software Defined Networks. Traditional 

approaches often rely on reactive monitoring and manual vulnerability assessments, which may fail to 

detect hidden threats before exploitation. 

The proposed framework models SDN components such as controllers, switches, hosts, and 

communication protocols in a formal environment. By applying mathematical verification methods, the 

system automatically identifies security property violations and feasible attack paths. 

Experimental observations demonstrate that the framework can effectively discover multiple known 

and unknown vulnerabilities while maintaining efficient performance. This improves the reliability, 

resilience, and trustworthiness of SDN infrastructures. 

The system is highly valuable for cloud data centers, enterprise networks, telecom infrastructures, and 

research testbeds where SDN adoption is increasing rapidly. Future enhancements may include AI-driven 

threat prediction, real-time monitoring integration, and support for larger multi-controller environments. 

 

http://www.ijcrt.org/


www.ijcrt.org                                                  © 2026 IJCRT | Volume 14, Issue 4 April 2026 | ISSN: 2320-2882 

IJCRT2604947 International Journal of Creative Research Thoughts (IJCRT) www.ijcrt.org i115 
 

VIII.REFERENCES: 

[1] Hu, H., Ahn, G. J., & Zhao, Z. (2018). Toward Automated Attack Discovery in SDN Controllers 

Through Formal Verification. Proceedings of the ACM Symposium on SDN Research (SOSR), ACM 

Press. 

[2] Khurshid, A., Zhou, W., Caesar, M., & Godfrey, P. (2013). VeriFlow: Verifying Network-Wide 

Invariants in Real Time. Proceedings of the USENIX Symposium on Networked Systems Design and 

Implementation (NSDI), pp. 15–27. 

[3] Hu, H., Ahn, G. J., & Lee, K. (2014). FlowGuard: Building Robust Firewalls for Software Defined 

Networks. Proceedings of the ACM Workshop on Security in Software Defined Networks & Network 

Function Virtualization (SDN-NFV Security), pp. 97–102. 

[4] Shin, S., & Gu, G. (2013). AVANT-GUARD: Scalable and Vigilant Switch Flow Management in 

Software-Defined Networks. Proceedings of the ACM Conference on Computer and Communications 

Security (CCS), pp. 413–424. 

[5] Shin, S., Yegneswaran, V., Porras, P., & Gu, G. (2013). FRESCO: Modular Composable Security 

Services for Software Defined Networks. Proceedings of the Network and Distributed System Security 

Symposium (NDSS). 

[6] Kazemian, P., Varghese, G., & McKeown, N. (2013). Header Space Analysis: Static Checking for 

Networks. Proceedings of the USENIX Symposium on Networked Systems Design and Implementation 

(NSDI). 

[7] Canini, M., Venzano, D., Peresini, P., Kostic, D., & Rexford, J. (2012). A NICE Way to Test 

OpenFlow Applications. Proceedings of the USENIX Symposium on Networked Systems Design and 

Implementation (NSDI). 

[8] Scott-Hayward, S., O’Callaghan, G., & Sezer, S. (2013). SDN Security: A Survey. IEEE SDN for 

Future Networks and Services (SDN4FNS), pp. 1–7. 

[9] Kreutz, D., Ramos, F. M. V., Verissimo, P., Rothenberg, C. E., Azodolmolky, S., & Uhlig, S. (2015). 

Software-Defined Networking: A Comprehensive Survey. Proceedings of the IEEE, 103(1), pp. 14–

76. 

[10] McKeown, N., Anderson, T., Balakrishnan, H., Parulkar, G., Peterson, L., Rexford, J., Shenker, S., 

& Turner, J. (2008). OpenFlow: Enabling Innovation in Campus Networks. ACM SIGCOMM 

Computer Communication Review, 38(2), pp. 69–74. 

http://www.ijcrt.org/

