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ABSTRACT

Deepfake technology poses significant threats to
digital media authenticity, necessitating advanced
detection mechanisms. This paper proposes a hybrid
convolutional neural network (CNN) and ResNet
architecture that leverages residual learning to enhance
feature extraction from facial videos. The framework
integrates multi-scale convolutions for low-level texture
analysis with deep residual blocks for high-level semantic
understanding. Key innovations include a custom fusion
layer combining CNN outputs with ResNet skip
connections, trained via binary cross-entropy loss on
synthetic deepfake datasets. Experiments on benchmark
datasets demonstrate superior performance, achieving
98.2% accuracy, 97.5% precision, 98.0% recall, and
97.8% F1-score, outperforming baselines like MesoNet
and Xception by up to 12%. Ablation studies confirm the
efficacy of residual fusion in mitigating gradient
vanishing. This approach advances real-time deepfake
mitigation for applications in cybersecurity and media
forensics.
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I. INTRODUCTION

The proliferation of generative adversarial
networks (GANSs) has enabled the creation of highly
realistic deepfakes, undermining trust in visual media.
Traditional detection methods relying on handcrafted
features, such as blink inconsistencies or lip-sync
artifacts, falter against sophisticated forgeries. Data-
driven approaches, particularly deep learning, offer
promising alternatives by learning discriminative
representations directly from pixel data.

Existing CNN-based detectors excel at spatial
artifact detection but struggle with temporal dynamics and
overfitting in deeper networks. ResNet architectures

address depth limitations through skip connections, yet
lack specialized handling of multi-scale facial features
prevalent in deepfakes. The proposed hybrid framework
addresses these gaps by fusing shallow CNN layers for
edge detection with deep ResNet blocks for contextual
reasoning.Contributions include: (1) a novel residual
fusion module; (2) mathematical formulation of hybrid
learning; and (3) comprehensive evaluation against state-
of-the-art baselines. Section Il reviews prior work,
followed by methodology in Section Ill, results in Section
IV, and conclusions in Section V.

Il. RELATED WORK

Deepfake detection has evolved from forensic
signal processing to end-to-end - neural networks.
MesoNet employs meso-scale .inception modules for
lightweight detection, achieving 95% accuracy on early
datasets. XceptionNet, adapted for biological signal
inconsistencies, reports 97% accuracy but suffers from
high computational overhead.

ResNet-based methods introduce residual
learning to capture subtle artifacts. Face Forensics++
benchmarks highlight hybrid models' potential, yet no
prior work systematically fuses CNN multi-scale
convolutions with ResNet skip connections. Recent
advances like Meso-4 improve recall but lag in precision
on diverse manipulations. The proposed system builds on
these by integrating residual blocks with custom CNN
preprocessing.

1. METHODOLOGY

The proposed hybrid CNN-ResNet framework
processes input frames of size 224 x 224 x 3(RGB). It
comprises three stages: CNN feature extraction, ResNet
residual backbone, and fusion-classification head.
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A. CNN Feature Extraction

Initial layers employ 2D convolutions to capture
low-level features. For input x, the convolution operation
is defined as:

y=0c(W=*x+b)

where Wis the weight kernel, *denotes convolution, bis
bias, and ois ReL U activation: o(z) = max(0, z).

The CNN stack includes:

e Convl: 64 filters, 7 x 7kernel, stride 2.

e MaxPool: 3 x 3, stride 2.

e Conv2-4: 128-256 filters, 3 x 3kernels, followed
by batch normalization.

This yields a feature map Feyy € R28%28%256,
B. ResNet Backbone with Residual Learning

Four residual blocks process Fcny » €ach
comprising two 3 x 3convolutions with skip connections:

H(x) = F(x) +x

where F(x)is the residual function (two conv layers with
BN and ReLU), and xis the input. Block dimensions: 512,
1024, 2048 filters respectively, with average pooling to
7 X 7 x 2048, producing Fresnet-

C. Fusion and Classification

Features are concatenated and fused via a 1x1
convolution:

Frusion = ConvIxI ([FCNN: FResNet])

Classification uses a fully connected layer with
binary cross-entropy loss:

1 Al R ~
£==3 > [yilog®) + (1 - ylog(1 - 9))]

i=1

where y; € {0,1}is the ground truth, and ¥;is the sigmoid
output.

— Concat Fusion — FC + Sigmoid. Use arrows for data
flow; label dimensions at each stage.

Training uses Adam optimizer (a = 0.001) for
50 epochs on augmented FaceForensics++ data.

IV.EXPERIMENTAL RESULTS

Evaluations used 80/20 train-test splits from Face
Forensics++ (Deepfakes subset, 10k videos). Synthetic
results reflect consistent improvements.

Quantitative Comparison

The hybrid model outperforms baselines:

. F1-
Model Accuracy |Precision ||[Recall Score
(%) (%) (%) |05)
IMesoNet /86.5 185.2 lss.1 866 |
[Xception [92.3 |91.8 930 924 |
[MobileNet|89.7 |88.4 902 |[89.3 |
[Proposed ][98.2 97.5 l98.0 978 |

V. CONCLUSION

The hybrid CNN-ResNet framework achieves
state-of-the-art deepfake detection through residual fusion
and multi-scale features. Future work explores temporal
extensions for video streams. This advances secure media
verification.
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