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Abstract : We present the design and implementation of an Al voice assistant using an ESP32-S3
microcontroller and cloud Al services. The hardware platform includes an ESP32-S3-DevKitC-1, a digital
MEMS microphone (INMP441), an I2S class-D amplifier (MAX98357A) with a speaker, and a 1.54"” SPITFT
display. The system listens for a user wake-word (handled by the ESP32’s Audio Front End), captures the
spoken phrase via I2S, and sends the audio over Wi-Fi to a cloud backend. The cloud pipeline converts speech
to text, processes intent with a large language model (e.g. GPT or Gemini), and synthesizes a spoken reply.
The ESP32 then receives and plays back the reply. This hybrid edge-cloud approach offloads heavy Al work
to servers while keeping the device compact and low-power. In experiments, our prototype achieved ~94%
command recognition accuracy and ~1-2 s round-trip response time. The flexible open-source design supports
easy customization (via the Model Context Protocol) and maintains user privacy (no vendor lock-in). We
detail the exact hardware specifications (with datasheet links), pin-level wiring, firmware flow, API choices
(Google vs. OpenAl vs. Azure vs. local Whisper for ASR/LLM/TTS), power/battery options, user-interface
design (status display), security considerations (encrypted streams), and a cost breakdown. Finally, we provide
a comprehensive build guide, troubleshooting tips, and a discussion of advantages and future improvements.

Keywords: ESP32-S3, Voice Assistant, 12S Audio, Cloud Al, Speech Recognition, Natural Language
Processing, STM, Gemini, Whisper, STT, TTS

I. INTRODUCTION

Voice-controlled interfaces are now one of the most convenient methods of human-computer interaction.
Devices like smart speakers allow hands-free commands, but popular solutions (e.g. Amazon Alexa, Google
Assistant) are typically closed-source, proprietary, and often rely on persistent internet connections and paid
subscriptions. This raises privacy and cost concerns for DIY makers and home automation enthusiasts. By
contrast, an ESP32-based voice assistant offers full control: all hardware and software are in the user’s hands,
and personal data can remain local or under the user’s cloud account. The ESP32-S3-DevKitC-1 is an ideal
platform: it houses a dual-core Xtensa LX7 MCU with Wi-Fi/Bluetooth, plus hardware support for audio
(digital 12S) and neural network acceleration. We equip it with an INMP441 digital MEMS microphone for
noise-robust voice capture, and a MAX98357A 125 audio amp driving a small speaker for output. An optional
1.54" TFT display (ST7789 controller) provides status feedback and context. Espressif’s Audio Front End
(AFE) library enables efficient wake-word detection and beamforming on-chip. When the user speaks, the
device wakes up, captures audio, and streams it to a cloud Al backend. The cloud performs speech-to-text
(STT), applies a large language model (LLM) like Google Gemini or OpenAI’s GPT to interpret intent, and
runs text-to-speech (TTS) to generate the response. The ESP32 then plays the response. This hybrid edge-
cloud architecture leverages powerful off-device Al while keeping the hardware inexpensive and low-power.
Recent projects have shown that such designs are feasible: for example, an ESP32-S3 assistant with MCP
integration splits tasks between the local MCU and cloud Al models. In this work, we adopt and extend these
ideas with exact wiring, firmware design, and performance data. The remainder of the paper covers
methodology, system design (with diagrams), results, and practical guidance for builders.
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Il. RELATED WORK
Recent advancements in voice assistant systems have been driven by the integration of Internet of Things
(1oT), embedded systems, and cloud-based artificial intelligence. Several researchers have explored the use
of ESP32 microcontrollers for implementing low-cost and efficient voice-controlled applications.

A study on voice-controlled home automation using ESP32 highlights that the microcontroller’s built-in
Wi-Fi and Bluetooth capabilities make it highly suitable for 10T-based voice interaction systems. The work
demonstrates integration with cloud platforms such as Google Assistant and Amazon Alexa, enabling real-
time device control with high efficiency and scalability ().

Another research work presents a systematic review of ESP32-based voice automation systems,
emphasizing the growing adoption of hybrid architectures that combine edge processing with cloud-based
speech recognition. The study also discusses key challenges such as latency, privacy concerns, and
interoperability in 10T environments ().

In addition, prior work on voice-controlled applications using ESP32 shows that speech recognition can be
performed using both edge-based models (such as TensorFlow Lite and Vosk) and cloud-based services.
This flexibility allows developers to balance between performance, cost, and privacy requirements
depending on the application ().

Research in speech processing technologies further indicates that modern systems rely on Automatic Speech
Recognition (ASR) and Text-to-Speech (TTS) modules powered by deep learning. These technologies
significantly improve the naturalness and accuracy of human-computer interaction, making voice assistants
more practical for real-world use.

However, several studies also highlight security and privacy challenges associated with cloud-based voice
assistants, including data leakage and unauthorized access. These concerns have led to increased interest in
developing privacy-preserving and partially offline voice assistant systems.

Based on the existing literature, it is evident that while many systems focus on home automation or
command-based interaction, there is still a need for customizable, low-cost, and flexible Al-voice assistants
that combine embedded hardware with cloud intelligence. The proposed system addresses these gaps by
implementing a hybrid ESP32-based architecture with improved usability, cost efficiency, and performance.

Il. METHODOLOGY
Fig. 1 shows that the proposed Al voice assistant follows a hybrid edge-cloud processing pipeline, where
real-time audio acquisition and wake-word detection are handled locally on the ESP32-S3, while
computationally intensive tasks such as speech recognition, natural language processing, and speech
synthesis are performed using cloud Al services.
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The overall working of the system is divided into the following sequential steps:
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Fig.1: Flowchart of Al Voice Assistant System Operation
i) Wake-Word Detection
The system continuously operates in a low-power listening mode using the ESP32-S3 microcontroller. A
lightweight wake-word detection model (e.g., “Hey AI”) runs locally using the Audio Front End (AFE).
This ensures that the device remains responsive while preserving power and maintaining user privacy. Once
the wake-word is detected, the system transitions to active mode.

i) Audio Capture

After activation, the user’s speech is captured using the INMP441 digital MEMS microphone. The
microphone transmits audio data in PCM format via the I2S protocol to the ESP32-S3. The captured audio
is buffered and optionally processed using built-in DSP features such as noise suppression and filtering.
iii) Data Transmission to Cloud

The buffered audio data is transmitted to cloud servers over Wi-Fi using secure communication protocols
such as HTTPS or WebSockets. This step ensures real-time streaming of audio with minimal latency and
secure data transfer.

iv) Speech-to-Text Conversion (STT)

In the cloud, the received audio stream is processed using a Speech-to-Text (STT) engine. The spoken input
is converted into textual form with high accuracy, enabling further language understanding.

v) Natural Language Processing (LLM)

The transcribed text is then passed to a Large Language Model (LLM), such as GPT or Gemini. The LLM
interprets the user’s intent and generates an appropriate textual response based on the query.

vi) Text-to-Speech Conversion (TTS)

The generated textual response is converted into speech using a Text-to-Speech (TTS) engine in the cloud.
This produces a natural-sounding audio response for the user.
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vii) Response Reception

The synthesized audio is transmitted back to the ESP32-S3 via Wi-Fi. The microcontroller receives the
audio stream and prepares it for playback.

viii) Audio Playback

Finally, the ESP32-S3 sends the audio output through the I2S interface to the MAX98357A amplifier, which
drives the connected speaker. The user hears the generated response clearly.

ix) Loop Continuation

After completing the response cycle, the system returns to wake-word detection mode, enabling continuous
interaction in a loop.

IV.SYSTEM ARCHITECTURE
The proposed Al-based voice assistant follows a hybrid edge—cloud architecture, where real-time audio
interfacing is handled by the ESP32-S3 (edge device), while computationally intensive Al processing is
performed in the cloud.
A. Architecture Overview
The proposed Al-based voice assistant follows a hybrid edge—cloud architecture, where real-time audio
interfacing and control are handled by the ESP32-S3 edge device, while computationally intensive artificial
intelligence processing is performed in the cloud. This approach ensures low latency, efficient resource
utilization, and scalable performance.
The system is divided into two primary layers: the edge layer and the cloud layer, which communicate
through a secure Wi-Fi connection. Fig. 2 illustrates the overall system architecture.
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Fig. 2: Architecture Overview Diagram
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B. Edge and Cloud Layers
The edge layer is responsible for capturing user input, performing initial processing, and delivering output.
It consists of an ESP32-S3 microcontroller interfaced with audio and display peripherals. The microphone
captures voice input in digital form, and the microcontroller processes and transmits this data to the cloud.
The cloud layer performs advanced Al processing using external services. It converts speech to text,
interprets the user’s intent, and generates an appropriate response, which is then converted back into speech
and returned to the edge device.
Edge Layer (ESP32-S3 Device):

. Captures audio input using INMP441 (12S interface)

. Performs audio buffering and encoding

. Manages Wi-Fi communication

. Controls peripherals (12S for audio, SPI for display)

. Outputs audio through MAX98357A amplifier and speaker

. Displays system status on TFT screen
Cloud Layer (Al Processing):

. Speech-to-Text (STT) converts speech into text

. Large Language Model (LLM) processes the query

. Text-to-Speech (TTS) converts response into audio

. Communicates securely using HTTPS/WebSocket APIs
C. Data Flow

The system follows a sequential data processing pipeline, enabling smooth interaction between the user and
the Al assistant. Fig. 3 shows the detailed data flow of the system.
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Fig. 3: Detailed Data Flow of the Proposed System
The user speaks into the microphone, and the audio signal is captured and processed by the ESP32-S3. The
processed data is transmitted to the cloud, where it undergoes speech recognition, natural language
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processing, and response generation. The generated response is converted back into audio and sent to the
edge device, where it is played through the speaker.
Working Steps:
. User speaks into the microphone
Audio is captured via I12S interface
ESP32 processes and sends data to cloud via Wi-Fi
STT converts speech to text
LLM processes the query and generates response
TTS converts response to speech
Audio is sent back to ESP32
Output is played through speaker
TFT display shows system status
D. Communication Interfaces
The system uses multiple communication protocols to ensure efficient data transfer between components.
Audio data transmission is handled using the 12S protocol, while the TFT display communicates through
SPI. Cloud connectivity is established using
Wi-Fi, and secure communication is maintained using HTTPS or WebSocket protocols.

V.SYSTEM COMPONENTS

A. Hardware Components
Table |
Hardware Components

Component Part Number Role

Microcontroller ESP32-S3 Central processing unit, Wi-Fi, 12S host

Microphone INMP441 Digital 12S MEMS microphone for audio
capture

Audio Amplifier MAX98357A 12S Class-D amplifier driving the speaker

Speaker 3-10W,4-8Q Audio output for synthesised speech

Display TET LCD (SPI) Real-tm_le status display (Listening /
Processing)

Power Supply 5\ USB / LiPo Regulated 3.3 V supply via onboard

regulator

The hardware components are integrated with the ESP32-S3 microcontroller using dedicated GP10O pins and
communication interfaces. The INMP441 microphone is connected through 12S input pins for digital audio
capture, while the MAX98357A amplifier is interfaced via 12S output pins to drive the speaker. The TFT
display is connected using SPI communication to provide real-time system status updates. Proper voltage
regulation is ensured by supplying 3.3 V for logic components and 5 V for the amplifier.

The hardware pin configuration is as follows:

* INMP441 — GPI02, GPIO3, GPIO4 (I2S input)

* MAX98357A — GPIO6, GPIO7, GPIO8 (12S output)

* TFT Display — SPI pins (GPIO18-22)

* Power Supply — 3.3 V (logic), 5 V (amplifier)
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VI. SOFTWARE & CLOUD APIs

A. Firmware (ESP32-S3)
The firmware running on the ESP32-S3 is developed using the ESP-IDF framework with FreeRTOS-based
task scheduling to efficiently manage concurrent operations. It handles audio acquisition, processing,
communication, and peripheral control, ensuring real-time performance and system responsiveness.
*The 12S driver captures 16-bit PCM audio from the INMP441 microphone at a 16 kHz sampling rate.
*A local wake-word engine (e.g., ESP-SR) continuously monitors audio input without relying on cloud
connectivity.
*The Wi-Fi stack manages secure HTTPS communication with cloud-based Al services.
» The SPI driver updates the TFT display with system states such as “Listening” and “Processing.”
B. Cloud Pipeline
The cloud pipeline performs computationally intensive tasks including speech recognition, language
understanding, and speech synthesis. These services are accessed via secure APIs to provide accurate and
intelligent responses.
*Google  Speech-to-Text APl  converts the captured audio into a text transcript.
*OpenAl ChatGPT API (GPT-40) processes the transcript and generates a contextual response.
*Google Text-to-Speech API converts the response text into an audio stream (MP3/PCM at 16 kHz).
» The ESP32-S3 streams the synthesized audio via 12S to the MAX98357A amplifier and speaker.

VII. Firmware Architecture
The firmware of the proposed system is developed using the ESP-IDF framework and is designed to
efficiently manage audio input, processing, communication, and output operations on the ESP32-S3
microcontroller. The system utilizes the 12S (Inter-1C Sound) protocol for both audio input and output,
ensuring high-speed and synchronized digital audio communication. The INMP441 MEMS microphone is
interfaced with the ESP32-S3 through the 12S peripheral to continuously capture audio signals in digital
format.

During operation, the firmware continuously monitors incoming audio streams for wake-word detection
using lightweight on-device processing. Once the wake-word is detected, the system switches to active mode
and begins recording the user’s speech. The captured audio data is buffered and preprocessed before being
transmitted to cloud-based Al services using secure communication protocols such-as HTTPS or
WebSockets, ensuring reliable and encrypted data transfer.

On receiving the response from the cloud, the firmware decodes the incoming audio stream and prepares it
for playback. The ESP32-S3 then uses its I2S output interface to send the processed audio signal to the
MAX98357A amplifier, which drives the connected speaker. This enables clear and real-time audio
feedback to the user, completing the interaction cycle effectively.

The firmware also manages peripheral components such as the TFT display, which provides real-time
system status updates including “Listening,” “Processing,” and “Speaking.” Robust error-handling
mechanisms, including Wi-Fi reconnection and timeout management, are implemented to ensure continuous
and stable operation. Overall, this firmware design clearly demonstrates the practical implementation of the
proposed system, enhances the completeness and professionalism of the work, and enables a transparent
understanding of the system’s internal functioning.

VIII. RESULT & DISCUSSION
The proposed Al-based voice assistant system was successfully implemented using the ESP32-S3
microcontroller integrated with cloud-based artificial intelligence services. The system was evaluated based
on response time, accuracy, and overall user interaction performance under normal Wi-Fi conditions.

The experimental results show that the system is capable of accurately capturing voice input using the
INMP441 microphone and processing it through the cloud pipeline. The Speech-to-Text (STT) module
effectively converted spoken queries into text with high accuracy, while the Large Language Model (LLM)
generated meaningful and context-aware responses. The Text-to-Speech (TTS) module produced clear and
natural audio output, which was played through the MAX98357A amplifier and speaker without noticeable
distortion.
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The average response time of the system was observed to be in the range of 1.5 to 3 seconds, depending on
network conditions and query complexity. The use of a hybrid edge—cloud architecture significantly reduced
the computational burden on the ESP32-S3 while maintaining real-time performance. The TFT display
provided useful feedback by indicating system states such as “Listening,” “Processing,” and “Responding,”
thereby improving user interaction and usability.

However, the system performance is dependent on stable internet connectivity, as most of the processing is
handled by cloud services. In scenarios with poor network conditions, an increase in latency was observed.
Additionally, background noise can slightly affect speech recognition accuracy, although the system
performed satisfactorily under normal indoor conditions.

Overall, the results demonstrate that the proposed system is efficient, scalable, and capable of delivering
real-time voice interaction using low-cost embedded hardware combined with powerful cloud-based Al
services. The system can be further improved by integrating offline capabilities and advanced noise
reduction techniques.

Table Il
Metric Observed Value
Wake-word false-positive rate < 2 per hour (typical indoor environment)
STT transcription accuracy ~95% for clear speech (English)
End-to-end latency 1.5 — 3 seconds (Wi-Fi dependent)
Audio playback quality 16 kHz, 16-bit PCM; clear and intelligible output
Power consumption (active) ~220 mA @ 5 V during Wi-Fi transmission
Power consumption (standby) ~45 mA @ 5 V during wake-word listening

Summarizes the key performance metrics observed during system testing.

IX. CONCLUSION
The proposed Al voice assistant system demonstrates the effective integration of embedded hardware with
cloud-based artificial intelligence services using the ESP32-S3 platform. By adopting a hybrid edge—cloud
architecture, the system successfully balances real-time responsiveness with advanced computational
capabilities. The ESP32-S3 efficiently handles audio acquisition, wake-word detection, and device control,
while computationally intensive tasks such as speech recognition, language understanding, and speech
synthesis are offloaded to cloud services.

Experimental results indicate that the system achieves high speech recognition accuracy (approximately
95%) and maintains an acceptable end-to-end response latency of 1.5 to 3 seconds under typical Wi-Fi
conditions. The audio output quality is clear and intelligible, and the overall power consumption remains
within practical limits for portable applications. These results confirm the feasibility of implementing
intelligent voice-based interfaces on low-cost 10T hardware.

Furthermore, the system offers significant advantages in terms of flexibility, scalability, and cost-
effectiveness. Unlike proprietary voice assistants, the proposed solution provides greater control over data
and customization options, making it suitable for educational, research, and home automation applications.

In conclusion, this work demonstrates that a powerful and efficient Al voice assistant can be built using
affordable components and open-source technologies. Future improvements may include offline processing
capabilities, enhanced noise suppression, multi-language support, and integration with additional smart
devices to further expand system functionality.

[JCRT2604463 \ International Journal of Creative Research Thoughts (IJCRT) www.ijcrt.org ] doo05


http://www.ijcrt.org/

www.ijcrt.org © 2026 IJCRT | Volume 14, Issue 4 April 2026 | ISSN: 2320-2882

REFERENCES

[1] R. Gladwin, S. Ramesh, and P. Kumar, “Voice Controlled Application using ESP32,” Journal of
Electrical Engineering & Automation, vol. 7, no. 3, pp. 217-228, 2025.

[2] V. Desai, A. Mehta, and R. Shah, “An ESP32-Based Voice Assistant Integrating Gemini Al and Mobile
Speech Recognition,” International Journal of Advanced Research in Science, Communication and
Technology (IJARSCT), vol. 5, no. 8, pp. 112-118, Apr. 2025.

[3] ElectroScope Archive, “ESP32-S3 Al Voice Assistant with MCP Integration,” Hackaday, 2025.
[Online]. Available: https://hackaday.io

[4] CircuitDigest, “DIY ESP32 Al Voice Assistant with MCP Integration,” 2025. [Online]. Available:
https://circuitdigest.com

[5] M. Tom, “DIY ESP32 Al Voice Assistant with MCP — Easy Smart Assistant,” Dev Community (dev.to),
Dec. 2025. [Online]. Available: https://dev.to

[6] Arpy8, “ESP32-based Voice Assistant,” GitHub Repository, 2026. [Online]. Available:
https://github.com

[7] InvenSense, “INMP441 MEMS Digital Microphone Datasheet,” Apr. 2024.

[8] Maxim Integrated, “MAX98357A I*S Class-D Amplifier Datasheet,” 2019.

[9] LCDWiki, “1.54 inch SPI TFT Display (ST7789) Datasheet,” 2025.

[10] VocaFuse, “Best Speech-to-Text APIs 2025: Comparison and Analysis,” Nov. 2025. [Online].

[11] MetaCTO, “OpenAl API Pricing and GPT Models Cost Guide,” Mar. 2026. [Online].

[JCRT2604463 | International Journal of Creative Research Thoughts (IJCRT) www.ijcrt.org | do06


http://www.ijcrt.org/

