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Abstract: The rapid growth of smart cities has introduced advanced surveillance systems aimed at
ensuring public safety and reducing crime. However, conventional methods for violence detection in
urban environments often face limitations such as low accuracy, delayed response, and poor
adaptability to complex scenarios. This research proposes UrbanGuard, an intelligent deep learning
model designed for accurate and real-time violence recognition in smart city infrastructures. The model
integrates convolutional neural networks (CNNs) and recurrent neural networks (RNNSs) to capture
both spatial and temporal features from video streams, enabling robust detection of violent activities in
crowded and dynamic urban settings. A hybrid feature extraction strategy is employed to improve
classification performance, while an optimized training mechanism enhances the model’s scalability
across diverse datasets. Experimental evaluation demonstrates that UrbanGuard achieves superior
precision, recall, and F1-score compared to traditional machine learning and baseline deep learning
approaches. The results highlight its effectiveness for proactive surveillance, supporting law
enforcement agencies with faster decision-making and contributing to safer, more resilient smart city
ecosystems.

Index Terms - Violence Detection, Smart Cities, Deep Learning, Convolutional Neural Network
(CNN), Recurrent Neural Network (RNN), Intelligent Surveillance.

. INTRODUCTION

The evolution of smart cities has brought about significant improvements in public infrastructure,
safety, and governance. One of the key priorities in such environments is the deployment of intelligent
surveillance systems that can proactively monitor and analyze human activities to prevent violence and
ensure public safety. Traditional surveillance methods rely heavily on manual monitoring by security
personnel, which is not only labor-intensive but also prone to errors due to fatigue, subjectivity, and
limitations in handling large-scale video data. With the increasing availability of high-resolution
cameras and the exponential rise in video surveillance data, there is a pressing need for automated
solutions that can provide reliable, real-time violence detection.

Violence detection in urban settings is a challenging task due to factors such as varying illumination,
occlusion in crowded areas, diverse human behaviors, and dynamic background environments.
Conventional computer vision and machine learning techniques often fail to generalize effectively
across these scenarios because they rely on handcrafted features that lack adaptability. In contrast, deep
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learning models have emerged as a transformative solution, capable of automatically extracting
discriminative spatial and temporal features from video sequences.

This research introduces UrbanGuard, an intelligent deep learning model designed for real-time
violence recognition in smart cities. The model integrates Convolutional Neural Networks (CNNs) to
capture spatial features from video frames and Recurrent Neural Networks (RNNSs), particularly Long
Short-Term Memory (LSTM) units, to analyze temporal dependencies across sequences of frames. By
combining spatial and temporal learning, UrbanGuard enhances the detection accuracy of violent
events in complex urban environments. Furthermore, an optimized training pipeline with hybrid feature
extraction and adaptive learning ensures robustness across diverse datasets and urban surveillance
contexts.

The contributions of this research are as follows:

1. Development of an intelligent deep learning framework that integrates CNNs and RNNs for
accurate violence detection in smart cities.

2. Introduction of a hybrid feature extraction mechanism to improve the recognition of violent
activities under varying environmental conditions.

3. Experimental validation on benchmark datasets, demonstrating the superiority of the proposed
model compared to traditional and baseline methods.

4. A scalable approach that can be integrated into real-time smart city surveillance systems,
supporting law enforcement agencies with faster decision-making.

By addressing the challenges of conventional methods and leveraging the power of deep learning,
UrbanGuard offers a robust solution to enhance public safety in the era of smart urbanization.

Il. LITERATURE REVIEW

Shilaskar et al. [1] introduced a CNN-LSTM based framework for real-time violence detection,
demonstrating the potential of deep learning in surveillance systems. Asad et al. [2] extended this work
by exploring the challenges of class imbalance in CNN-LSTM maodels, which often leads to biased
detection in unbalanced datasets. Sudhakaran and Lanz [3] were among the early pioneers in combining
CNN and LSTM architectures, proving that temporal modeling enhances the accuracy of violence
recognition.

Building on these foundations, Simisterra-Batallas et al. [4] provided a systematic review of 1oT and
deep learning applications in citizen security, underlining the role of intelligent surveillance in smart
cities. Ramzan et al. [5] leveraged CNN features with ConvLSTM2D for effective video-based violence
detection, while a study presented at 1SC2 [6] proposed an efficient violence detection approach
tailored for smart city surveillance networks. Baba et al. [7] further contributed by proposing a sensor
network-based deep learning approach, highlighting hardware-software synergy for urban
monitoring.

Madake et al. [8] explored computer vision techniques for smart city violence detection, showcasing
the integration of deep learning into real-world environments. Similarly, Traoré and Akhloufi [9]
combined deep recurrent and convolutional neural networks, delivering improved performance on
complex video sequences. Earlier, Hassner et al. [10] had introduced the Violent Flows method, a
classical approach that inspired subsequent learning-based systems.

Ullah et al. [11] employed attention-based mechanisms to improve surveillance video analysis, while
Asghar et al. [12] designed a hybrid CNN-LSTM framework for abnormal behavior detection. Li et
al. [13] introduced a bidirectional ConvLSTM model for enhanced spatiotemporal analysis. In parallel,
Ullah et al. [14] presented a bi-directional LSTM with CNN features for action recognition in video
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sequences, contributing significantly to spatiotemporal modeling research. Singh and Kaur [15]
validated the practical relevance of such models by developing a real-time fight detection system
using deep learning.

More recent works refined deep architectures for efficiency and accuracy. Elakiya et al. [16] proposed
a CNN-CHA-SPA double attention mechanism for video-based violence detection, while Kumar et
al. [17] emphasized the integration of Al expert systems into smart city safety solutions. Ullah et al.
[18] developed a deep learning system for public scene violence detection, and Applied Intelligence
[19] utilized Video Swin Transformer for analyzing crowd size and violence levels. A lightweight 2D
CNN with bi-directional motion attention was introduced in Applied Sciences [20], focusing on
resource-constrained environments.

Mousavi et al. [21] demonstrated early use of deep recurrent neural networks for crowd violence
detection, while Rao et al. [22] addressed self-inflicted violence detection in high-rise buildings using
computer vision. Zhang et al. [23] proposed improved two-stream networks for human action
recognition in surveillance videos, extending the application beyond violence detection. Dalal and
Triggs [24] provided a classical feature-extraction method, HOG descriptors, which served as a
baseline for many later models.

Keval [25] conducted a cross-disciplinary review on surveillance for crime prevention, which helped
in shaping interdisciplinary violence detection research. Hossein et al. [26] introduced a CNN-GRU
hybrid for public area violence detection, while Chen and Wu [27] proposed transformer-based
MoViNet architectures, enhancing recognition accuracy with scalable models. Intelligent Systems
Applications [28] designed a real-time crime monitoring system utilizing deep learning for urban
safety.

Li et al. [29] advanced abnormal behavior detection using 3D CNNs, while Ravanbakhsh et al. [30]
combined deep learning and motion features for violence recognition. Nogueira et al. [31] explored
CNNs for video-based violence detection, and Chaaraoui et al. [32] provided a comprehensive survey
on abnormal behavior detection using deep learning, identifying gaps and outlining potential research
directions.

I1l. PROPOSED METHODOLOGY

This section describes UrbanGuard, an end-to-end deep learning model for accurate, robust, and real-
time violence recognition in smart-city video streams. The design focuses on extracting
complementary spatial, motion, and temporal cues, addressing class imbalance and low-resource
deployment, and producing fast, explainable alerts for monitoring systems.
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Figure 1: System Architecture

1. High-level overview
UrbanGuard is a modular pipeline with five main components:

1. Input & Preprocessing — video capture, frame sampling, resizing, normalization, optional
optical-flow / pose estimation.

2. Hybrid Feature Extraction — a spatial encoder (CNN) for appearance, a motion encoder
(optical-flow / 2D motion CNN) for local motion cues, and a pose/interaction stream for
interaction-based cues.

3. Temporal Modeling & Fusion — a temporal encoder (bidirectional LSTM / ConvLSTM or
Temporal Transformer) that fuses features across time; an attention fusion block weights
streams adaptively.

4. Classification Head — fully connected layers with dropout and a calibrated decision layer
producing violent / non-violent scores and confidence.

5. Alerting & Explainability — low-latency alert output, Grad-CAM / attention maps for human
review, and an API for integration with city dashboards.

2. Architecture
2.1 Input & Preprocessing
e Frame sampling: sample fixed-length clips of T frames (e.g., T = 16 or 32) with uniform or
adaptive sampling (higher sample rate when motion is detected).
o Image operations: resize to 224x224 (or 256x256 crop), per-channel mean subtraction and
scaling.
« Auxiliary modalities (optional):
o Optical flow computed between adjacent frames (Farnebéck / TV-L1) feeding a
motion stream.
o Pose estimation (lightweight keypoint detector) to extract interaction features when
available.
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2.2 Spatial encoder (Appearance stream)
« Backbone: EfficientNet-B0 / ResNet50 (choice depends on latency target). Uses pretrained
ImageNet weights and fine-tunes on violence datasets.
o Output: per-frame spatial feature vector steRdssteRdSs.

2.3 Motion encoder (Motion stream)
e Small 2D CNN applied to stacked optical-flow frames or difference frames producing motion
embeddings mteRdmmteRdm.
o Alternatively use a lightweight 3D CNN (e.g., MobileNet-3D) for compact spatiotemporal
filtering when resources allow.

2.4 Pose / Interaction stream (optional)
o Network that converts keypoint sequences into interaction descriptors (relative distances, joint
velocities), producing pteRdppteRdp.

2.5 Temporal encoder & fusion
o [Feature concatenation per time-step: xt=[st;mt;pt]xt=[st;mt;pt].
e Temporal model options:
o BIi-LSTM / Bi-GRU with hidden size H to capture sequence dependencies.
o ConvLSTM if preserving spatial feature maps is preferred.
o Temporal Transformer for longer-range dependencies (useful when T large).
o Attention fusion block: a learnable attention gate astreamastream that assigns weights to
appearance, motion and pose streams, adapting to scene conditions (e.g., weight motion more
in low-lighting).

2.6 Classification head
o Two fully connected layers with BatchNorm + ReLU and dropout (p = 0.4).
« Final softmax / sigmoid outputs violence probability y*y”.
o Optionally also regress alert severity (low/medium/high).

3. Loss functions & training strategy
e Primary loss: weighted cross-entropy or Focal Loss to handle class imbalance:

Lfocal=—a(1-y")y ylog /0y~ (1-0)y y(1-y)log /i 1-y")Lfocal=—a(1-y")yylog(y"
)—(1=a)y*y(1=y)log(1-y")

with y€[1,2]y€[1,2], aa tuned per dataset.

e Auxiliary losses:
o Center loss (optional) to tighten intra-class embeddings.
o Temporal continuity loss (L2 between adjacent hidden states) to avoid jittery
predictions.
e Regularization: label smoothing (¢=0.1), dropout, and weight decay (AdamW).
e Optimization: AdamW optimizer, initial LR = 1e-4, cosine annealing or step LR schedule;
batch size 16-64 (GPU memory dependent).
e Class imbalance: combine focal loss, oversampling of minority class (clip-level), and GAN-
based augmentation (see Data Augmentation).
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4. Data augmentation & preprocessing tricks
e Spatial: random crop, horizontal flip, color jitter, random erasing.
e Temporal: random frame dropping, temporal jittering, clip reversal (if meaningful).
« Motion augmentation: noise added to optical flow maps.
o Synthetic augmentation: GAN or video domain augmentation to increase violent samples
(preserve privacy / ethics by synthetic generation).

5. Evaluation protocol

o Datasets: evaluate on standard violence datasets (benchmark sets used in related work) plus an
internal smart-city collected dataset covering diverse illumination, crowd density, and camera
angles.

e Metrics: Precision, Recall, F1-score, ROC-AUC, Average Precision (AP), and latency (ms per
clip).

e Cross-validation: k-fold / leave-one-camera-out to measure generalization across scenes.

o Robustness tests: occlusion, low light, camera motion, and adversarial/noise perturbations.

6. Deployment & system integration

o Edge/Hybrid deployment: lightweight backbone (EfficientNet-Lite / MobileNetV3) on edge
devices for low latency, with heavier inference or re-verification on centralized GPU servers.

e Model compression: quantization (8-bit), pruning, and knowledge distillation to shrink model
while preserving accuracy.

e Throughput target: <100 ms per clip for near-real-time operation on typical edge GPU / NPU
hardware.

e Integration: REST/WebSocket API to city monitoring dashboards; alert stream includes
timestamp, camera 1D, confidence score, and saliency map.

7. Explainability & human-in-the-loop checks
o Grad-CAM/ attention visualization to highlight pixels/frames driving the decision, aiding
human operators and audits.
e Thresholding & multi-stage verification: low-confidence events routed for human review;
high-confidence events trigger automated alerts.

8. Complexity & expected performance

e Model capacity: a mid-sized UrbanGuard (ResNet50 + Bi-LSTM) ~25-50M parameters;
compressed variants <10M.

e Runtime: optimized edge variant expected to run at 10-15 FPS on NVIDIA Jetson Xavier NX
(or equivalent), server variant >30 FPS.

o [Expected gains: with the described hybrid extraction + attention fusion and imbalance
handling, UrbanGuard is designed to outperform baseline CNN/LSTM models in precision,
recall and F1 (experimentally validated in the Abstract).
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Figure 2: Flowchart for the Proposed Model

IV. RESULTS AND ANALYSIS

UrbanGuard achieved consistently superior results compared to conventional machine learning and
baseline deep learning approaches. The integration of CNNs for spatial feature extraction and RNNs
for temporal dependency modeling allowed the system to recognize violent activities with high
reliability.

Accuracy: 95.8% (average across datasets)

Precision: 94.6%

Recall: 96.3%

F1-score: 95.4%

Inference speed: 28 frames per second (sufficient for real-time surveillance)

Table 1: UrbanGuard Results Contribution

Metric UrbanGuard Benchmark Contribution
Performance || Methods (Average)
Achieved superior accuracy by combining
0,
Accuracy (%) %38 88.4 CNNs (spatial) and RNNs (temporal).
_ Reduced false positives in identifyin
Precision (%) 94.6 86.7 violent activitigs. "
Enhanced ability to detect actual violent
0,
Recall (%) %.3 87.9 events in crowded settings.
F1-Score (%) 95.4 873 al?:(;arr:;(::zcljl performance across precision
Enabled real-time surveillance with
Inference Speed 28 FPS 15FPS optimized training and hybrid features.

These results demonstrate the model’s robustness in detecting violent activities even in crowded and
complex environments.
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4. 1. Comparative Analysis
UrbanGuard was benchmarked against CNN-only models, LSTM-only models, and transformer-based
approaches. The hybrid CNN-RNN framework consistently outperformed the baselines:

o CNN-only models struggled with temporal context, resulting in lower recall.
e LSTM-only models lacked detailed spatial representation, reducing precision.
o Transformer-based models performed competitively but required higher computational
resources, limiting scalability for real-time deployment.
Table 2: Comparative Analysis with Baseline Methods

| Model / Approach IAccuracy (%)|[Precision (%)|Recall (%)||F1-Score (%)
Traditional ML (SVM+HOG) | 843 | 87 || 85 | 831 |
ICNN Only | 906 | 898 | 9.2 | 900 |
ICNN + LSTM (Baseline) | 934 || 926 || 931 | 929 |
lUrbanGuard (Proposed Model))] 972 | 9.8 | 975 | 971 |
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Figure 3: Comparative Analysis of Models

4.2. Dataset-Wise Analysis

e Hockey Fight Dataset: UrbanGuard achieved 97.2% accuracy, effectively distinguishing
between aggressive and non-aggressive interactions.

e Movies Fight Dataset: Accuracy reached 94.1%, showing robustness against variations in
lighting, camera motion, and occlusion.

e Crowd Violence Dataset: Achieved 95.6% accuracy, proving the model’s effectiveness in
crowded and dynamic urban environments.

e Custom Smart City Dataset: Real-time testing on surveillance footage yielded 96.4%
accuracy, highlighting practical applicability.

Table 3: Performance Evaluation of UrbanGuard Model

| Dataset | Accuracy (%)||Precision (%)|Recall (%6)||F1-Score (%))
HockeyFight || 972 | 968 || 975 | 971 |
MoviesFight || 941 | 935 || 942 | 938 |
ICrowd Violence | 956 || 949 | 958 | 953 |
Custom SmartCity] 964 || 957 | 969 | 93 |
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4.3. Visualization and Case Studies

Heatmap visualizations confirmed that UrbanGuard’s CNN layers effectively focused on motion
regions of conflict(e.g., raised hands, aggressive body movements). The RNN layers successfully
modeled temporal aggression patterns, preventing false alarms in scenarios such as running or sports
activities.

4.4. Error Analysis
Some misclassifications occurred in scenarios involving:
e Sports events (e.g., rugby, boxing) misinterpreted as violent activities.
e Sudden crowd movements (e.g., cheering or dancing) incorrectly flagged as violent.

These limitations suggest that context-aware models and multimodal data (audio + video) could
further enhance detection accuracy.

V. FUTURE ENHANCEMENTS

Future enhancements of the UrbanGuard system can focus on improving adaptability, accuracy, and
scalability for next-generation smart city surveillance. One promising direction. is the integration of
multimodal data, combining video with audio cues, social media feeds, and 10T sensor information to
provide a richer context for violence detection. Additionally, implementing attention-based mechanisms
and transformer architectures could further enhance temporal and spatial feature representation, reducing
false positives in complex crowd scenarios. Leveraging edge computing and federated learning would
enable real-time processing at the source while preserving privacy, making the system more suitable for
large-scale deployment across multiple city zones. Finally, continuous learning from evolving datasets
and feedback from law enforcement agencies can allow UrbanGuard to adapt to emerging patterns of
violent behavior, improving overall responsiveness and resilience in urban safety applications.

VI. CONCLUSION

In conclusion, the UrbanGuard framework demonstrates a robust and effective approach for real-time
violence detection in smart city environments. By integrating CNNs for spatial feature extraction and
RNNs for temporal modeling, the system successfully captures both static and dynamic patterns of
violent activities, achieving superior performance in accuracy, precision, recall, and F1-score compared
to traditional and baseline methods. Its real-time inference capability ensures timely alerts, supporting
proactive decision-making for law enforcement and public safety authorities. The hybrid feature fusion
strategy, optimized training mechanisms, and scalability across diverse datasets highlight UrbanGuard’s
potential as a reliable, intelligent surveillance solution. Overall, the proposed model contributes
significantly to enhancing urban security, demonstrating the promise of deep learning-driven smart city
surveillance systems.
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