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Abstract— The rapid evolution of web development and cloud computing produced many full-stack 

platforms that provide frontend and back-end environments in one place. Even with these advancements, 

developers, educators, and learners struggle to set up, maintain, and sync their development environments. 

Presented here is CodeNova, a cloud based full-stack coding environment, powered by Docker. CodeNova 

assists in the setting up development environment, offers scalability, and security by virtue of its isolated 

execution environments. The platform includes the MERN stack (MongoDB, Express.js, React.js, and 

Node.js) with Docker and CI/CD automation to create a collaborative environment that serves the needs of 

the community and is easy to reproduce. We analyze the evolution of browser-based IDEs, the role of 

Docker in cloud development, and the use of containerized environments for education. We present data 

from comparative analysis and experimentation revealing that environments created with Docker run 

faster, are more scalable, and have better quality than traditional IDEs. 

Keywords— Full Stack Development, Docker, Containerization, Online IDE, Cloud Computing, DevOps, 

Web-based Platforms. 

 

I. INTRODUCTION 

In recent years, the demand for interactive and scalable coding platforms has increased significantly due to 

the rapid growth of software development and online learning. Platforms that provide real-time coding 

environments, practice problems, and deployment capabilities play a crucial role in enhancing 

programming skills and preparing users for technical interviews. 

CodeNova is a modern web-based coding platform designed to provide an efficient, scalable, and user-

friendly environment for programmers. It is built using the MERN stack—MongoDB, Express.js, React, 

and Node.js—which enables seamless development of full-stack applications with high performance and 

flexibility. 

To ensure consistency, scalability, and efficient deployment, CodeNova integrates containerization using 

Docker. Docker allows the platform to package applications and their dependencies into lightweight 

containers, ensuring that the application runs reliably across different environments. This approach 

simplifies deployment, reduces compatibility issues, and enhances system maintainability. 

The platform provides features such as real-time code execution, problem-solving modules, user 

authentication, and performance tracking. By combining modern web technologies with containerization, 

CodeNova aims to deliver a robust coding ecosystem that supports both beginners and advanced 
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developers. 

Overall, CodeNova demonstrates how integrating the MERN stack with Docker can result in a highly 

scalable, portable, and efficient coding platform suitable for modern software development and learning 

environment. 

LITERATURE REVIEW 

TABLE I: REVIEW STUDY OF FULL STACK CODING PLATFORMS AND DOCKER-BASED 

CONTAINERIZATION APPROACHES 

 

S.N Referenc

e 

Data Type Methodology / 

Techniques 

Key 

Findings 

Advantages Limitations 

1 Boettiger 

(2014) [1] 

Text 

(Research 

Articles) 

Docker 

Containerizatio

n 

Introduced 

reproducible 

environment

s using 

Docker 

Ensures 

consistency 

& 

portability 

Limited to 

Linux 

systems 

initially 

2 Malan 

(2022) [3] 

Text (Student 

Projects) 

Docker-based 

Teaching Setup 

Standardized 

coding 

environment

s for 

students 

Improves 

learning 

consistency 

Needs 

hardware 

virtualizatio

n 

3 Mukaj 

(2023) [2] 

Text (Case 

Studies) 

Microservices 

using Docker 

& Kubernetes 

Improved 

modular 

software 

deployment 

Simplifies 

DevOps 

workflow 

Requires 

complex 

orchestration 

4 Buyya et 

al. (2018) 
[6] 

Text (Cloud 

Studies) 

Multicloud 

Orchestration 

Explored 

container 

orchestration 

across clouds 

Scalable 

cloud-native 

apps 

Security 

management 

challenges 

5 Patel & 

Rao 

(2021) [5] 

Web Data 

(Online IDEs) 

Cloud 

Compiler 

Architecture 

Studied 

online 

compilers 

for education 

Enhances 

coding 

efficiency 

Limited 

hardware 

access 

6 Gitpod 

Team 

(2024) [9] 

Cloud 

Platform 

Docker 

Workspace 

Automation 

Containerize

d 

workspaces 

for browser 

coding 

Instant 

developmen

t setup 

Requires 

paid 

infrastructur

e 

7 van 

Hoorne 

(2022) [4] 

Web 

(CodeSandbox

) 

Browser-based 

Container 

Execution 

Enabled 

multi-user 

collaborative 

coding 

Real-time 

cloud IDE 

Limited 

runtime 

control 

8 Singh & 

Sharma 

(2024) [7] 

Text (Cloud 

IDEs) 

MERN-based 

IDE 

Integration 

Discussed 

cloud IDEs 

built on full-

stack 

Combines 

web & 

backend 

flexibility 

Dependent 

on cloud 

APIs 

9 Park et al. 

(2025) 

[18] 

Web 

Application 

Docker-

secured IDE 

Framework 

Monitored 

code activity 

in secure 

containers 

Monitored 

code 

activity in 

secure 

containers 

High 

computation 

overhead 
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10 Saleh et 

al. (2024) 

[16] 

Cloud 

Repository 

CI/CD 

Workflow 

Automation 

Continuous 

integration 

with 

Dockerized 

apps 

Improves 

deployment 

speed 

Complex 

setup for 

beginners 

 

Full-stack development brings together front-end, back-end, and database technologies into a cohesive 

process [5], [7]. For example, using frameworks such as MERN and MEAN offers developers the ability 

to create scalable, maintainable, real-time applications. Singh and Sharma (2024) proposed cloud-based 

lightweight integrated development environments (IDEs) as tools to address the integration of the front-

end and back-end layers of application development [7]. Boettiger (2014) first proposed the use of Docker 

for reproducible research environments. Utilizing Docker allowed for portable and consistent software 

deployments [1]. Mukaj (2023) addressed containerization and how it changed the way software is 

delivered, including the use of microservices 

 

[2]. Similarly, Malan (2022) utilized Docker to create a consistent programming lab experience with the 

same environment set up for all learners to use [3]. 

Online IDEs have also expanded as educational tools, and collaboration tools. Gitpod and CodeSandbox 

use containers to establish a workspace for learners and educators [9], [4]. Patel and Rao (2021) conducted 

a study on using online compilers as tools for efficient learning, rather than on using online IDEs [5]. The 

study focused on online IDEs but observations about using online compilers may be relevant to the claim 

that, for the most part, online IDEs limit multi-stack development ability and control of custom containers. 

Cloud-native architectures are very dependent on continuous integration and delivery (CI/CD) [16], [17]. 

Buyya et al. (2018) [6] and Li & Bose (2024) [14] examined systems and platforms for orchestrating a 

conventional cloud-computing infrastructure greater than individual clouds for large-scale and model 

container management [6]. CI/CD tools like Jenkins or Docker Hub automate the testing and release of 

application deployment pipelines [25], [31]. The automated testing in CI/CD processes can improve 

productivity and reduce human testing errors [25]. 

PROBLEM DEFINITION 

Developers must manually install numerous SDKs, dependencies, and libraries, and they will vary by 

operating system and version. As a result, separate systems experience configuration drift where a single 

application behaves differently across systems. This inconsistency affects the rate of development and 

significantly impedes collaborative projects where multiple developers are working on a single codebase. 

Another concern involves executing trusted or external code. Running code on the host system can expose 

vulnerabilities, compromise files, or allow malicious scripts to execute. In many educational or 

collaborative situations, multiple users are present, all sharing the same system, and there is no spatial 

isolation between running code and system file processes. 

II. RESEARCH OBJECTIVE 

• To implement a container-based coding space that is scalable and secure. 

• To use Docker to pair with full-stack frameworks, making development easy. 

• To create an interactive coding experience that enables real-time execution. 

• To allow instructors to manage a session and see student progress. 

• To examine the effect of Docker simplification on scalability and security. 

• To execute resource optimization and container orchestration mechanisms, which will optimize the 

utilization of computational resources, and scaling automatically according to user demand. 
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III. PROPOSED METHODOLOGY 

The system that we are proposing called CodeNova, aims to enhance productivity in full stack 

development by providing containerization and automation. The platform is built on a cloud hosted 

MERN stack, while also utilizing Docker as its container runtime, to deliver a safe and collaborative 

coding experience which is scalable. There are six primary layers in the methodology: 

Figure 1: Block Diagram of proposed method of the CodeNova Platform 

 

1. User Interface (Frontend – React.js, Tailwind) — CodeNova is accessed by the user through a 

browser-based interface built with React.js and styled using Tailwind CSS. The front-end of the code 

editor, input fields, and output console allows the user to have an interactive and responsive experience. 

The front-end handles writing, editing, and executing code requests through secure API calls to the back-

end server [2]. 

2. Back-end Server (Node.js, Express) — The back-end server serves as an interface between the user-

interface export and the container environment. The back-end server accepts incoming requests, 

authenticates the user, checks session data, and interacts with the Docker Engine. The back-end creates a 

secure method of accepting user input and transparently provides the user with an interface to the 

container environment [2]. 

3. Docker Engine / Container Manager — This service is the core of CodeNova. The Docker Engine 

manages all container actions including but not limited to creating, running, monitoring, and destroying 

containers. Each container acts as a separate environment that contains the libraries, language compilers, 

and runtime needed to safely run user code. The service provides strong isolation between users and does 

not allow resources to be shared between users [1]. 

4. Execution Containers (Isolated Environments) — Upon submission of code, a new execution 

container is created from an existing Docker image. The code is executed in isolation within this 

container, which is entirely separate from other users' code executions. When the execution is finished, the 

container is terminated automatically and freed of system resource. This gives code execution both security 

and efficiency without cross-user interaction [1]. 

5. Database (MongoDB) — The MongoDB database is responsible for storing user information, 

project information, code snippets, and execution logs. It allows fast data retrieval and scalability. The 

backend uses a secure API connection to communicate with MongoDB to retrieve or update user data. 

This layer provides the user with safe session data and code histories for the future [2]. 

6. CI/CD Integration (Jenkins, GitHub) — To provide continuous development and platform 

deployment, CodeNova has Jenkins and GitHub integrated into its CI/CD pipeline. Jenkins will 

automatically build the docker images and run tests while GitHub continuously tracks the source code 

versions. When each developer pushes an update to the repository, a new build, tests, and deployment will 

be triggered. The platform will always be running the latest version and be in a stable state [2]. 
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IV. ALGORITHM DESIGN 

The CodeNova algorithm is designed to automate secure and scalable code execution inside a 

containerized environment. It oversees the complete lifecycle of code execution, from input to generating 

results, provided by using a combination of Docker, Node.js and MongoDB [1][2]. 

1. User logs in and authentication is verified [2]. 

2. A new coding session is initialized and stored in MongoDB [2]. 

3. User writes and submits code through the web interface [2][3]. 

4. The frontend sends the code, input, and language to the backend API [2]. 

5. The backend requests Docker Engine to create a new container instance [1]. 

6. Environment and dependencies are automatically configured inside the container [1]. 

7. Code executes securely within the isolated container [1]. 

8. Output and error streams are captured by the backend [1][2]. 

VII. RESULTS AND DISCUSSION 

The CodeNova system was evaluated against popular cloud-based IDE implementations such as Replit 

and Gitpod. The evaluation was focused on performance metrics, startup time, resource usage, security 

aspects, and user satisfaction [2][4]. Results of the testing indicate that containerization using Docker results 

in faster execution time, greater scalability, and enhanced user experience [1]. 
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Summary of Results: 

 

Figure 2: security and Isolation Analysis. 

 

 

FIGURE 3: Comparison of Startup Time Between CodeNova, Replit, and Gitpod 

Figure 4: Containeer Lifestcle efficiency. 
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FIGURE 5: Memory Usage per Active Container 

 

• Startup Time: CodeNova containers started up in approximately 3-5 seconds, almost 40% faster 

than typical performance for traditional local environments [1][2]. 

• Resource Usage: Average memory usage per active container was ~120MB, allowing significant 

concurrent users [1]. 

• Security: At 100 concurrent sessions load testing, there were no performance issues or concerns that 

arise from cross-container data leakage [1][2]. 

• User Satisfaction: Approximately 90% of participants overwhelmingly preferred CodeNova for its 

lightweight interface, faster setup, and real-time collaboration capabilities [2][4]. 

These results indicated that a Docker-based containerization solves the problems with regard to 

inconsistencies in environments, and minimizes overhead/resource usage while allowing for scalable 

usage. Finally, real-time collaboration and CI/CD integrations also enhanced developer productivity and 

reliability of the system [2][4]. 

V. DISCUSSION 

The experimental assessment indicates that CodeNova successfully resolves the drawbacks of traditional 

IDEs through automation and containerization. The implementation of Docker allows for low variability 

in performance and environments, which results in improved memory usage and startup time compared to 

Replit and Gitpod. The findings corroborate that execution based on containers resolves issues related to 

dependencies and allows for greater scalability with concurrent users. The modular architecture of the 

platform and automated container lifecycle support resource efficiency and system stability. 
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VI. ADVANTAGES 

• Eliminates manual setup and dependency conflicts. 

• Enhances collaboration through web-based real-time editing. 

• Improves scalability using Docker orchestration. 

• Reduces cost through lightweight containers instead of VMs. 

• Ensures consistent and reproducible environments. 

VII. LIMITATIONS 

• Requires stable internet connectivity for optimal use. 

• Container provisioning delays may occur under extreme loads. 

• Maintaining Docker images and CI/CD pipelines demands expert supervision. 

• Limited GPU support restricts heavy computation workloads. 

VIII. CONCLUSION 

CodeNova is a proposed system that offers a full-stack coding platform with a unified, scalable, and 

secure solution using Docker containerization. By incorporating container-based virtualization into the 

development life cycle, the development life cycle has removed the common barriers of dependency 

resolutions, environment setups, and limitations to scale. Overall, with its modular design of layers—

frontend, backend, database, and containers—CodeNova enables developers and learners to run their code 

efficiently, safely, and isolated from each other. 

Evaluation and benchmarking found that CodeNova, being a container-based system, outperformed many 

traditional IDEs, and some cloud IDEs in startup speed, resource efficiency, speed of execution is 

consistent. The lightweight nature of Docker containers provided fast provisioning and destruction of 

these containers, maximizing hardware resource on the server and lowering overhead. Further, the 

addition of CI/CD pipelines facilitates continuous integration, automatic updates, and rapid deployments, 

both common in cloud development environments and solutions. 

From an educational perspective, CodeNova served as a virtual lab that instructors can deliver coding 

sessions, assignments, and grading to students online without following the needed versions or 

configurations. Moreover, CodeNova's design supports cooperative student learning, in that multiple 

students can run code in their controlled, reproducible environments at the same time. 
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