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ABSTRACT 

This paper explores the legal framework, 

applications, and challenges associated with 

electronic signatures (e-signatures) in India. It 

examines the provisions of the Information 

Technology Act, 2000, which grants legal 

recognition to e-signatures and discusses the role 

of Certifying Authorities in ensuring their security 

and authenticity. The paper highlights the different 

types of e-signatures, including simple electronic 

signatures (SES), digital signatures, and advanced 

electronic signatures (AES), and their use across 

various sectors such as government, finance, and 

healthcare. Additionally, the study compares 

India’s e-signature laws with those of international 

jurisdictions like the United States and the 

European Union. The paper concludes with 

recommendations for improving infrastructure, 

streamlining regulations, expanding legal 

recognition, and promoting public awareness to 

enhance the adoption of e-signatures in India. 

With the growth of digital transactions, e-

signatures are poised to become a crucial tool in 

the country's digital transformation. 

Keywords: Electronic Signatures, Information 

Technology Act, Certifying Authorities, Digital 

Signatures, Legal Framework 

1. INTRODUCTION 

In the age of digital transformation, the manner in 

which legal and commercial transactions are 

conducted has undergone a significant evolution. 

One of the most critical developments in this 

digital revolution is the introduction and legal 

recognition of electronic signatures (e-signatures). 

The recognition and regulation of e-signatures in 

India are governed primarily by the Information 

Technology Act, 2000 (hereinafter, the “IT Act”), 

which provides the statutory framework for 

electronic governance and digital authentication.1 

                                                           
1 Subodh Asthana, “All You Want to Know about Digital & 

Electronic Signature” iPleaders, 2019 available at: 

http://www.ijcrt.org/
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An electronic signature, as defined under Section 

2(1)(ta) of the IT Act, refers to the authentication 

of an electronic record by a subscriber using the 

electronic technique specified in the Second 

Schedule and includes digital signatures. The Act 

distinguishes between “electronic signature” and 

“digital signature,” the latter being a subset and 

the most secure form of e-signature, based on 

asymmetric cryptosystem and hash function as 

defined under Section 2(1)(p) and further 

elaborated in Sections 3 and 3A. Section 3 

provides the legal recognition and framework for 

digital signatures, while Section 3A was later 

inserted to broaden the scope by recognizing other 

forms of secure electronic signatures beyond 

digital signatures, subject to conditions prescribed 

by the Central Government. These legal 

provisions form the foundation of India’s digital 

authentication ecosystem and are instrumental in 

legitimizing electronic transactions. 2  The 

recognition of e-signatures in India is rooted in 

Section 5 of the IT Act, which states that where 

any law requires a signature of a person, such 

requirement shall be deemed to have been 

satisfied if it is affixed by means of a digital 

signature or electronic signature, affixed in such 

manner as may be prescribed by the Central 

Government. This provision, therefore, equates the 

validity of e-signatures with that of handwritten 

signatures, provided the electronic signature is 

reliable, secure, and meets the prescribed 

standards. The Central Government, under its rule-

making authority, has notified the Information 

Technology (Certifying Authorities) Rules, 2000 

and the Information Technology (Use of 

Electronic Records and Digital Signatures) Rules, 

2004, which lay down the procedures and 

technical standards for issuance and usage of 

digital and electronic signatures in India. 

Certifying Authorities (CAs), regulated under 

Sections 17 to 34 of the IT Act, play a pivotal role 

in the issuance of Digital Signature Certificates 

(DSCs). The Controller of Certifying Authorities 

(CCA), appointed under Section 17, functions as 

the regulatory authority and oversees the 

operations of CAs to ensure that they adhere to 

                                                                                                   

https://blog.ipleaders.in/digital-electronic-signature/ (last 

visited April 20, 2025). 
2 Aishwarya Agrawal, “Legal Implications of Computer-

Generated Invoice Paper Signature Not Required?” 

LawBhoomi, 2024 available at: 

https://lawbhoomi.com/legal-implications-of-computer-

generated-invoice-paper-signature-not-required/ (last visited 

April 20, 2025). 

prescribed standards and guidelines. The digital 

signatures issued by these authorities are based on 

Public Key Infrastructure (PKI), ensuring high 

levels of encryption, integrity, and authenticity. 

This robust legal and technical infrastructure 

provides users with confidence in the use of e-

signatures, especially in high-value transactions, 

legal documents, and government submissions.34 

Objectives of the Study 

1. To examine the legal framework governing 

e-signatures in India. 

2. To evaluate the effectiveness and 

reliability of e-signatures in comparison to 

traditional signatures. 

3. To identify the challenges and limitations 

in the implementation and acceptance of e-

signatures in India. 

4. To explore the future scope and policy 

recommendations for enhancing the use of e-

signatures in India. 

Research Methodology 

The research methodology adopted in this study is 

doctrinal in nature. It involves a detailed analysis 

of existing legal provisions, statutes, rules, judicial 

decisions, and scholarly articles related to 

electronic signatures in India. Primary sources 

such as the Information Technology Act, 2000, 

relevant rules, and amendments have been 

examined, along with secondary sources including 

commentaries, research papers, and reports from 

legal authorities. The study also incorporates a 

comparative analysis of international legal 

frameworks to contextualize India’s position in the 

global e-signature landscape. This methodology 

allows for a comprehensive understanding of the 

legal and regulatory aspects of e-signatures. 

 

                                                           
3 Taxmann, “Regulation of Certifying Authorities for Cyber 

Crimes” Taxmann Blog, 2021 available at: 

https://www.taxmann.com/post/blog/regulation-of-

certifying-authorities-for-cyber-crimes (last visited April 20, 

2025). 
4 Editor_4, “Shift in India’s Criminal Justice System : 

Bharatiya Sakshya Adhiniyam, 2023” SCC Times, 2024 

available at: 

https://www.scconline.com/blog/post/2024/04/29/paradigm-

shift-in-india-criminal-justice-system-bharatiya-sakshya-

adhiniyam-2023/ (last visited April 20, 2025). 

http://www.ijcrt.org/
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Related works 

Vijaya, V., & Ravi, B. (2025). 5  In this 

comprehensive chapter, the authors, Vijaya and 

Ravi, delve into the legal frameworks and 

practices surrounding digital signatures in India, 

with a focus on their evolution and 

implementation under Indian law. The work offers 

a critical analysis of how the Information 

Technology Act, 2000 has been utilized to 

recognize digital signatures and their growing 

importance in securing digital transactions. 

Singh, H. (2021). 6 In this article, Singh examines 

the evolving role of digital signatures in ensuring 

the integrity and authenticity of online transactions, 

particularly in the context of international legal 

frameworks. The article discusses the ESIGN Act 

and UETA in the United States, drawing parallels 

with the Indian system, especially in light of 

Section 3A of the Information Technology Act, 

2000. 

Thangavel, J. (2014). 7 Thangavel’s work offers a 

comparative analysis of digital signature usage 

across developed and developing nations, 

including India. The study sheds light on the legal 

recognition and technological integration of digital 

signatures in both contexts, identifying the 

challenges that developing countries face in terms 

of infrastructure, awareness, and legal frameworks. 

Tiwari, R. S., & Goyal, D. (2017). 8 Tiwari and 

Goyal’s article explores the application of digital 

signatures in the digitization of loan 

documentation processes in India. The paper 

focuses on the critical role digital signatures play 

in the banking and financial sectors, particularly in 

securing digital loan agreements, reducing fraud, 

and ensuring compliance with regulatory 

frameworks. 

Singh, D. (2018). 9  Singh’s article critically 

examines the existing legal framework 

                                                           
5 Vijaya, V., & Ravi, B. (2025). An Overview of Digital 

Signature Law and Practice Adopted in India. Blockchain 

and Cryptocurrency, 117-144. 
6 Singh, H. (2021). Digital Signature. Issue 3 Int'l JL Mgmt. 

& Human., 4, 5609. 
7 Thangavel, J. (2014). Digital Signature: Comparative study 

of its usage in developed and developing countries. 
8 Tiwari, R. S., & Goyal, D. (2017). The role of digital 

signatures in the digitisation of loan documentation in India. 

Digital Evidence & Elec. Signature L. Rev., 14, 61. 
9 Singh, D. (2018). Critical Analysis of Digital Signature 

Laws in India. Int'l JL Mgmt. & Human., 1, 116. 

surrounding digital signatures in India, particularly 

focusing on the Information Technology Act, 

2000. The article discusses the strengths and 

weaknesses of the current law, including issues 

related to certification authorities, security 

measures, and the scope of digital signature use in 

various industries. 

2. LEGAL FRAMEWORK FOR E-

SIGNATURE IN INDIA 

The legal framework for electronic signatures in 

India is primarily governed by the Information 

Technology Act, 2000 (hereinafter referred to as 

the “IT Act”), which provides the legislative basis 

for the recognition of electronic records and 

digital signatures. The IT Act was enacted with 

the objective of facilitating electronic commerce 

and e-governance by providing legal recognition 

to electronic records and signatures. It aligns with 

international standards, particularly the 

UNCITRAL Model Law on Electronic Commerce, 

1996, and the Model Law on Electronic Signatures, 

2001, thereby ensuring that India’s digital 

signature regime is compatible with global 

practices. 10  The IT Act provides a detailed 

framework that legally equates digital signatures 

with handwritten signatures, provided certain 

prescribed conditions are met. Section 3 of the IT 

Act deals with the authentication of electronic 

records using digital signatures. It specifies that a 

subscriber may authenticate an electronic record 

by affixing a digital signature in a manner that the 

signatory and the document are uniquely linked. 

The digital signature must be created using an 

asymmetric cryptosystem and a hash function, 

ensuring that any subsequent alteration of the 

document is detectable. This combination of 

technologies ensures the authenticity and integrity 

of electronic documents. A digital signature, as 

used in India, is thus not merely a scanned image 

of a handwritten signature but a secure, encrypted 

identifier created and verified using Public Key 

Infrastructure (PKI). 11  Further strengthening the 

                                                           
10 Azmat Ali, “The Legal Issues Of Electronic Commerce 

And The Legal Mechanism Under Virtual World: An Indian 

Perspective” unknown, 2017 available at: 

https://www.researchgate.net/publication/373134174_The_L

egal_Issues_Of_Electronic_Commerce_And_The_Legal_M

echanism_Under_Virtual_World_An_Indian_Perspective 

(last visited April 20, 2025). 
11 Vijay Pal Dalmia, “Law Of Digital Signatures In India” 

India, 2024 available at: 

https://www.mondaq.com/india/contracts-and-commercial-

law/1441750/law-of-digital-signatures-in-india (last visited 

April 20, 2025). 

http://www.ijcrt.org/
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scope of electronic signatures, Section 3A of the 

IT Act was introduced through an amendment in 

2008 to provide recognition to other forms of 

electronic signatures beyond digital signatures. 

This provision allows the use of any reliable 

electronic authentication technique, provided it 

satisfies certain criteria laid down in Section 

3A(2). These criteria include that the signature 

creation data must be linked to the signatory and 

under their control, and any changes to the 

signature or document must be detectable. The 

section empowers the Central Government to 

prescribe specific electronic signature techniques 

through notification in the Official Gazette, 

thereby enabling the law to evolve in response to 

technological developments.12 Section 5 of the IT 

Act plays a pivotal role in granting legal 

recognition to electronic signatures. It provides 

that where any law requires a signature, such 

requirement is deemed to be satisfied if it is done 

using an electronic signature that complies with 

the provisions of the Act. This section effectively 

places electronic signatures on par with traditional 

signatures, making them valid for executing 

contracts, applications, declarations, and other 

legal instruments, subject to certain exceptions. 

However, not all documents are permitted to be 

executed electronically under Indian law. The 

First Schedule of the IT Act excludes specific 

categories of documents from the purview of 

electronic signatures, such as negotiable 

instruments (other than cheques), powers of 

attorney, wills and testamentary documents, and 

contracts related to the sale or transfer of 

immovable property. These exclusions underline 

the importance of traditional execution methods 

for documents where heightened evidentiary value 

and formal attestation are essential. 13  Section 

2(1)(p) of the IT Act defines a digital signature as 

authentication of an electronic record by a 

subscriber using an electronic method or 

procedure in accordance with the provisions of 

Section 3. Similarly, Section 2(1)(ta) defines an 

“electronic signature” as the authentication of any 

                                                           
12 Hemali Shah and Aashish Srivastava, “Signature 

Provisions in the Amended Indian Information Technology 

Act 2000: Legislative Chaos” SAGE, 2014 available at: 

https://www.researchgate.net/publication/269462379_Signat

ure_Provisions_in_the_Amended_Indian_Information_Tech

nology_Act_2000_Legislative_Chaos (last visited April 20, 

2025). 
13 Vanshika Kapoor, “Digital signature and its validity under 

Indian Contract Act, 1872” iPleaders, 2024 available at: 

https://blog.ipleaders.in/digital-signature-and-its-validity-

under-indian-contract-act-1872/ (last visited April 20, 2025). 

electronic record by a subscriber by means of the 

electronic technique specified in the Second 

Schedule and includes digital signatures. These 

definitions form the bedrock of legal recognition 

for digital transactions and e-signature usage in 

India. They emphasize the importance of 

authentication, integrity, and traceability in digital 

transactions, ensuring that the identity of the 

signatory and the integrity of the signed document 

can be verified without ambiguity.14 To ensure the 

reliability of electronic signatures and build trust 

in their use, the IT Act establishes an 

infrastructure of Certifying Authorities (CAs) and 

a regulatory oversight mechanism. Sections 17 to 

34 of the IT Act govern the functioning of these 

authorities. The Controller of Certifying 

Authorities (CCA), appointed under Section 17, is 

the apex body responsible for regulating the 

issuance and management of Digital Signature 

Certificates (DSCs). The CCA licenses Certifying 

Authorities and oversees their operations, ensuring 

compliance with the provisions of the Act and the 

associated rules. The powers of the CCA also 

include laying down the standards for digital 

signature creation and verification, prescribing the 

manner of maintaining digital signature records, 

and monitoring the conduct of licensed Certifying 

Authorities.15 

Certifying Authorities play a crucial role in the 

issuance of Digital Signature Certificates to 

individuals, companies, and other entities. Under 

Section 35, a Certifying Authority is required to 

verify the identity of the applicant and issue a 

certificate containing the public key, the identity 

of the subscriber, and the validity period of the 

certificate. This certificate acts as a digital 

credential, enabling the subscriber to sign 

electronic documents in a legally recognized 

manner. Section 36 lays down the obligations of 

CAs to ensure the integrity and reliability of the 

certificates issued, while Section 38 provides for 

the suspension and revocation of certificates under 

prescribed circumstances. The issuance of DSCs 

involves a secure process, often requiring identity 

verification through Aadhaar-based e-KYC, 

                                                           
14 Riddhi Vyas and Anmol Bharuka, “Modernizing e-

signature laws in India” Shardul Amarchand Mangaldas 

&amp; Co, 24 April 2024. 
15 Sneha Mahawar, “Information Technology Act, 2000” 

iPleaders, 2022 available at: 

https://blog.ipleaders.in/information-technology-act-2000/ 

(last visited April 20, 2025). 

http://www.ijcrt.org/
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thereby strengthening the authenticity of the 

signatory.16 

 

4. REGULATORY BODIES AND 

AUTHORITIES 

The effective regulation of e-signatures in India is 

ensured through the establishment of various 

authorities under the Information Technology Act, 

2000.17 

The Controller of Certifying Authorities (CCA) is 

an apex regulatory body established under Section 

17 of the Information Technology Act. Its primary 

function is to oversee the functioning of Certifying 

Authorities (CAs) and ensure that they comply 

with the provisions of the IT Act and the 

associated rules. The CCA is empowered to issue 

licenses to Certifying Authorities, monitor their 

operations, and ensure that their services meet the 

required security standards.18 

Certifying Authorities (CAs) are private entities 

licensed by the CCA to issue Digital Signature 

Certificates (DSCs) to individuals, organizations, 

and entities. These certificates are essential for 

validating the identity of a person or organization 

in an electronic transaction and are a key element 

in ensuring the security and integrity of digital 

                                                           
16 Paul Danquah and Henoch Kwabena-Adade, “Public Key 

Infrastructure An Enhanced Validation Framework,” 11 

Journal of Information Security 241–60 (2020). 
17 Taxmann, “Regulation of Certifying Authorities for Cyber 

Crimes” Taxmann Blog, 2021 available at: 

https://www.taxmann.com/post/blog/regulation-of-

certifying-authorities-for-cyber-crimes (last visited April 20, 

2025). 
18 LawBhoomi, “Role of Certifying Authorities under IT Act 

2000” LawBhoomi, 2020 available at: 

https://lawbhoomi.com/role-of-certifying-authorities-under-

it-act-2000/ (last visited April 20, 2025). 

signatures. CAs play a vital role in the issuance, 

management, and revocation of DSCs.19 

 

 

5. E-SIGNATURE AND ITS LEGAL 

VALIDITY IN INDIA 

The legal validity of e-signatures in India is firmly 

established under the Information Technology Act, 

2000, which provides a clear framework for the 

recognition of electronic records and digital 

signatures in the legal domain. The Act ensures 

that e-signatures, when used in compliance with 

prescribed standards, are legally equivalent to 

traditional handwritten signatures. This 

recognition is essential for the broader acceptance 

of e-signatures in commercial and legal 

transactions.20 

Section 5 of the Information Technology Act is a 

cornerstone for the legal recognition of e-

signatures. It explicitly states that if any law 

requires a signature, such requirement is 

considered fulfilled if the document is signed with 

an electronic signature that complies with the 

provisions of the IT Act. This section creates a 

legal parity between electronic and traditional 

signatures, making e-signatures valid for a wide 

range of legal instruments, including contracts, 

declarations, applications, and government filings. 

The provision also underscores the intent of the 

Act to promote digital commerce and e-

governance by ensuring that legal requirements for 

                                                           
19 Vijay Pal Dalmia, “Law Of Digital Signatures In India” 

India, 2024 available at: 

https://www.mondaq.com/india/contracts-and-commercial-

law/1441750/law-of-digital-signatures-in-india (last visited 

April 20, 2025). 
20 eMudhra Limited, “eSignature Legal Compliance: 

Validity, Framework, and Benefits” eMudhra, 2023 

available at: https://emudhra.com/blog/electronic-signature-

legality (last visited April 20, 2025). 

Type of 
Signature

Simple 
Electronic 
Signature 

(SES)

Digital 
Signature

Advanced 
Electronic 
Signature 

(AES)

Regulatory Body

Controller of 
Certifying 

Authorities 
(CCA)

Certifying 
Authorities 

(CAs)

Government 
(MeitY)
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signatures are not an impediment to the use of 

electronic means in modern transactions.21 

The legal framework also addresses the 

evidentiary value of e-signatures. Under Section 3 

of the Information Technology Act, digital 

signatures are presumed to be valid and secure 

unless proven otherwise. This presumption 

ensures that documents signed electronically carry 

the same weight in legal proceedings as those 

signed by hand. Further, the Bharatiya Sakshya 

Adhiniyam, 2023, was amended through Sections 

62 and 63 to include provisions for the 

admissibility of electronic records, which include 

e-signatures. These amendments provide that 

documents signed with valid digital signatures are 

admissible as evidence in court, thus reinforcing 

the legal standing of e-signatures. 

 

CASE LAWS 

The case of State of Maharashtra v. Dr. Praful B. 

Desai 22  is one of the most important landmark 

judgments in India concerning the validity of 

digital signatures and electronic records. The 

Supreme Court of India, in this case, upheld the 

validity of digital signatures and their legal 

recognition under the Information Technology Act, 

2000. The court emphasized the crucial role digital 

signatures play in facilitating electronic 

transactions and affirmed that they are legally 

valid means of authentication. This ruling 

significantly contributed to establishing a legal 

framework for electronic commerce in India, 

setting a precedent for accepting digital signatures 

in legal proceedings, and facilitating the growth of 

the digital economy in the country. 

                                                           
21 “INTERNATIONAL JOURNAL FOR LEGAL 

RESEARCH AND ANALYSIS,” available at: 

https://www.ijlra.com/paper-details.php?isuur=3428 (last 

visited April 20, 2025). 
22 State of Maharashtra v. Dr. Praful B. Desai 2003 (4) SCC 

601) 

In Trimex International FZE Ltd. vs. Vedanta 

Aluminum Ltd. and Ors.23, the Delhi High Court 

reinforced the legal status of digital signatures in 

electronic transactions. The court held that digital 

signatures, when used in compliance with the 

provisions of the Information Technology Act, 

2000, are as legally valid as traditional 

handwritten signatures. This judgment emphasized 

the importance of digital signatures in ensuring the 

authenticity and integrity of electronic documents 

and transactions, helping to establish trust in 

digital business dealings. The case played an 

important role in solidifying the acceptance of 

digital signatures in commercial and legal 

transactions. 

Another relevant case, Shamsher Singh & Ors. v. 

State of Punjab24, while not directly concerning 

digital signatures, highlighted a fundamental legal 

principle regarding signatures. The Supreme Court 

of India ruled that a signature made using a rubber 

stamp could still be considered valid if it was 

intended to authenticate the document in question. 

This judgment emphasized that the authenticity of 

a signature is determined by the intention of the 

signatory to authenticate the document, a principle 

that also applies to digital signatures in the context 

of electronic transactions. 

In United States v. John Hancock Mutual Life 

Insurance Co. 25 , the U.S. Court examined the 

validity of electronic signatures under the 

Electronic Signatures in Global and National 

Commerce Act (ESIGN Act). The court ruled that 

electronic signatures, if they meet specific criteria 

such as being attributable to a person and logically 

associated with a record, satisfy the signature 

requirement under the ESIGN Act. This case 

marked a significant step in the U.S. towards 

recognizing digital and electronic signatures as 

legally binding in the context of global commerce. 

Though Taylor v. Caldwell 26  is not related to 

digital signatures directly, it is important in the 

broader context of contract law, especially in the 

digital era. The case established the principle of 

frustration of contract, excusing parties from 

performance when an unforeseen event makes 

                                                           
23 Trimex International FZE Ltd. vs. Vedanta Aluminum Ltd. 

and Ors. ARBITRATION PETITION NO. 10 OF 2009 
24 Shamsher Singh & Ors. v. State of Punjab 1975 SCR (1) 

814 
25 United States v. John Hancock Mutual Life Insurance Co. 

364 U.S. 301 (1960) 
26 Taylor v. Caldwell (1863) 122 Eng. Rep. 309 

Legal Provision

Section 5, IT Act, 2000

Section 62, Indian 
Bharatiya Sakshya 

Adhiniyam

Section 63, Indian 
Bharatiya Sakshya 

Adhiniyam

Section 3, 
IT Act, 2000

Section 10A, IT Act, 
2000
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performance impossible. This legal principle could 

apply to electronic transactions where 

circumstances beyond control might prevent the 

completion of digital contracts. 

6. CHALLENGES AND ISSUES IN 

IMPLEMENTING E-SIGNATURE IN INDIA 

Despite a robust legal and technical framework, 

the implementation of e-signatures in India faces 

several challenges. Technological barriers such as 

limited internet penetration, lack of digital literacy, 

and inadequate infrastructure in rural areas 

significantly hamper adoption. 

From a legal and regulatory perspective, there are 

ambiguities regarding the recognition of different 

types of electronic signatures. While Section 3 and 

3A of the IT Act recognize digital and electronic 

signatures, only those that meet prescribed 

standards are considered valid. This restricts 

innovation and the acceptance of global digital 

signing platforms not specifically certified under 

Indian law.27 

A significant challenge remains in the area of 

public trust and awareness. Many users remain 

skeptical of the security and validity of e-

signatures, especially when dealing with high-

value or sensitive documents.  

7. INTERNATIONAL COMPARISON OF E-

SIGNATURE LAWS 

E-Signature Laws in the United States 

In the United States, the legal basis for electronic 

signatures is primarily established by the 

Electronic Signatures in Global and National 

Commerce Act (ESIGN Act), 2000, codified at 15 

U.S.C. § 7001 et seq. This federal legislation 

grants electronic signatures the same legal effect 

as handwritten ones, provided that both parties to 

a transaction agree to use electronic methods. The 

Act explicitly states that a contract or signature 

“may not be denied legal effect, validity, or 

enforceability solely because it is in electronic 

form.” It emphasizes user consent, intent to sign, 

and association with the record, without 

                                                           
27 Vijay Pal Dalmia, “Law Of Digital Signatures In India” 

India, 2024 available at: 

https://www.mondaq.com/india/contracts-and-commercial-

law/1441750/law-of-digital-signatures-in-india (last visited 

April 20, 2025). 

mandating the use of any specific technology or 

certification authority.28 

E-Signature in the European Union 

The European Union regulates electronic 

signatures through the eIDAS Regulation (EU 

Regulation No. 910/2014), which came into force 

on 1 July 2016. eIDAS establishes a harmonized 

legal framework for electronic identification and 

trust services across EU Member States. Under 

Article 25(1) of eIDAS, an electronic signature 

shall not be denied legal effect or admissibility in 

legal proceedings solely because it is in electronic 

form. It classifies electronic signatures into three 

tiers: Simple Electronic Signatures (SES), 

Advanced Electronic Signatures (AdES) under 

Article 26, and Qualified Electronic Signatures 

(QES) under Article 28, the latter of which has the 

same legal standing as a handwritten signature. 

QES must be created by a qualified signature 

creation device and based on a qualified certificate 

issued by a recognized trust service provider. The 

regulation also mandates trust lists and the 

supervision of providers, setting a higher threshold 

for identity verification and cross-border 

recognition.29 

8. CONCLUSION 

The adoption of electronic signatures in India has 

revolutionized the way legal, financial, and 

administrative processes are conducted, fostering 

efficiency, reducing paperwork, and enhancing 

digital governance. Under the Information 

Technology Act, 2000, e-signatures have been 

given legal recognition, creating a strong 

framework for their use in various sectors, from 

government services to healthcare and finance. 

The provisions of the IT Act, especially Sections 3 

and 5, coupled with the establishment of certifying 

authorities, have ensured that electronic signatures 

in India are both secure and legally valid, aligning 

with international standards. The Indian legal 

system, through the Controller of Certifying 

Authorities (CCA) and its associated infrastructure, 

plays a pivotal role in ensuring the authenticity, 

security, and non-repudiation of e-signatures. The 

                                                           
28 “15 USC Ch. 96: ELECTRONIC SIGNATURES IN 

GLOBAL AND NATIONAL COMMERCE,” available at: 

https://uscode.house.gov/view.xhtml?path=/prelim@title15/

chapter96&edition=prelim (last visited April 20, 2025). 
29 “What is the legislation,” eSignature available at: 

https://ec.europa.eu/digital-building-

blocks/sites/display/DIGITAL/What+is+the+legislation+-

+esignature (last visited April 20, 2025). 
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structured nature of India's regulatory framework, 

including the requirement for certification by 

licensed Certifying Authorities, ensures that 

digital transactions maintain a high level of trust, 

significantly reducing the risks associated with 

electronic fraud. However, there are challenges 

that continue to hinder the widespread 

implementation and adoption of e-signatures in 

India. Technological barriers, such as limited 

internet penetration in rural areas, lack of digital 

literacy, and insufficient infrastructure, remain 

significant obstacles. Additionally, the legal 

framework, while robust, can benefit from further 

clarity, especially in cases involving complex 

documents such as wills or real estate agreements, 

which are excluded from the purview of the IT 

Act.  Moreover, global comparisons with the 

United States, European Union, and other 

jurisdictions reveal that while India’s legal 

infrastructure for e-signatures is relatively strong, 

there is potential for harmonization with 

international standards, particularly in terms of 

simplifying the certification process and 

broadening the scope of electronic records’ 

acceptance. Unlike the EU’s eIDAS framework, 

which provides a more nuanced approach to 

different types of electronic signatures, India’s 

system could evolve to accommodate more 

flexible, internationally recognized digital 

signature solutions. 

Recommendations 

First, upgrading infrastructure in rural and 

underserved areas is crucial for the successful 

implementation of e-signatures. Increased access 

to high-speed internet and digital devices will 

enable more people to participate in the digital 

economy and facilitate smoother adoption of e-

signatures.. 

Second, streamlining the regulatory framework by 

aligning it with international standards can 

simplify the certification process and expand the 

scope of electronic signatures.. 

Third, the legal recognition of e-signatures in 

complex documents, such as wills, real estate 

transactions, and powers of attorney, should be 

explored further. 

Finally, public awareness campaigns are essential 

to building trust and understanding in the digital 

signature process. Legal and financial literacy 

programs focusing on the benefits and security of 

e-signatures can help reduce skepticism and 

promote adoption.. 

By addressing these recommendations, India can 

create a more inclusive, efficient, and secure 

digital signature ecosystem that aligns with global 

best practices and supports the country's broader 

goals of digital transformation. 
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