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Abstract- As cyberattacks grow in complexity, they pose increasing threats to organizations reliant on 

networked infrastructures. Conventional risk assessment methodologies often fail to adapt to the evolving 

nature of these threats. This paper introduces a novel cyber risk assessment model that adopts a proactive, 

dynamic, and time-aware approach to evaluating security risks. The proposed model leverages the Exploit 

Prediction Scoring System (EPSS) to estimate the short-term likelihood of exploitation over a 30-day period. 

To improve accuracy, Bayesian networks are employed to capture both system vulnerabilities and asset 

interdependencies within the network. This information is integrated into an absorbing Markov chain along 

with the identified attack paths, which are explored using Depth-First Search (DFS). The model generates 

exploitation probability distributions over the predefined time window, which, when combined with asset 

impact, facilitates dynamic, proactive, and time-sensitive risk assessments. Additionally, it provides 

valuable insights into attack progression by estimating the time required for an adversary to compromise 

critical assets. To demonstrate the practical applicability of the model, a case study is presented, showcasing 

its effectiveness in assessing cyber risks within a SCADA environment. 

 

Keywords— Cyber Risk Assessment, Markov Chains, Bayesian Networks, EPSS, Attack Path Analysis, 

Time-to-Compromise. 

I.INTRODUCTION 

With the rapid growth of digital systems and networked infrastructures, cyber threats have become more 

advanced, frequent, and difficult to predict. Traditional cyber risk assessment methods, such as static 

vulnerability scoring and periodic security audits, are limited because they provide only a snapshot of the 

system and fail to capture the dynamic and evolving nature of cyberattacks. These approaches are mostly 

reactive and do not consider factors like attack progression, asset interdependencies, and the time required 

for vulnerabilities to be exploited. 
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To address these limitations, this work proposes a proactive and time-sensitive cyber risk assessment model 

that integrates advanced probabilistic techniques. The model utilizes the Exploit Prediction Scoring System 

(EPSS) to estimate short-term exploitation likelihood, Bayesian Networks to model dependencies among 

system assets, and Depth-First Search (DFS) to identify potential attack paths. These elements are combined 

using an absorbing Markov Chain to calculate exploitation probabilities and analyze how attacks evolve 

over time. 

 

This integrated approach enables organizations to predict potential threats, estimate time-to-compromise for 

critical assets, and make informed security decisions in real time. By shifting from reactive to proactive risk 

management, the proposed system enhances cybersecurity resilience and supports effective resource 

allocation in complex environments such as SCADA systems.  

II.LITERATURE REVIEW 

Several research works have addressed cyber risk assessment using different probabilistic and analytical 

approaches. Early studies focused on Markov chain-based models, which are effective in predicting attack 

progression over time. These models help in estimating the probability of system compromise, but they 

often rely heavily on accurate network topology and lack the ability to capture complex asset 

interdependencies. 

 

To overcome this limitation, researchers introduced Bayesian networks for cyber risk assessment. Bayesian 

approaches model dependencies among system components and simulate how vulnerabilities propagate 

across interconnected assets. While these methods improve risk visibility and impact analysis, they can be 

complex and difficult to scale for large enterprise systems. 

 

The introduction of the Exploit Prediction Scoring System (EPSS) further enhanced risk assessment by 

providing a data-driven method to estimate the short-term likelihood of vulnerability exploitation. EPSS 

uses historical data and threat intelligence, enabling organizations to prioritize vulnerabilities more 

effectively. However, its performance depends on the availability of accurate and up-to-date data. 

 

Another important contribution is attack path analysis using Depth-First Search (DFS), which identifies all 

possible paths an attacker can take to compromise a system. This approach improves understanding of attack 

strategies but may face computational challenges in large networks. 

 

Recent studies have proposed hybrid models that integrate Bayesian networks and Markov chains to 

combine dependency modeling with probabilistic attack progression. These models provide more accurate 

and dynamic risk predictions, though they still face challenges related to scalability and data quality. 

 

Overall, existing literature highlights the need for a proactive, time-aware, and integrated approach. The 

proposed system builds upon these works by combining EPSS, Bayesian networks, DFS, and absorbing 

Markov chains to deliver a more comprehensive and dynamic cyber risk assessment framework.  

III.METHODOLOGY 

The proposed cyber risk assessment system follows a comprehensive, multi-stage methodology designed to 

provide proactive, dynamic, and time-aware risk evaluation. The process begins with data collection and 

preprocessing, where information about network assets, vulnerabilities, configurations, and threat 

intelligence is gathered from internal databases and external sources. This data is then used for vulnerability 

likelihood estimation through the Exploit Prediction Scoring System (EPSS), which calculates the short-

term probability of each vulnerability being exploited within a specific time window (e.g., 30 days), ensuring 

that the assessment reflects the current threat landscape. 

 

Next, the system performs asset dependency modeling using Bayesian Networks, which capture the 

relationships and interconnections among various components in the network. This step is crucial for 

understanding cascading effects, where the compromise of one asset may lead to the exposure of others. 

Following this, attack path identification is carried out using Depth-First Search (DFS), which 

systematically explores all possible paths an attacker could take to reach critical assets from initial entry 

points. 
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Once the attack paths are identified, the system applies an absorbing Markov Chain model to perform 

probabilistic analysis. In this step, each state represents a stage of the attack, and transitions represent the 

likelihood of moving from one compromised state to another. This enables the computation of attack 

progression probabilities as well as time-dependent risk distributions. Based on these calculations, the 

system derives time-to-compromise metrics, estimating how long it may take for an attacker to successfully 

breach critical assets. 

 

Furthermore, the methodology includes risk calculation and impact assessment, where the probability of 

exploitation is combined with the criticality and value of assets to produce an overall risk score. This helps 

in prioritizing vulnerabilities and allocating security resources efficiently. Finally, the system provides 

decision support and visualization, presenting the results through interactive dashboards, risk reports, and 

alerts. These outputs enable security teams to monitor threats in real time, understand attack behavior, and 

take proactive mitigation measures. 

 

Overall, this methodology integrates EPSS, Bayesian Networks, DFS, and Markov Chains into a unified 

framework, enabling accurate prediction of cyber threats, improved risk prioritization, and enhanced 

decision-making in complex and dynamic network environments. 

IV.SYSTEM ARCHITECTURE 

The proposed system architecture consists of multiple interconnected modules that work together to perform 

dynamic cyber risk assessment. The Vulnerability Likelihood Estimation Module uses EPSS to calculate 

the probability of exploitation. The Asset Dependency Modeling Module applies Bayesian Networks to 

represent relationships among system components. The Attack Path Identification Module uses Depth-First 

Search (DFS) to find all possible attack paths. These paths are analyzed in the Probabilistic Risk Evaluation 

Module using an absorbing Markov Chain to compute attack probabilities. The Impact Assessment Module 

evaluates overall risk by combining exploitation probability with asset criticality, while the Attack 

Progression Analysis Module estimates time-to-compromise. Finally, the Decision Support and 

Visualization Module presents results through dashboards and reports for proactive decision-making. 

 

A. overview 

 

The proposed system presents a proactive and time-sensitive cyber risk assessment framework designed to 

address the limitations of traditional static security methods. It integrates advanced techniques such as the 

Exploit Prediction Scoring System (EPSS) for estimating short-term vulnerability exploitation, Bayesian 

Networks for modeling asset interdependencies, Depth-First Search (DFS) for identifying attack paths, and 

absorbing Markov Chains for analyzing attack progression over time. 

 

By combining these methods, the system can predict how cyberattacks may evolve, calculate the probability 

of exploitation, and estimate the time required to compromise critical assets. The results are visualized 

through real-time dashboards, enabling organizations to monitor risks, prioritize vulnerabilities, and make 

informed security decisions. Overall, the framework provides a dynamic, predictive, and comprehensive 

approach to improving cybersecurity management, especially in complex environments like SCADA 

systems. 
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B. System Architecture 

 

 

V.EXPIREMENTAL SETUP 

 

The experimental setup for the proposed system is designed to evaluate the effectiveness of the proactive 

and time-sensitive cyber risk assessment model in a controlled environment. The system is implemented 

using Python and integrates various libraries for data processing, probabilistic modeling, and visualization. 

A dataset consisting of network assets, vulnerabilities, and their corresponding EPSS scores is used as input 

for the model. The experiments are conducted on a system with standard hardware configuration, including 

a multi-core processor, sufficient RAM, and GPU support (optional) to handle computational tasks 

efficiently. 

 

The setup includes multiple modules such as vulnerability likelihood estimation using EPSS, asset 

dependency modeling using Bayesian Networks, attack path identification using Depth-First Search (DFS), 

and probabilistic risk evaluation using an absorbing Markov Chain. A simulated network environment, such 

as a SCADA system or enterprise network, is used to test the model’s performance in real-world scenarios. 

The system processes input data to generate attack paths, compute exploitation probabilities, and estimate 

time-to-compromise for critical assets. 

 

Evaluation is performed using metrics such as accuracy of risk prediction, effectiveness in identifying 

critical attack paths, and the system’s ability to provide time-aware risk insights. The results are visualized 

through dashboards and reports, enabling analysis of system performance and validation of the proposed 

approach. This setup demonstrates the model’s capability to provide dynamic, predictive, and actionable 

cybersecurity insights. 

 

 

 
 

Fig. 1. Note how the caption is centered in the column. 
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VI.RESULTS 

 

The proposed system effectively predicts cyber risks by integrating EPSS, Bayesian Networks, DFS, and 

Markov Chains. It identifies critical vulnerabilities, discovers multiple attack paths, and estimates time-to-

compromise for key assets. The model provides probability-based risk scores and highlights high-risk areas 

in real time. Compared to traditional methods, it improves accuracy, enhances threat visibility, and supports 

faster decision-making. Overall, the system enables proactive security, better resource allocation, and 

efficient risk mitigation. 

 

A. Result Table  

 

 
VII.CONCLUSION 

 

The proposed cyber risk assessment system introduces a dynamic, proactive, and time-sensitive approach 

to cybersecurity, addressing the major limitations of traditional static and reactive methods. By integrating 

advanced techniques such as EPSS for short-term vulnerability prediction, Bayesian Networks for modeling 

asset interdependencies, Depth-First Search (DFS) for attack path discovery, and absorbing Markov Chains 

for probabilistic analysis, the system provides a comprehensive understanding of cyber risks. 

 

The model not only identifies vulnerabilities but also predicts how attacks may evolve over time, enabling 

accurate estimation of attack progression and time-to-compromise. This helps organizations prioritize 

critical assets and vulnerabilities more effectively. The inclusion of real-time dashboards and visualization 

tools further enhances decision-making by providing clear and actionable insights into risk levels and attack 

scenarios. 

 

Experimental results demonstrate that the system achieves higher accuracy, improved prediction capability, 

and faster response time compared to existing approaches. It significantly enhances threat visibility and 

supports proactive mitigation strategies, reducing the chances of successful cyberattacks. 

 

Overall, the system serves as an effective decision-support tool for cybersecurity management, enabling 

organizations to transition from reactive defense mechanisms to predictive and preventive strategies. It is 

especially beneficial in complex environments such as SCADA systems, where timely and accurate risk 

assessment is critical. Future enhancements, such as integration with real-time threat intelligence and 

machine learning models, can further improve scalability, adaptability, and performance of the system.  
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