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Abstract

In the digital age, electronic commercial contracts (e-contracts) have transformed how business transactions
are conducted. While India has made considerable progress in recognizing and regulating electronic contracts,
key legal issues persist. This paper critically examines the current Indian legal framework governing e-
contracts, primarily focusing on the Information Technology Act, 2000, and the Indian Contract Act, 1872. It
analyzes specific challenges such as consent, authentication, jurisdiction, identity verification, and data privacy.
A comparative analysis with international legal standards—including the UNCITRAL Model Law and the legal
frameworks of the UK and USA—reveals critical gaps in Indian regulation. The study concludes with
recommendations for legal reforms, including clearer statutory definitions, better enforcement mechanisms,
and specialized adjudication forums to support India's evolving digital economy.

1. Introduction

Electronic contracts have become an essential part of commercial transactions globally. These contracts,
executed via electronic means such as emails, websites, and digital platforms, offer efficiency and
convenience. However, they also present novel legal challenges that traditional contract laws did not
anticipate. The rapid digitization of commerce in India calls for an in-depth analysis of how Indian laws
accommodate these technological shifts.

2. Legal Framework Governing E-Contracts in India
2.1 The Indian Contract Act, 1872

E-contracts are governed by the foundational principles of offer, acceptance, consideration, and intention to create
legal relations as laid down in the Indian Contract Act. Although the Act does not explicitly define or regulate e-
contracts, courts have interpreted its provisions to apply to digital agreements.

2.2 The Information Technology Act, 2000

This Act provides legal recognition to electronic records and digital signatures. Section 10A validates
contracts formed through electronic means, provided they fulfill the essentials of a valid contract. The Act also
recognizes electronic signatures under Sections 3 and 3A, facilitating authentication in digital transactions.
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2.3 Indian Evidence Act, 1872

The 2000 amendment to the Evidence Act allows electronic records as admissible evidence, crucial for the
enforceability of e-contracts.

2.4 Jurisdiction and Procedural Laws

The Code of Civil Procedure, 1908, applies to disputes arising from e-contracts. However, determining
jurisdiction, especially in cross-border contracts, remains complex.

3. Key Legal Challenges in E-Contracts
3.1 Consent and Offer-Acceptance Mechanisms

Consent in digital contracts can be problematic. Click-wrap and browse-wrap agreements often do not involve
explicit negotiation, raising concerns about informed consent and coercion.

3.2 Identity Verification and Authentication

Determining the identity of contracting parties is more difficult online. Although digital signatures are legally
valid, their adoption remains limited, and misuse is possible.

3.3 Jurisdictional Issues

With e-contracts, especially in B2C transactions, it becomes difficult to determine the place of contract
formation and the applicable jurisdiction. Courts often rely on the location of servers or the residence of the
consumer.

3.4 Data Privacy and Security

India currently lacks a comprehensive data protection law. The Personal Data Protection Bill is still pending,
leaving e-contracts vulnerable to data breaches and misuse.

3.5 Standard Form Contracts and Consumer Rights

Many e-contracts are presented as standard forms, offering no room for negotiation. This disproportionately
affects consumers, raising concerns about unfair trade practices and the lack of redress mechanisms.

4. Comparative Legal Analysis

4.1 UNCITRAL Model Law on E-Commerce (1996)

India’s IT Act is based on this model law, which provides a broad framework for electronic transactions.
However, India has not fully adopted all provisions, particularly those related to interoperability and cross- border
enforcement.

[JCRT2507800 International Journal of Creative Research Thoughts (IJCRT) wwwe.ijcrt.org \ g937


http://www.ijcrt.org/

www.ijcrt.org © 2025 IJCRT | Volume 13, Issue 7 July 2025 | ISSN: 2320-2882

4.2 United States

The Uniform Electronic Transactions Act (UETA) and Electronic Signatures in Global and National Commerce
Act (E-SIGN) provide robust support for digital contracts, emphasizing party autonomy and evidentiary
standards.

4.3 United Kingdom

The UK follows the Electronic Communications Act, 2000, and EU directives, ensuring a higher degree of
consumer protection and legal certainty in electronic transactions.

5. Gaps in the Indian Legal Framework

- Lack of specific legislation dealing solely with e-contracts

- Limited judicial precedents on digital consent and fraud

- Absence of uniform regulations for online dispute resolution

- Outdated procedural laws that do not address cross-border complexities

6. Recommendations

- Enactment of a dedicated law for electronic contracts

- Wider implementation and standardization of digital signatures
. Establishment of e-commerce dispute resolution tribunals

- Fast-tracking the Personal Data Protection Bill

- Mandatory guidelines for standard form e-contracts

7. Conclusion

India’s legal framework for electronic commercial contracts is evolving but remains insufficient in several
critical areas. As digital commerce continues to expand, so must the legal infrastructure that supports it.
Legislative reforms, judicial activism, and technological integration are essential to make e-contracts more
robust, secure, and fair.

References

1. Information Technology Act, 2000
2. Indian Contract Act, 1872

3. Indian Evidence Act, 1872
4
5

. UNCITRAL Model Law on Electronic Commerce, 1996
. Uniform Electronic Transactions Act (UETA), USA
6. Electronic Communications Act, 2000 (UK)
7. Duggal, P., Cyber Law: The Indian Perspective, Universal Law Publishing
8. Ahmed, F., Cyber Law in India, New Era Law Publications
9. Seth, K., Computers, Internet and New Technology Laws, LexisNexis
10. Becher, S.I. & Zarsky, T.Z., “Contracting in the Age of Online User Participation”, Mich. Telecomm. Tech.
L. Rev.

[JCRT2507800 International Journal of Creative Research Thoughts (IJCRT) wwwe.ijcrt.org \ 0938


http://www.ijcrt.org/

