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Abstract:  A Bitcoin transaction is a transfer of value between Bitcoin wallets. It involves the sender’s digital 
signature, timestamp, transaction hash, recipient’s address and the amount being transferred. These 
transactions are recorded on the blockchain, a decentralized and public ledger, ensuring transparency and 
security in the Bitcoin network. TOR exit node, on the other hand, is the final point in the TOR network (a 
decentralized network used for anonymous communication) through which encrypted traffic exits to reach its 
destination. As cryptocurrencies are being increasingly used facilitate illicit transactions, growing need 
monitor such transactions has risen. The use of the TOR exit node to monitor and investigate illicit Bitcoin 
users has been discussed in this paper. 

 

 

Index Terms - Bitcoin transaction analysis, Tor exit node, traffic sniffing, Bitcoin address extraction, script 

field analysis, clustering algorithms, darkweb investigations, llicit cryptocurrency activity, law enforcement 

tools.  

I. INTRODUCTION 

 

Privacy and anonymity on the Internet are more important than ever. To address this, numerous methods are 

being implemented to enhance consumers’ anonymity whether transacting online or viewing the web. The 

Tor anonymity network and decentralized cryptocurrency are the most well-known examples of these 

solutions. The Bitcoin network [2], which enables users to conduct online transactions ”pseudonymously,” is 

one of the early examples. More than 100,000 merchants globally accept Bitcoin payments as a result of its 

popularity [1]. The alleged anonymity of Bitcoin is one of the factors contributing to its appeal as bitcoin is 

the most popular choice for accepting donations or selling illegal things [4]. With millions of daily active 

users, the most popular anonymous communication network is Tor [5] [6].Regulators and law enforcement 

agencies, however, have also encountered challenges because, as Tor and Bitcoin are the essential elements 

required to accomplish anonymous online transactions with complete operational security [7]. 

Bitcoin is the most widely used digital currency on the Dark Web [8], and many users continue to choose to 

use it despite the several studies [9, 10, 11] that have shown that transactions are not as anonymous as 

previously believed. As shown by Biryukov et al. [3], users utilising Bitcoin over anonymity networks such 

as Tor are nevertheless vulnerable to deanonymization and man-in-the-middle attacks at the network level. 

The blockchain provides transparency and immutability. It is a public ledger that documents Bitcoin 

transactions. All transactions have timestamps, transaction amounts, and sender and receiver addresses. 

Pseudonymous addresses mean that these addresses are not associated with any one user’s identity. By sending 

Bitcoin-related traffic via the Tor network, this level of anonymity can be further strengthened. 

Tor (The Onion Router), a decentralised anonymization network, uses a multi-layered encryption scheme. 

It is difficult to determine the source and destination of communication since it is routed through a network 

http://www.ijcrt.org/


www.ijcrt.org                                                                © 2024 IJCRT | Volume 12, Issue 5 May 2024 | ISSN: 2320-2882 

IJCRT24A5753 International Journal of Creative Research Thoughts (IJCRT) www.ijcrt.org p502 
 

of volunteer-run relays. Tor’s anonymity makes it a popular choice for both lawabiding users seeking 

online privacy and those who use the dark web for illicit purposes. 

The potential for cryptocurrencies to be used improperly for illegal transactions necessitates the 

development of investigative methods to locate and follow criminal actors. This research study explores 

the feasibility of employing Tor exit node traffic analysis in conjunction with clustering algorithms to 

identify the individuals involved in questionable Bitcoin transactions. By strategically locating an exit 

node, we may collect traffic from the anonymous Bitcoin network. We extract relevant data from 

transaction packets by using this traffic analysis, with a focus on port 8333, which is commonly used for 

Bitcoin connection. This data, in particular the sender and recipient BTC addresses encoded in the packets’ 

script field, can yield investigative leads. 

With further investigation and commonly available clustering methods, these retrieved addresses can be 

categorised according to transaction patterns[11]. Through linkages between transactions that don’t seem 

related at first, this clustering may help identify the persons involved in illicit conduct. We aim to use this 

innovative approach to assist law enforcement and regulatory bodies tasked with combating unlawful 

activity made possible by Bitcoin and the dark web with useful information. 

This study delves into the technical aspects of setting up a managed Tor exit node setup, analysing Bitcoin 

traffic using Wireshark, extracting Bitcoin addresses from transaction packets, and using publically 

accessible clustering techniques. We share our findings about this approach’s effectiveness in identifying 

suspicious entities and talk about potential drawbacks and future research prospects. With this analysis, 

we hope to bridge the gap that exists between the anonymity offered by cryptocurrencies and the need for 

proactive research in the fight against cybercrime. 

II. BACKGROUND 

The essential background information about Tor and Bitcoin is now discussed:. 

A. Bitcoin 

The Bitcoin [2] decentralised digital cryptocurrency system eliminates the need for a central bank to regulate 

money transfers. The Bitcoin network is maintained by a peer-topeer (P2P) network of miners that verify 

transactions in a decentralised, trustless manner.Over 100,000 retailers throughout the world accept Bitcoin 

due to its widespread adoption [1]. One of the key selling aspects of bitcoin is that it is purportedly anonymous. 

By employing pseudonyms as transaction addresses in Bitcoin, users can hide their true identities. A Bitcoin 

address is a 160-bit address produced by a digital signature technique. Within a person’s wallet are their 

private and public keys. Transaction inputs are signed using private keys to establish ownership. 

B. Tor and Tor Exit Nodes 

TOR network is used for anonymous communication, which routes internet traffic over a decentralized 

network of relay nodes. Tor [5] is the most widely used anonymous communication network. The origin and 

destination of communications are anonymous, making it challenging to follow user online activities. To 

creates a circuit to reach its destination, Tor goes via several relay nodes . Only the address of the subsequent 

relay in the circuit is known after each relay decrypts its layer of encryption. This procedure ensures that the 

source and destination IP addresses stay anonymous, providing users with a certain level of anonymity. 

The point where traffic leaves the Tor network and enters into the open internet is known as a Tor exit node. 

When a website is accessed, the IP address of exit node is visible as the source IP address to the website and 

real IP is not known. This increases user privacy, but this also has few drawbacks. As the last point of Tor 

communication, the exit node may be used to track the content of the traffic that is not encrypted when it exits 

the Tor network. Because of this vulnerability, using Tor exit nodes should be done with extreme caution, 

especially while engaging in sensitive operations. It should be noted that exit nodes can be exploited by bad 

actors to carry out illicit activities, hence it should be used cautiously. 

III. LITERATURE REVIEW 

Because of their increasing popularity, cryptocurrencies like Bitcoin have been the subject of much research 

into their technological and economic implications [9,10,11,12,13]. It is imperative to conduct study on the 

potential illicit use of Bitcoin on the dark web. This research gap necessitates looking into ways to identify 

and monitor people involved in such transactions because of the intrinsic anonymity of Bitcoin and the 

obfuscation offered by anonymization networks like Tor. 
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This overview of the literature expands on the work that has already been done on Bitcoin transaction 

analysis, Tor network traffic analysis, and the use of clustering techniques to anomaly identification in 

cryptocurrency transactions. Critical analysis of these study areas will hopefully yield a framework for 

our suggested methodology as well as an understanding of the benefits and drawbacks of the current 

methodologies. We will discuss how current research contributes to our understanding of the anonymity 

of Bitcoin transactions, the difficulties in searching through Tor network traffic for activity related to 

Bitcoin, and how well clustering algorithms work to spot patterns that point to illegal activity within the 

Bitcoin ecosystem. This review will provide a comprehensive understanding of the current state of affairs 

and pave the way for the development of a state-of-the-art investigative approach that allows for the 

identification of actors in dubious Bitcoin transactions through the use of traffic analysis from Tor exit 

nodes. We will examine a number of important research studies that tackle these important topics in the 

sections that follow. We will examine their research design, results, and constraints in order to obtain 

important information that will guide the creation of our suggested strategy. This paper will contribute to 

the progress of our knowledge on the topic and provide a new perspective on the examination of BTC 

transactions and the research of criminal activities. Researchers examining activity inside the Bitcoin 

ecosystem are finding that network traffic analysis is a valuable tool. Packet sniffing tools like Wireshark 

are effective tools for recording and analysing Bitcoin network behaviour, as demonstrated by Turner and 

Irwin (2017) [24]. Through the use of this technique, anyone can spot patterns associated with Bitcoin 

addresses and transactions, potentially leading to the discovery of signs of dubious financial activities. 

Shirazi et al. (2015)[25] examined how Tor, a well-known anonymity network with over 2 million daily 

users, is crucial for safeguarding online privacy. In order to create privacyenhancing solutions like Tor, 

extensive experimentation is required to evaluate the effects of software modifications, test attacks, and 

analyze network data. Numerous methods have been developed in response to the risks and limitations of 

conducting research on the active Tor network, such as simulation, emulation, and small-scale private Tor 

networks. 

Tor experimentation heavily relies on simulation and emulation, which allow researchers to test and model 

various scenarios without affecting the live network. Through the use of simulation tools such as Shadow, 

TorPS, and COGS, researchers can examine the security and functionality of the Tor network in a 

controlled setting. These simulators are a useful substitute for real network testing, allowing researchers 

to investigate a range of topics pertaining to the anonymity and functionality of Tor. Comparing various 

Tor experimental tools is difficult due to Tor’s distinctive features as an anonymity network, particularly 

when network simulation is taken into consideration. It is particularly challenging to assess simulation 

tools since accurate statistics on user activity and traffic patterns on the operational Tor network are 

lacking. Despite these challenges, researchers can choose the tool that best suits their specific research 

needs by consulting an extensive overview of simulation approaches and Tor experimentation tools. 

Evaluating simulation tools becomes more challenging when trustworthy statistics on user activity and 

traffic patterns on the real Tor network are not available. Despite these obstacles, researchers can consult 

a thorough overview of simulation methodologies and Tor experimentation tools to determine which tool 

is best fit for their particular study requirements. Since reliable statistics on user activity and traffic 

patterns on the real Tor network are unavailable, assessing simulation tools becomes more difficult. 

Despite these difficulties, researchers can choose the best tool depending on the needs of their particular 

study by checking an extensive list of Tor experimental tools and simulation techniques. The assessment 

of simulation tools is made more difficult by the absence of precise statistics on user behavior and traffic 

patterns in the active Tor network. Despite these difficulties, researchers can choose the best tool for their 

particular research needs with the help of a thorough overview of simulation techniques and tools used 

for Tor experimentation. 

Harlev et al. (2018) [26] proposed a method for reducing anonymity on the Blockchain with the use of 

supervised machine learning techniques. This study predicts the category of unknown clusters with an 

accuracy of 77% and an F1score of roughly 0.75 using the Gradient Boosting Classifier. It also disproves the 

common belief that Bitcoin transactions are extremely anonymous. A unique method for enhancing 

transparency and understanding the transaction structure of the cryptocurrency ecosystem is the de-

anonymization of the Bitcoin Blockchain via the application of Supervised Machine Learning. [26] claims 

that advanced classification techniques can be applied to Blockchain data to uncover crucial details about the 

transactions and the involved parties . 
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It is essential to comprehend transaction patterns in order to analyze trends in Bitcoin usage. Vlahavas et 

al.(2024) [27] use unsupervised clustering analysis to explore this area. Their investigation looks into: 

• Transaction Network Analysis: The study explores hidden patterns and behaviors within Bitcoin 

transactions by examining the blockchain as a network. 

• Clustering Techniques: Algorithms for clustering and dimensionality reduction are used to group 

transactions with comparable attributes. This approach provides insights into user behavior and 

evolving patterns of cryptocurrency usage. 

For increased accuracy and assessment of unsupervised clustering algorithms, the authors recommend more 
research into supervised machine learning techniques. 

Deanonymizing Bitcoin transactions can also be accomplished by analysing network traffic. To accomplish 

this, Tian et al. (2022) [28] present a unique method termed NTSSL, which makes advantage of semi-

supervised learning. This method uses the following strategies to get over the limitations of traditional 

unsupervised approaches: 

• Improved Performance: NTSSL achieves higher accuracy with less resource needs when compared to 

unsupervised techniques. 

• Transaction Clustering: The technique employs transaction clustering to further boost the effectiveness 

of deanonymization of actor by grouping transactions originating from the same Bitcoin node. 

IV. METHODOLOGY 

This strategy discusses a research methodology that utilizes Tor network environment and evaluate 

potential methods for identifying illicit actors involved in the bitcoin ecosystem operating on dark web. 

This strategy may be divided into eight stages( see Fig. 1) 

 

Fig. 1. Stages of this Methodology 

 

1. Tor Network Exit Node or Simulation Setup : We can setup Tor Exit Node on a Linux machine by 
installing tor, using the ”apt install tor” command, or we can make use of a regulated and authorized Tor 
network simulation environment[36,37]. After installation, the tor configuration file is modified allow port 
8333 traffic to flow through it, a detailed TOR exit node setup process is discussed here[44]. We can use 
generate this data pragmatically or extract data from port 8333 traffic from Exit Node. 

2. Traffic capture and preprocessing: Capture Tool: To record traffic passing via the specified exit node 

in your exit node/simulated environment, use a network traffic capture tool such as wireshark[38]. Data 

Filtering: Specifically target port 8333, which is frequently used for Bitcoin connections, by filtering the 

traffic that has been captured. 

3. Transaction packet extraction and analysis: Packet identification is the process of extracting pertinent 

Bitcoin transaction packets from the traffic data collected. Applications like [35] or any other custom scripts 

could be useful to parse the packets and obtain sender and recipient bitcoin addresses, IP addresses, etc. 

4. Public Blockchain Data Integration: Public Blockchain Access: Use public blockchain explorers with 

APIs (such as [39,40]) to access historical Bitcoin transaction data. Address Enrichment: To query the public 

blockchain data, use the anonymized addresses that you retrieved from your traffic data. This could entail 

comparing addresses or transaction hashes. 
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5. Clustering and Analysis: Clustering Techniques: Group addresses with comparable transactions from 

public blockchain data by using clustering algorithms (e.g., as discussed in the literature review) or public 

algorithms(like [34]) . After generating cluster of target user, check for open source intelligence or publicly 

available information( like [41,42,43]) and if it matches with any of the given cluster addresses, then we can 

say we have identified the actor operating on dark web. 

V. RESULTS 

The results of our study on identifying illegal actors with publicly accessible blockchain data and Tor network 

are shown in this section. The approach concentrated on recording Bitcoin traffic on a specified exit node(see 

Fig. 2) in a regulated Tor network setting. 

 

Fig. 2. Tor Exit Node 

 

Traffic capture and address extraction: 

With Wireshark, we were able to successfully record Bitcoin traffic(Fig. 3) on port 8333 in the Tor network 

environment that was under control. We were able to extract transaction packets (tx packets) from the traffic 

that was recorded by using the proper tools. Then, we were able to extract the sender and recipient addresses 

for the anonymized Bitcoin by examining the script field in these transmitted packets. This proves that 

pertinent Bitcoin transaction data can be obtained and extracted from Tor network traffic.(Fig. 4) 

 

Fig. 3. Bitcoin Traffic Capture on Port 8333 

 

 

Fig. 4. Bitcoin address extracted from sample traffic 
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Cluster Analysis : 

We looked into using different clustering programs that are available to the public and can be accessed on 

websites like GitHub and found results for few extracted addresses(see Fig. 5,6). However, within the 

scope of this study, a thorough assessment of clustering efficacy for detecting illicit actors was not feasible 

due to the limited data. 

 

Fig. 5. Correlation of extracted bitcoin traffic with open source information 

 

Fig. 6. More cluster addresses were found 

All things considered, the outcomes validate the ability to record and retrieve Bitcoin address data from Tor 

network traffic and correlate the retrieved BTC address with open source information to identify the entity. 

To assess the efficacy of this strategy in identifying criminal actors within the cryptocurrency ecosystem, 

more study using real-world is required. 

VI. CONCLUSION 

This study investigated the possibility to identify the people who were involved in questionable Bitcoin 

transactions on dark web by using clustering techniques in combination with traffic analysis from Tor exit 

nodes.This technique includes capturing of bitcoin traffic on TOR exit node, bitcoin address extraction from 

the captured traffic and identification of involved actor using clustering techniques. We showed how this 

method could yield useful leads for investigations by carefully setting up a Tor exit node, recording Bitcoin 

traffic, and extracting related data from transaction packets(see Flowchart Fig. 7).The extracted bitcoin 

addresses after clustering, if found to be belonging to a threat actor, this shows the possibility of de-anonymize 

bitcoin user operating on Tor network. Through concentrating on port 8333 and obtaining bitcoin addresses 

from transaction packets, we managed to obtain essential information for additional examination. By grouping 

these addresses according to transaction patterns, easily accessible clustering algorithms helped identify 

relationships between seemingly unrelated bitcoin addresses. Regulatory and law enforcement organizations 

may find this capacity to link potentially suspicious bitcoin addresses to one another. 

Notwithstanding these drawbacks, the study provides a useful avenue for further research on Bitcoin 

transactions and dark web activities. This strategy may narrow the gap between the anonymity offered by 

cryptocurrencies on the dark web and the need for proactive investigation in the fight against cybercrime. 

With more research and enhancements, law enforcement agencies may find considerable success using this 

tactic in the battle against illicit activity. 
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VII. LIMITATIONS AND CHALLENGES 

It is imperative to recognise the constraints of this methodology. The quantity and quality of the extracted data 
have a significant impact on how well clustering algorithms performs. Setting up a reliable and secure TOR 
exit node requires technical expertise and caution. It is advised to set up the TOR exit node on a VPS server 
and not on our personal computers as it exposes your IP to the internet. Another limitation of this study is that, 
it is done using a single TOR exit node and in real world scenario thousands of exit nodes would be required 
to run which involves cost and human resources. Moreover, after the clustering step we may find the address 
could belong to a legit crypto user, crypto service or unidentified crypto address as well. Also, capturing 
hundred percent bitcoin traffic flowing through the TOR network is a big challenge. To evaluate the potential 
of this technique to identifying illegal actors on darkweb using bitcoin for transactions, more real world 
implementations are required. 

 

Fig. 7. Methodology Flowchart 
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