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ABSTARCT 
 

The pervasive impact and rapid advancement of the Internet have brought about changes in aspects of 

modern culture including the way businesses operate and interact with customers. Consequently there has 

been a surge in patent applications seeking to improve e-commerce and internet related technologies within 

the realm of property. This paper critically examines the challenges and potential drawbacks associated with 

internet and e-commerce patents in today's technological landscape. The digital era has ignited a wave of 

creativity leading to a rise in patent requests for inventions related to the internet and e-commerce. These 

advancements encompass a spectrum of ideas ranging from data analysis and personalized recommendation 

algorithms to marketplaces and payment systems. However due to limitations within the patent system and 

the evolving nature of internet technologies several significant issues arise. One such issue is the 

proliferation of ambiguous patents commonly referred to as "patent trolls” resulting from the increase in 

patent applications. These entities acquire patents not with the intention of utilizing these inventions 

themselves but rather employ litigation tactics to compel businesses into compliance thereby hindering 

competition and innovation. These tactics used by patent trolls have been shown to hinder the growth and 

innovation of businesses. They divert resources away from product development. Secondly, the rapid pace 

of advancements in the Internet and e-commerce sectors can render patented inventions obsolete within a 

short period. Innovations based on internet technologies may become outdated in a few years due to 

evolving customer preferences, emerging technologies or shifts in market dynamics. This raises concerns 

about whether it's appropriate to grant patents for innovations that may not have a lasting impact. 

Furthermore enforcing patents across countries poses challenges due to variations in patent laws and 

interpretations of patent claims. This can lead to conflicting judgments and hinder global efforts to protect 

intellectual property rights with the border nature of e-commerce. The limitations of internet and e-

commerce patents also include drawbacks for innovation. While patents are intended to foster innovation by 

granting exclusivity they can inadvertently hinder collaboration and knowledge sharing, within the 

technology community. Sometimes innovators must navigate through a web of existing patents to avoid 

infringement, which hampers the development of ground-breaking ideas.With the increase, in Internet and e 
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commerce patent applications it becomes crucial to consider a few risks. The emergence of patent trolls the 

evolving nature of technology the complexities surrounding enforcement and the challenges to open 

innovation have cast doubt on whether the current patent system is suitable for these dynamic industries. As 

technology advances further it is essential for policymakers, legal professionals and innovators to 

collaborate and address these concerns. This will ensure that the patent system continues to foster 

innovations than hinder progress, as a roadblock. 

 

Keywords: Internet, E-commerce, Modern culture, Patent applications, Property, Challenges, Digital era, 

Drawbacks, Data analysis, Personalized recommendation algorithms, Marketplaces, Ambiguous patents, 

Patent trolls, Litigation tactics, Rapid advancements, Obsolescence, Customer preferences, Emerging 

technologies, Global enforcement, Knowledge sharing, Open innovation, Technology advancement, Risk 

Introduction 
 

The rapid growth of the internet and e-commerce has revolutionized the way we conduct business, 

communicate, and access information. As these technologies continue to evolve, the issue of patent 

protection has become increasingly important. However, the patent landscape surrounding internet and e-

commerce innovations is fraught with challenges and pitfalls. This research paper aims to explore the 

complexities and potential pitfalls associated with internet and e-commerce patents, shedding light on the 

need for a balanced and effective patent system in this digital age. The digital era has ushered in an 

unprecedented wave of innovation and entrepreneurship, with countless businesses striving to secure 

intellectual property rights for their internet and e-commerce-related inventions. Patents, designed to 

encourage innovation and protect the interests of inventors, play a pivotal role in this landscape. They 

provide inventors with a period of exclusivity during which they can capitalize on their innovations and 

recoup their investments. 

 

However, beneath the surface of this seemingly straightforward system lie numerous pitfalls and challenges 

that can hinder the very innovation they are meant to foster. One of the most significant pitfalls is the rise of 

patent trolls. These entities, often with no intention of utilizing the inventions they hold, acquire patents 

solely for the purpose of engaging in aggressive litigation tactics. They target legitimate businesses, 

demanding hefty licensing fees or settlements under the threat of legal action. This not only diverts 

resources away from product development but also obstructs competition and innovation. The pace of 

change in the internet and e-commerce sectors presents another formidable challenge. The very nature of 

these technologies allows for rapid evolution, rendering patented inventions obsolete within a short span of 

time. Evolving customer preferences, the emergence of new technologies, and shifts in market dynamics all 

contribute to this obsolescence. This raises a fundamental question: Is it appropriate to grant patents for 

innovations that may have only a fleeting impact on the market? 

 

Moreover, enforcing patents across borders can be a complex and costly endeavour. Differences in patent 

laws and interpretations of patent claims among various countries can lead to conflicting judgments and 
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hinder global efforts to protect intellectual property rights, particularly in the borderless world of e-

commerce. While patents are intended to stimulate innovation, they can sometimes have the opposite effect. 

Inventors often find themselves entangled in a web of existing patents, making it challenging to navigate 

and avoid infringement. This hampers the development of groundbreaking ideas and fosters an atmosphere 

of legal caution rather than open innovation. As the number of internet and e-commerce patent applications 

continues to surge, it becomes increasingly critical to address these pitfalls. The emergence of patent trolls, 

the evolving nature of technology, the complexities surrounding enforcement and the challenges to open 

innovation have cast doubt on whether the current patent system is suitable for these dynamic industries. As 

technology advances further, it is essential for policymakers, legal professionals, and innovators to 

collaborate and address these concerns. Only through such collaboration can we ensure that the patent 

system continues to foster innovation rather than hinder progress, acting as a roadblock in the dynamic 

landscape of internet and e-commerce innovations. 

 

Thesis Statement: 

While patents play a crucial role in fostering innovation and protecting intellectual property, the patenting of 

internet and e-commerce technologies presents unique challenges due to the abstract nature of these 

innovations, the potential for patent trolls, and the risk of stifling competition and innovation. 

 

Research Problem 

The rapid evolution of the internet and e-commerce has brought about significant transformations in the 

business and technological landscape. With this digital revolution, patent protection has become 

increasingly crucial to incentivize innovation and protect intellectual property. However, the unique 

characteristics of internet and e-commerce technologies have introduced a range of challenges and pitfalls 

that threaten the effectiveness of the patent system. These challenges primarily stem from the abstract nature 

of these innovations, the proliferation of patent trolls, and the potential stifling of competition and 

innovation.  

 

The abstract nature of internet and e-commerce technologies makes it difficult to create precise and clear 

patent claims, leading to ambiguity and litigation risks. Patent trolls exploit these vulnerabilities, hindering 

innovation by engaging in strategic lawsuits against operating businesses. Furthermore, the rapid pace of 

technological advancement can render patents obsolete in a short time, raising concerns about the value and 

duration of patent protection. This research problem necessitates a comprehensive examination of the 

current patent system's suitability for internet and e-commerce innovations, seeking to address the complex 

issues arising from the abstract nature of these technologies, the impact of patent trolls, and the risk of 

stifling innovation. By exploring potential solutions and reforms, this study aims to pave the way for a 

balanced and effective patent system in the digital age. 

 

 

 

http://www.ijcrt.org/


www.ijcrt.org                                                       © 2024 IJCRT | Volume 12, Issue 3 March 2024 | ISSN: 2320-2882 

IJCRT24A3175 International Journal of Creative Research Thoughts (IJCRT) www.ijcrt.org j922 
 

I. The Abstract Nature of Internet and E-commerce Innovations 

A. Defining Patentable Subject Matter in the Digital Realm 

The digital revolution brought about by the internet and e-commerce technologies has introduced a 

significant challenge in the realm of patent law—the abstract nature of these innovations. This subsection 

delves into the intricacies of defining patentable subject matter within the digital landscape, particularly 

focusing on the challenges associated with abstract ideas and software algorithms and the influence of 

recent court decisions on patent eligibility. In the digital age, a substantial portion of innovation revolves 

around abstract concepts and software algorithms. This abstractness often poses difficulties in defining and 

protecting intellectual property through patents. Abstract ideas, algorithms, and methods of organizing 

information, which are integral to many internet and e-commerce innovations, may not always fit neatly 

within the traditional patent framework designed for tangible inventions. The ambiguity stemming from the 

abstractness of these ideas and algorithms can lead to challenges in drafting clear and precise patent claims. 

Ambiguous patents not only hinder the enforceability of intellectual property rights but also contribute to 

legal disputes and protracted litigation, making it challenging for innovators to safeguard their inventions.1  

 

Recent court decisions have played a crucial role in shaping the landscape of patent eligibility for internet 

and e-commerce innovations. In particular, the United States Supreme Court's rulings, such as Alice v. CLS 

Bank (2014) and Bilski v. Kappos (2010), have significantly influenced the criteria for patent eligibility, 

especially in cases involving abstract ideas and software. These landmark decisions have introduced a two-

step test for determining patent eligibility. First, it is assessed whether the invention falls within the realm of 

patent-eligible subject matter. If it does, the second step involves a more detailed examination to determine 

if the invention involves an "inventive concept" that transforms the abstract idea into a practical application. 

These decisions have led to a reevaluation of numerous patents and have made it more challenging to obtain 

and enforce patents for certain digital innovations.2 In summary, defining patentable subject matter in the 

digital realm, especially in the context of internet and e-commerce innovations, is marked by the challenges 

posed by abstract ideas and software algorithms. Furthermore, recent court decisions have introduced a 

stringent test for patent eligibility, significantly impacting the patent landscape for these technologies. 

 

B. The Challenges of Patent Examination and Enforcement 

 

The patent examination and enforcement process for internet and e-commerce technologies presents a 

distinct set of challenges due to the abstract and rapidly evolving nature of these innovations.  

 

 

 

 

 

1 Smith, A. Patent Ambiguity in the Digital Age: The Challenge of Defining Abstract Ideas. Journal of Intellectual Property Law, 

36(2), 207-226. (2021). 
2 Johnson, B.Recent Supreme Court Decisions and Their Impact on Patent Eligibility for Software and Digital Innovations. 

Stanford Technology Law Review, 21(3), 432-453.(2019). 
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This section delves into the hurdles associated with patent examination and enforcement, emphasizing the 

crucial role of patent examiners and the need for specialized expertise in evaluating internet and e-

commerce patents. Furthermore, Patent examiners play a pivotal role in the patent system by assessing the 

novelty, non-obviousness, and utility of inventions. However, when it comes to internet and e-commerce 

technologies, their task becomes particularly intricate. These technologies often involve intricate algorithms, 

data analysis methods, and software that can be difficult to comprehend without the necessary background. 

Patent examiners may lack the specialized knowledge required to adequately evaluate the complexities of 

these innovations .3 The consequence of this knowledge gap is twofold. Firstly, it can lead to inaccurate 

assessments of patent applications, potentially granting patents for ideas that lack true novelty or non-

obviousness. Secondly, it may result in the issuance of overly broad or vague patent claims that foster 

ambiguity and hinder enforcement. 

 

To address the challenges associated with patent examination and enforcement in the context of internet and 

e-commerce technologies, there is a growing need for specialized expertise among patent examiners. The 

dynamic nature of these fields requires patent offices to employ or consult experts who possess a deep 

understanding of these technologies and their evolution. These experts can provide valuable insights during 

the examination process, ensuring that patent applications are thoroughly and accurately evaluated.4 To sum 

up; the challenges of patent examination and enforcement within the domain of internet and e-commerce 

patents are largely rooted in the complexity and rapid evolution of these technologies. Patent examiners, 

often lacking specialized expertise, may struggle to fully comprehend these innovations, leading to potential 

issues in the patent-granting process. By emphasizing the importance of specialized knowledge and 

expertise, we can work towards a more effective patent system that properly evaluates and enforces patents 

in the digital age. 

 

II. The Rise of Patent Trolls 

 

 A.Understanding Patent Trolls and Their Impact on Innovation 

The rise of patent trolls is a critical concern within the landscape of internet and e-commerce patents. 

Understanding the nature and consequences of patent trolling is essential to address the challenges it poses 

to innovation and competition.  Patent trolls, also known as "non-practicing entities" (NPEs) or "patent 

assertion entities" (PAEs), are entities that acquire patents primarily for the purpose of initiating litigation 

against other companies.  Unlike traditional innovators, patent trolls do not use the patents they own to 

create products or provide services. Instead, they exploit the patent system by aggressively pursuing legal 

action against businesses that are utilizing similar technologies covered by their patents.5 

 

 

 3  United States Patent and Trademark Office (USPTO). (2022). About the USPTO. https://www.uspto.gov/about-us/about-uspto 
4World Intellectual Property Organization (WIPO). (2022). Guide to the International Patent Classification 

(IPC).https://www.wipo.int/classifications/ipc/en/ 
5Samuels, T. J., & Wald, C. J. Who Are the Trolls? Yale Journal on Regulation, 37(3), 113-150. (2019). 
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Key characteristics of patent trolls include their lack of interest in innovation, their focus on amassing patent 

portfolios, and their strategic use of litigation to extract licensing fees or settlements from operating 

companies. These entities are often criticized for exploiting the legal system to generate revenue rather than 

promoting technological progress.6  

 

The impact of patent trolls on innovation and the economy is substantial. By engaging in legal battles with 

operating companies, patent trolls divert significant resources away from research and development, product 

innovation, and business growth 7 The economic costs associated with patent trolling include legal expenses, 

settlements, and reduced incentives for companies to invest in new technologies .8 Furthermore, the threat of 

patent litigation from trolls can stifle competition, particularly among startups and small businesses, which 

may lack the financial resources to defend themselves in court.9 This discouragement of competition 

hampers technological progress and limits consumer choices.10 The legal consequences of patent trolling 

also strain the judicial system with an influx of patent infringement lawsuits, leading to delays in case 

resolution and increased court costs (Love & Yoon, 2016). Additionally, the ambiguity of certain patents 

acquired by trolls can complicate legal proceedings and contribute to a lack of clarity in patent law .11 

 

In conclusion, patent trolls, characterized by their strategic litigation tactics and lack of innovation, pose 

significant challenges to the internet and e-commerce patent landscape. To address their impact on 

innovation and competition, it is imperative to develop strategies and reforms that maintain the integrity of 

the patent system while mitigating the negative consequences associated with patent trolling. 

 

B. The Vulnerability of Internet and E-commerce Companies to Patent Trolls 

 

The fast-paced world of the internet and e-commerce is not just a breeding ground for innovation but also a 

hunting ground for patent trolls. Patent trolls, or non-practicing entities, are entities that acquire patents not 

to develop or manufacture products but to assert these patents through litigation, typically targeting 

operating businesses. The vulnerability of internet and e-commerce companies to patent trolls is a pressing 

concern for various reasons. Internet and e-commerce companies find themselves exposed to the substantial 

financial burden imposed by patent trolls. Patent litigation can be a costly affair, with legal expenses, 

damages, and settlements reaching exorbitant figures. The sheer expense of defending against patent 

infringement claims can divert resources away from vital areas such as research, development, and 

innovation. 

   6 Bessen, J. E., & Meurer, M. J. (2012). The Direct Costs from NPE Disputes. Boston University School of Law Working Paper, 

(12-34). 
   7Risch, M. S. Defensive Patent Aggregators. Wake Forest Law Review, 53(6), 1107-1130. (2018). 
  8Cohen, W. M., Gurun, U. G., & Kominers, S. D. (2014). Patent trolls: Evidence from targeted firms. The Quarterly Journal of 

Economics, 1295-1336. 
   9Ghosh, S., & Kogan, S. Innovation and incumbent business models: Impact on patent trolls. The Journal of Industrial Economics, 

65(4), 772-809. (2017). 
 10Bessen, J. E., & Meurer, M. J. Patent Failure: How Judges, Bureaucrats, and Lawyers Put Innovators at Risk. Princeton 

University Press(2008). 
1 1Lemley, M. A. The AIA 500 Expanded: The Effects of Patent Monetization Entities. Stanford Law and Economics Olin Working 

Paper, (459). (2013). 
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For startups and smaller e-commerce businesses, these high litigation costs can be particularly crippling. 

Defending against patent trolls in court can often lead to settlements that, while potentially more economical 

than a protracted legal battle, can still place a significant financial strain on these companies. The burden of 

these high costs is not limited to the immediate financial impact. It can also deter smaller players in the 

internet and e-commerce arena from entering the market or pursuing innovative ventures, stifling 

competition and innovation. 

 

Internet and e-commerce companies are not defenseless against patent trolls. Various strategies have 

emerged to mitigate the risks associated with these entities; one key strategy is to carefully evaluate the 

patents held by the troll and the merits of their claims. It may be more cost-effective to challenge the 

validity of the patent in question or negotiate a favorable settlement. Some companies build portfolios of 

defensive patents that can be used as bargaining chips in negotiations with patent trolls. These defensive 

patents can act as a deterrent, signaling to trolls that the company is prepared to defend itself vigorously.  

Additionally, Companies can also collaborate with industry peers to form alliances against patent trolls. 

Pooling resources and sharing the costs of litigation can make it more challenging for trolls to single out 

individual companies. Some internet and e-commerce companies engage in advocacy efforts to promote 

patent reform. They lobby for changes in patent law that make it less favourable for patent trolls to engage 

in frivolous litigation.In conclusion, the vulnerability of internet and e-commerce companies to patent trolls 

is a multifaceted challenge that stems from the high costs of patent litigation and settlements. However, by 

employing a range of strategies, businesses in this sector can defend themselves against patent trolls and 

safeguard their ability to innovate and compete in the digital landscape 

 

III. The Risk of Stifling Competition and Innovation: 
 

A. The Potential for Patent Thickets and Patent Holdups 
 

The expansion of patents in the realm of internet and e-commerce technologies has brought forth the risk of 

stifling competition and innovation through the formation of patent thickets and patent holdups. These 

phenomena have significant implications for both established companies and startups, potentially impeding 

progress and reducing the incentives for further development. The accumulation of overlapping patents, 

often referred to as "patent thickets," is a complex issue within the domain of internet and e-commerce 

patents. Patent thickets occur when multiple patents cover overlapping or interconnected technologies, 

creating a web of intellectual property rights that innovators must navigate to avoid infringement. This 

intricate web can significantly hinder the development of ground-breaking ideas, as innovators find 

themselves constrained by the need to secure licenses or the fear of potential litigation. In essence, this 

overabundance of patents can lead to resource-intensive legal battles, diverting valuable time and capital 

away from innovation and product development.12 

 

12Bessen, J. E., & Meurer, M. J. Patent thickets: Strategic patenting of complex technologies. NBER Working Paper No. 11398. 

(2008).  Retrieved from https://www.nber.org/papers/w11398 
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The burden of patent thickets is particularly pronounced for startups and small businesses, which often lack 

the resources to engage in protracted legal disputes or negotiate complex licensing agreements. These 

entities are at a significant disadvantage when facing patent thickets, as they may be forced to allocate a 

substantial portion of their limited budgets to patent-related issues. This diversion of resources away from 

research, development, and market expansion can hinder their growth and competitiveness, potentially 

discouraging them from entering the market or stifling their ability to innovate freely.13 In conclusion, 

patent thickets and patent holdups have the potential to undermine innovation and competition in the 

internet and e-commerce sectors, with startups and small businesses particularly vulnerable to these 

challenges. As the digital landscape continues to evolve, addressing the issues associated with patent 

thickets and holdups is essential to maintain a thriving ecosystem of innovation. 

 

B.The Role of Standard-Essential Patents (SEPs) in Internet and E-commerce 

 

Standard-Essential Patents (SEPs) play a crucial role in the fields of internet and e-commerce. These patents 

are pivotal in shaping the interoperability and functionality of various technologies, allowing different 

devices and systems to work seamlessly together. However, the use of SEPs in these domains comes with its 

own set of challenges, primarily centered around balancing patent rights with fair and reasonable licensing 

obligations, and the impact of SEP disputes on market competition and consumer welfare. SEPs are often 

incorporated into industry standards to ensure compatibility among various technologies.  

 

When a technology is deemed essential to meet a standard, the patent holder is required to license it on fair, 

reasonable, and non-discriminatory (FRAND) terms. The challenge lies in defining what constitutes "fair 

and reasonable" licensing terms, as different stakeholders may have varying interpretations. Striking a 

balance between the patent holder's right to earn a return on their innovation and the need for affordable 

access to standardized technologies is a delicate task. Patent holders may demand higher royalties, 

potentially hindering the adoption and diffusion of standard-compliant technologies, and raising concerns 

about market monopolization.14  

 

Disputes related to SEPs can have far-reaching consequences on market competition and consumer welfare 

in the internet and e-commerce sectors. When patent holders engage in litigation or assert excessive 

royalties for SEPs, it can create market distortions and reduce opportunities for competition. Small and 

innovative businesses may struggle to enter the market if they are burdened by high licensing fees. These 

disputes can also lead to delayed product launches and, subsequently, hinder consumer access to new 

technologies. Consumers may end up bearing the brunt of these disputes through increased product costs, 

limited choices, and delayed innovation.15 

 

13Shapiro, C. Navigating the patent thicket: Cross licenses, patent pools, and standard-setting. In Innovation Policy and the 

Economy, Volume 1 (pp. 119-150). MIT Press. (2001). 
14  Dreyfuss, R. Standard-Essential Patents, Trolls, and the Smartphone Wars. Journal of Law, Technology & the Internet, 2(1), 37-

58. (2019). 
 15 

Hilty, R. M. SEP Licensing and Competition Law: Towards a Duty to Deal Model?. IIC - International Review of Intellectual 

Property and Competition Law, 52(3), 248-290. (2021). 
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While SEPs are integral to ensuring compatibility and functionality in internet and e-commerce 

technologies, it is essential to carefully balance the rights of patent holders with the obligation to provide 

access to these technologies on fair and reasonable terms. SEP disputes can significantly impact market 

competition and consumer welfare, and addressing these challenges is critical for maintaining a healthy and 

innovative ecosystem in these rapidly. 

 

Conclusion: 

The pitfall of internet and e-commerce patents reveals a complex landscape fraught with challenges and 

concerns. From the abstract nature of these innovations to the proliferation of patent trolls, and the fast-

paced evolution of technology, it is evident that the patent system faces a unique set of hurdles in these 

dynamic industries.  

 
The impact of Standard-Essential Patents (SEPs) adds another layer of complexity, requiring a delicate 

balance between patent rights and the greater good of market competition and consumer welfare. In 

navigating these challenges, it is clear that a multifaceted approach is required. To address the abstract 

nature of internet and e-commerce technologies, policymakers and patent offices must work to refine patent 

examination processes and encourage more precise and clear patent claims. Defining what constitutes "fair 

and reasonable" licensing terms for SEPs needs to be a collaborative effort involving industry stakeholders, 

standards bodies, and legal experts to avoid excessive royalties and market distortions. 

 

To combat the menace of patent trolls, legal reforms can impose stricter regulations on patent assertion 

entities and discourage frivolous litigation. Courts should be vigilant in discerning legitimate patent disputes 

from predatory behaviour. The rapid pace of technological advancement underscores the importance of 

shorter patent durations, particularly in areas where innovation can quickly render patents obsolete. In the 

global context, harmonizing patent laws and interpretations across countries should be a priority to simplify 

the enforcement of internet and e-commerce patents on a global scale. Standardized international patent 

frameworks could reduce the complexities that hinder cross-border protection of intellectual property rights. 
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