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Abstract 

In recent years, the use of the Internet of Things 

(IoT) has increased exponentially, and 

cybersecurity concerns have  

Increased along with it. On the cutting edge of 

cybersecurity is Artifcial Intelligence (AI), which 

is used for the development of complex 

algorithms to protect networks and systems, 

including IoT systems. However, cyber-attackers 

have fgured out how to exploit AI and have even 

begun to use adversarial AI in order to carry out 

cybersecurity attacks. This review paper compiles 

information from several other surveys and 

research papers regarding IoT, AI, and attacks 

with and against AI and explores the relationship 

between these three topics with the purpose of 

comprehensively presenting and summarizing 

relevant literature in these felds 
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I. INTRODUCTION  

Since around 2008, when the Internet of Things 

(IoT) was born [1], its growth has been booming, 

and now IoT is a part of daily life and has a place 

in many homes and businesses. IoT is hard to 

defne as it has been evolving and changing since 

its conception, but it can be best understood as a 

network of digital and analog machines and 

computing devices provided with unique identifers 

(UIDs) that have the ability to exchange data 

without human intervention [2]. In most cases, this 

manifests as a human interfacing with a central 

hub device or application, often a mobile app, that 

then goes on to send data and instructions to one 

or multiple fringe IoT devices [3]. The fringe 

devices are able to complete functions if required 

and send data back to the hub device or 

application, which the human can then view. The 

IoT concept has given the world a higher level of 

accessibility, integrity, availability, scalability, 

confdentiality, and interoperability in terms of 

device connectivity [4]. However, IoTs are 

vulnerable to cyberattacks due to a combination of 

their multiple attack surfaces and their newness 

and thus lack of security standardizations and 

requirements [5]. There are a large variety of 

cyberattacks that attackers can leverage against 

IoTs, depending on what aspect of the system they 

are targeting and what they hope to gain from the 

attack. As such, there is a large volume of research 

into cybersecurity surrounding IoT. This includes 

Artifcial Intelligence (AI) approaches to protecting 

IoT systems from attackers, usually in terms of 

detecting unusual behavior that may indicate an 

attack is occurring [6]. However, in the case of 

IoT, cyber-attackers always have the upper hand 

as they only need to fnd one vulnerability while 

cybersecurity experts must protect multiple 

targets. This has led to increased use of AI  

 

2 Methods of attacking IoT devices Due to the lax 

security in many IoT devices, cyberattackers have 

found many ways to attack IoT devices from 

many different attack surfaces. Attack surfaces 

can vary from the IoT device itself, both its 

hardware and software, the network on which the 

IoT device is connected to, and the application 

with which the device interfaces; these are the 

three most commonly used attack surfaces as 
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together they make up the main parts of an IoT s 

 
 

2.1 Initial reconnaissance Before IoT attackers 

even attempt cyberattacks on an IoT device, they 

will often study the device to identify 

vulnerabilities. This is often done by buying a 

copy of the IoT device they are targeting from the 

market. They then reverse engineer the device to 

create a test attack to see what outputs can be 

obtained and what avenues exist to attack the 

device. Examples of this include opening up the 

device and analyzing the internal hardware—such 

as the fash memory—in order to learn about the 

software, and tampering with the microcontroller 

to identify sensitive information or cause 

unintended behavior [16]. In order to counter 

reverse engineering, it is important for IoT 

devices to have hardware-based security. The 

application processor, which consists of sensors, 

actuators, power supply, and connectivity, should 

be placed in a tamper-resistant environment [16]. 

Device authentication can also be done with 

hardware-based security, such that the device can 

prove to the server it is connected to that it is not 

fake. 

 

2.2 Physical attacks An often low-tech type 

category of attacks includes physical attacks, in 

which the hardware of the target device is used to 

the beneft of the attacker in some way. There are 

several diferent types of physical attacks. These 

include attacks such as outage attacks, where the 

network that the devices are connected to are shut 

of to disrupt their functions; physical damage, 

where devices or their components are damaged 

to prevent proper functionality; malicious code 

injection, an example of which includes an 

attacker plugging a USB containing a virus into 

the target device; and object jamming, in which 

signal jammers are used to block or manipulate 

the signals put out by the devices [17]. Permanent 

denial of service (PDoS) attacks, which are 

discussed later in this paper, can be carried out as 

a physical attack; if an IoT device is connected to 

a high voltage power source, for example, its 

power system may become overloaded and would 

then require replacement [18]. 

 

2.3 Man-in-the-Middle One of the most popular 

attacks on IoTs is Man-in-the-Middle (MITM) 

attack. With regards to computers in general, an 

MITM attack intercepts communication between 

two nodes and allows the attacker to take the role 

of a proxy. Attackers can perform MITM attacks 

between many diferent connections such as a 

computer and a router, two cell phones, and, most 

commonly, a server and a client. Figure 2 shows a 

basic example of an MITM attack between a 

client and a server. In regards to IoT, the attacker 

usually performs MITM attacks between an IoT 

device and the application with which it 

interfaces. IoT devices, in particular, tend to be 

more vulnerable to MITM attacks as they lack the 

standard implementations to fght the attacks. 

There are two common modes of MITM attacks: 

cloud polling and direct connection. In cloud 

polling, the smart home device is in constant 

communication with the cloud, usually to look for 

frmware updates. Attackers can redirect network 

trafc using Address Resolution Protocol (ARP) 

poisoning or by altering Domain Name System 

(DNS) settings or intercept HTTPS trafc by using 

self-signed certifcates or tools such as (Secure 

Sockets Layer) SSL strip  

 

 
 

 

[19]. Many IoT devices do not verify the 

authenticity or the trust level of certifcates, 

making the self-signed certifcate method 

particularly efective. In the case of direct 

connections, devices communicate with a hub or 

application in the same network. By doing this, 

mobile apps can locate new devices by probing 

every IP address on the local network for a specifc 

port. An attacker can do the same thing to 

discover devices on the network [19]. An example 

of an MITM IoT attack is that of a smart 

refrigerator that could display the user’s Google 

calendar. It seems like a harmless feature, but 

attackers found that the system did not validate 

SSL certifcates, which allowed them to perform 

an MITM attack and steal the user’s Google 

credentials [19]. 2.3.1 Bluetooth 

Man-in-the-Middle A common form of MITM 

attack leveraged against IoT devices is via 

Bluetooth connection. Many IoT devices run 

Bluetooth Low Energy (BLE), which is designed 

with IoT devices in mind to be smaller, cheaper, 

and more power-efcient [20]. However, BLE is 
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vulnerable to MITM attacks. BLE uses AES-

CCM encryption; AES encryption is considered 

secure, but the way that the encryption keys are 

exchanged is often insecure. The level of security 

relies on the pairing method used to exchange 

temporary keys between the devices. BLE 

specifcally uses three-phase pairing processes: 

frst, the initiating device sends a pairing request, 

and the devices exchange pairing capabilities over 

an insecure channel; second, the devices exchange 

temporary keys and verify that they are using the 

same temporary key, which is then used to 

generate a short-term key (some newer devices 

use a long-term key exchanged using Elliptic 

Curve Dife-Hellman public-key cryptography, 

which is signifcantly more secure than the 

standard BLE protocol); third, the created key is 

exchanged over a secure connection and can be 

used to encrypt data [20]. Figure 3 represents this 

three-phase pairing process. The temporary key is 

determined according to the pairing method, 

which is determined on the OS level of the device. 

There are three common pairing methods popular 

with IoT devices. One, called Just Works, always 

sets the temporary key to 0, which is obviously 

very insecure. However, it remains one of if not 

the most popular pairing methods used with BLE 

devices [20]. The second, Passkey, uses six-digit 

number combinations, which the user must 

manually enter into a device, which is fairly 

secure, though there are methods of bypassing this 

[20]. Finally, the Out-of-Band pairing method 

exchanges temporary keys using methods such as 

Near Field Communication. The security level of 

this method is determined by the security 

capabilities of the exchange method. If the 

exchange channel is protected from MITM 

attacks, the BLE connection can also be 

considered protected. Unfortunately, the Out-of-

Band method is not yet common in IoT devices 

[20]. Another important feature of BLE devices is 

the Generic Attribute Profle (GATT), which is 

used to communicate between devices using a 

standardized data schema. The GATT describes 

devices’ roles, general behaviors, and other 

metadata. Any BLE-supported app within the 

range of an IoT device can read its GATT schema, 

which provides the app with necessary 

information [20]. In order for attackers to perform 

MITM attacks in BLE networks, the attacker must 

use two connected BLE devices himself: one 

device acting as the IoT device to connect to the 

target mobile app, and a fake mobile app to 

connect to the target IoT device. Some other tools 

for BLE MITM attacks exist, such as GATTacker,  

 
 

 

 

 

 

 

 

 

2.3.2 False data injection attacks Once an attacker 

has access to some or all of the devices on an IoT 

network via an MITM attack, one example of an 

attack they could carry out next is a False Data 

Injection (FDI) attack. FDI attacks are when an 

attacker alters measurements from IoT sensors by 

a small amount so as to avoid suspicion and then 

outputs the faulty data [21]. FDI attacks can be 

perpetrated in a number of ways, but in practice 

doing so via MITM attacks is the most practical. 

FDI attacks are often leveraged against sensors 

that send data to an algorithm that attempts to 

make predictions based on the data it has received 

or otherwise uses data to make conclusions. These 

algorithms, sometimes referred to as predictive 

maintenance systems, are commonly used in 

monitoring the state of a mechanical machine and 

predicting when it will need to be maintained or 

tuned [21]. These predictive maintenance 

algorithms and similar would also be a staple 

feature of smart cities, FDI attacks against which 

could be disastrous. An example of an FDI attack 

on a predictive maintenance system is sensors on 

an airplane engine that predict when the engine 

will need critical maintenance. When attackers are 

able to access even a small portion of the sensors, 

they are able to create a small amount of noise 

that goes undetected by faulty data detection 

mechanisms but is just enough to skew the 

algorithm’s predictions [21]. In testing, it would 

even be enough to delay critical maintenance to 

the system, potentially causing catastrophic failure 

while in use, which could cause a costly 

unplanned delay or loss of life. 2.4 Botnets 

Another kind of common attack on IoT devices is 

recruiting many devices to create botnets and 

launch Distributed Denial of Service (DDoS) 

attacks. A denial of service (DoS) attack is 

characterized by an orchestrated efort to prevent 

legitimate use of a service; a DDoS attack uses 

attacks from multiple entities to achieve this goal. 

DDoS attacks aim to overwhelm the infrastructure 

of the target service and disrupt normal data fow. 
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DDoS attacks generally go through a few phases: 

recruitment, in which the attacker scans for 

vulnerable machines to be used in the DDoS 

attack against the target; exploitation and 

infection, in which the vulnerable machines are 

exploited, and malicious code is injected; 

communication, in which the attacker assesses the 

infected machines, sees which are online and 

decides when to schedule attacks or upgrade the 

machines; and attack, in which the attacker 

commands the infected machines to send 

malicious packets to the target [22]. One of the 

most popular ways to gain infected machines and 

conduct DDoS attacks is through IoT devices due 

to their high availability and generally poor 

security and maintenance. Figure 4 shows a 

common command structure, in which the 

attacker’s master computer sends commands to 

one or more infected command and control 

centers, who each control a series of zombie 

devices that can then attack the target. One of the 

most famous malware, the Mirai worm, has been 

used to perpetrate some of the largest DDoS 

attacks ever known and is designed to infect and 

control IoT devices such as DVRs, CCTV 

cameras, and home routers. The infected devices 

become part of a large-scale botnet and can 

perpetrate several types of DDoS attacks. Mirai 

was built to handle multiple diferent CPU 

architectures that are popular to use in IoT 

devices, such as x86, ARM, Sparc, PowerPC, 

Motorola, 

 
2.5 Denial of service attacks IoT devices may 

often carry out DoS attacks, but they themselves 

are susceptible to them as well. IoT devices are 

particularly susceptible to permanent denial of 

service (PDoS) attacks that render a device or 

system completely inoperable. This can be done 

by overloading the battery or power systems or, 

more popularly, frmware attacks. In a frmware 

attack, the attacker may use vulnerabilities to 

replace a device’s basic software (usually its 

operating system) with a corrupted or defective 

version of the software, rendering it useless [18]. 

This process, when done legitimately, is known as 

fashing, and its illegitimate counterpart is known 

as “phlashing”. When a device is phlashed, the 

owner of the device has no choice but to fash the 

device with a clean copy of the OS and any 

content that might’ve been put on the device. In a 

particularly powerful attack, the corrupted 

software could overwork the hardware of the 

device such that recovery is impossible without 

replacing parts of the device [18]. The attacks to 

the device’s power system, though less popular, 

are possibly even more devastating. One example 

of this type of attack is a USB device with 

malware loaded on it that, when plugged into a 

computer, overuses the device’s power to the 

point that the hardware of the device is rendered 

completely ruined and needs to be replaced [18]. 

One example of PDoS malware is known as 

BrickerBot. BrickerBot uses brute force dictionary 

attacks to gain access to IoT devices and, once 

logged in to the device, runs a series of commands 

that result in permanent damage to the device. 

These commands include misconfguring the 

device’s storage and kernel parameters, hindering 

internet connection, sabotaging device 

performance, and wiping all fles on the device 

[24]. This attack is devastating enough that it 

often requires reinstallation of hardware or 

complete replacement of the device. If the 

hardware survives the attack, the software 

certainly didn’t and would need refashing, which 

would lose everything that might have been on it. 

Interestingly enough, BrickerBot was designed to 

target the same devices the Mirai botnet targets 

and would employ as bots, and uses the same or a 

similar dictionary to make its brute force attacks. 

As it turns out, BrickerBot was actually intended 

to render useless those devices that Mirai would 

have been able to recruit in an efort to fght back 

against the botnet [24]. Due to the structure of IoT 

systems, there are multiple attack surfaces, but the 

most popular way of attacking IoT systems is 

through their connections as these tend to be the 

weakest links. In the future, it is advisable that 

IoT developers ensure that their products have 

strong protections against such attacks, and the 

introduction of IoT security standards would 

prevent users from unknowingly purchasing 

products that are insecure. Alternatively, keeping 

the network that the IoT system resides on secure 

will help prevent many popular attacks, and 

keeping the system largely separated from other 

critical systems or having backup measures will 

help mitigate the damage done should an attack be 

carried out. 

II. CONLUSION 

 

6 Conclusion Due to the nature of IoT systems to 

have many attack surfaces, there exists a variety 

of attacks against these systems, and more are 

being discovered as IoT grows in popularity. It is 

necessary to protect systems against these attacks 

as efectively as possible. As the number and speed 

of attacks grow, experts are turning to AI as a 

means of protecting these systems intelligently 

http://www.ijcrt.org/


www.ijcrt.org                                                    © 2024 IJCRT | Volume 12, Issue 5 May 2024 | ISSN: 2320-2882 

IJCRT2405465 International Journal of Creative Research Thoughts (IJCRT) www.ijcrt.org e356 
 

and in real-time. Of course, attackers fnd ways to 

thwart these AI and may even use AI to attack 

systems. This paper explores popular techniques 

to attempt to disrupt or compromise IoT and 

explains at a surface level how these attacks are 

carried out. Where applicable, examples are also 

provided in order to clarify these explanations. 

Next, several producers and the companies 

supplying services in the field align themselves 

with environmental policies and agree to the 

proposals of non-governmental organizations 

regarding methods of diminishing the negative 

effects of hardware and software. This paper 

discusses the contribution of cloud computing to 

environmental protection according to the studies 

on this topic undertaken so far.  

2.3.1 Bluetooth Man-in-the-Middle A common 

form of MITM attack leveraged against IoT 

devices is via Bluetooth connection. Many IoT 

devices run Bluetooth Low Energy (BLE), which 

is designed with IoT devices in mind to be 

smaller, cheaper, and more power-efcient [20]. 

However, BLE is vulnerable to MITM attacks. 

BLE uses AES-CCM encryption; AES encryption 

is considered secure, but the way that the 

encryption keys are exchanged is often insecure. 

The level of security relies on the pairing method 

used to exchange temporary keys between the 

devices. BLE specifcally uses three-phase pairing 

processes: frst, the initiating device sends a 

pairing request, and the devices exchange pairing 

capabilities over an insecure channel; second, the 

devices exchange temporary keys and verify that 

they are using the same temporary key, which is 

then used to generate a short-term key (some 

newer devices use a long-term key exchanged 

using Elliptic Curve Dife-Hellman public-key 

cryptography, which is signifcantly more secure 

than the standard BLE protocol); third, the created 

key is exchanged over a secure connection and 

can be used to encrypt data [20]. Figure 3 

represents this three-phase pairing process. The 

temporary key is determined according to the 

pairing method, which is determined on the OS 

level of the device. There are three common 

pairing methods popular with IoT devices. One, 

called Just Works, always sets the temporary key 

to 0, which is obviously very insecure. However, 

it remains one of if not the most popular pairing 

methods used with BLE devices [20]. The second, 

Passkey, uses six-digit number combinations, 

which the user must manually enter into a device, 

which is fairly secure, though there are methods 

of bypassing this [20]. Finally, the Out-of-Band 

pairing method exchanges temporary keys using 

methods such as Near Field Communication. The 

security level of this method is determined by the 

security capabilities of the exchange method. If 

the exchange channel is protected from MITM 

attacks, the BLE connection can also be 

considered protected. Unfortunately, the Out-of-

Band method is not yet common in IoT devices 

[20]. Another important feature of BLE devices is 

the Generic Attribute Profle (GATT), which is 

used to communicate between devices using a 

standardized data schema. The GATT describes 

devices’ roles, general behaviors, and other 

metadata. Any BLE-supported app within the 

range of an IoT device can read its GATT schema, 

which provides the app with necessary 

information [20]. In order for attackers to perform 

MITM attacks in BLE networks, the attacker must 

use two connected BLE devices himself: one 

device acting as the IoT device to connect to the 

target mobile app, and a fake mobile app to 

connect to the target IoT device. Some other tools 

for BLE MITM attacks exist, such as GATTacker,  
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