© 2024 IJCRT | Volume 12, Issue 3 March 2024 | ISSN: 2320-2882

ISSN : 2320-2882
INTERNATIONAL JOURNAL OF CREATIVE

%g% RESEARCH THOUGHTS (1JCRT)

An International Open Access, Peer-reviewed, Refereed Journal

www.ijcrt.org

IJCRT.ORG

Facial Spoofing Detection Using R-CNN And Haar
Cascade Synthesis

!Ms.P.Devi, *Assistant Professor (Sr.Gr.), Sri Ramakrishna Institute of Technology
2Deepan M, ?Student, 2Sri Ramakrishna Institute of Technology
%Joe Vasanth C M, 3Student, 3Sri Ramakrishna Institute of Technology
“Sasivarnan M, *Student, “Sri Ramakrishna Institute of Technology

Abstract— The use of facial recognition technology has been
widely embraced in a variety of fields, from tailored user
experiences to security systems. But as facial recognition systems
are used more frequently, they are becoming more vulnerable to
threats like facial spoofing. In order to fool the underlying
recognition algorithms and jeopardize the integrity and security of
the system, facial spoofing entails presenting fake facial data. For
face recognition systems to be consistent and successful in
practical applications, the problem of facial spoofing detection
must be solved. Conventional methods to spoofing detection have
frequently depended on manually created features or shallow
learning models, which may find it difficult to generalize to a
variety of spoofing methodologies and changes in position,
lighting, and facial expressions.

Methods based on deep learning have shown promise in recent
years as a means of improving the adaptability and accuracy of
face spoofing detection. Among these, by utilizing hierarchical
feature representations, Region-based Convolutional Neural
Networks (R-CNN) have shown outstanding performance in object
detection tasks. Simultaneously, the Haar Cascade Algorithm has
been widely implemented to perform efficient object recognition in
pictures, specifically for facial recognition. As an important
preprocessing step in face recognition pipelines, the Haar Cascade
Algorithm uses a cascade of classifiers to recognize features of the
face like the mouth, nose, and eyes. Keywords— Haar cascade, R-
CNN, Facial Spoofing,

1. INTRODUCTION

The process of creating “region proposals”, or areas in
an image that might correspond to a specific object, is the
initial step in the R-CNN pipeline. The selective search
algorithm is employed by the writers. In order to create sub-
segments of the image that might each correspond to a
single item based on factors like color, texture, size and
shape, this selective search technique iteratively combines
related regions to create objects. This provides “object
proposals” in various scales. The region proposal
methodology has no bearing on the R-CNN pipeline. For
every image, the authors employ the selective search method
to  produce 2000  category-independent  region
recommendations, which are typically represented by
rectangular areas or “bounding boxes”. Methods based upon

deep learning have shown promise in recent years as a
means of improving the adaptability and accuracy of face
spoofing detection. Among these, by utilizing hierarchical
feature representations, Region-based Convolutional Neural
Networks (R-CNN) have shown outstanding performance in
object detection tasks. Simultaneously, the Haar Cascade
Algorithm has been widely implemented to perform efficient
object recognition in pictures, specifically for facial
recognition. As an important preprocessing step in face
recognition pipelines, the Haar Cascade Algorithm uses a
cascade of classifiers to recognize features of the face like
the mouth, nose and eyes. Presenting counterfeit face
information to fool facial recognition software is known as
facial spoofing, and it may result in fraudulent or illegal
activity. To protect the integrity and dependability of facial
recognition systems in the face of this expanding threat, it is
now essential to build strong liveness detecting algorithm
design, which also finds difficult to generalize to a variety of
spoofing methodologies and changes in facial expressions.

2. LITERATURE REVIEW

One of the most important aspects of making sure face
recognition systems are secure and reliable is facial spoofing
detection. Combining techniques is common in facial
spoofing detection in order to provide a thorough and potent
defence against a variety of spoofing assaults. The goal of
this field’s ongoing research and development is to improve
face recognition system security while staying ahead of
spoofing tactics.

Current face recognition systems often rely on single
methods such as Haar Cascade for face detection or basic
CNN architectures. While these methods are effective to
some extent, they may lack the sophistication needed for
robust face recognition, especially in security scenarios.
Existing systems might also overlook the crucial aspect of
distinguishing live faces, making them spoofing-susceptible.

Facial Spoofing poses a significant threat to biometric
security systems, as adverseries attemot to deceive facial
recognition systems using counterfeit images or videos. Tp
address this challenge, researchers have explored in various
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detection techniques, ranging from traditional methods like
texture and motion analysis to more advanced deep learning
approaches. Among these, the implementation of facial
spoofing  detection using R-CNN  (Region-based
Convolutional Neural Networks) has gained attention due to
its capability to localize and classify objects within images.

Additionally, the integration of the Haar Cascade
Algorithm with R-CNN shows promise in enhancing
detection performance by leveraging its robustness in object
detection. This literature review delves into the
implementation of facial spoofing detection using R-CNN,
discussing the intricacies of model training, data selection,
and evaluation metrics. Furthermore, it explores the
potential synergies between R-CNN and Haar Cascade
Algorithm, aiming to achieve higher accuracy and
robustness in detecting spoofed facial images or videos.
Through a comprehensive performance evaluation, this
review aims to shed light on the efficacy of the implemented
system and its implications for advancing biometric security
measures.

The integration of R-CNN with the Haar Cascade
Algorithm presents a promising approach for enhancing
facial spoofing detection in biometric security systems.
Through this literature review, the implementation of such a
system, highlighting its potential to accurately localize and
classify spoofed facial images or videos is explored. By
leveraging the strengths of both R-CNN and the Haar
Cascade Algorithm, such as R-CNN’s deep learning
capabilities and the robust object detection of Haar Cascade,
this approach aims to achieve higher levels of accuracy and
robustness in detecting spoofing attempts. The findings
underscore the significance of robust facial spoofing
detection in bolstering security measures against fraudulent
access attempts. Moving forward, continued research and
development in this area hold the promise of further
advancing the efficacy and reliability of biometric security
systems in safeguarding sensitive information and resources.

3. METHODOLOGY

1. A sizable and diverse dataset of real and spoof face
images is required. Images of people with various
ethnic backgrounds, gender, ages and facial
expressions should be included in the dataset. It is
also crucial to incorporate pictures of spoof faces
made with different techniques such as masks,
printouts and movies.

2. Extract patches from regions that represents
numerous kinds of spoofing materials or techniques
for negative samples. This includes any masks,
digital screens, printed photo labels, or other
counterfeiting materials used in the dataset.

3. After training, the classifier’s performance is
assessed using a held-out test set. Images of genuine
and fake faces that weren’t used to train the
classifier should be included in the test set.

4. The R-CNN model uses the detected recognitions of
the face as positive training examples to acquire
real-world psychological characteristics that include
the salient facial features such as mouth, eyes etc...

5. In accordance with R-CNN, the possibility of
performing directly is quite hectic and so, using
the Haar Cascade Algorithm, the search space for

further analysis has been significantly decreased
by efficiently identifying candidate face areas
within the input picture.

6. Developing a variety of face picture datasets that
include both real and fake faces. Make sure the

datasets include spoofing tactics like replay assaults,
masks and printed pictures. Lighting, stance and
expression changes are highly expected to be noted.

7. Preparing the dataset for training and assessment
requires data preprocessing: Reduce the size of each
image to a standard that the neural network can
handle. To keep the aspect ratio, think about resizing
or cropping your picture.

8. Training a Haar Cascade Classifier with the
gathered dataset. Several steps are involved where it
determines the ROI and the labels that correlate to
them by annotating the dataset.

9. Integrating the classifier into the R-CNN pipeline
that, it utilized the Haar Cascade Classifier to
provide region suggestions for the input pictures.
These area suggestions stand in for potential face
regions that require more investigation.

10. The proposed system exhibits a comprehensive
solution that addresses the limitations of current face
recognition technologies, making it suitable for
various applications, including secure access control
and surveillance.

11. The validation and the evolution of a Haar Cascade
Classifier using R-CNN characteristics, which is
been integrated helps us to find the detected face
images and gets stored as a dataset.

| Waed region ﬂ‘aeroplane? 10, |
- ' I/ i :
¥ : / :
BN TN ——
B b -r-.‘; C T person? yes.
=y
B ity -

Fig 1 R-CNN Architecture
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Fig 2 Haar Cascade Configuration

The simulation was carried out using two different
sources to determine the Facial Spoofing. The first,
Jupyter Notebook has been used to create open-source
tools, services and standards for interactive computing
with a variety of programming languages. The web-
based dynamic computational environment, formerly
known as IPython Notebook, is used to create notebook
documents. Many open-source libraries are used in the
construction of Jupyter Notebook. Coding, Text, Math,
Plots and Rich Media can all be found in an ordered list
of input and output cells within the application.

The second open-source, Thonny, focusses on user skill
levels which provides an accessible platform for
efficiently writing, running and debugging Python code
thanks to its user-friendly interface as well as enhanced
performance. Thonny provides useful features including
syntax highlighting, code autocompletion and error
highlighting. ~ Furthermore, users may  easily
troubleshoot and comprehend their code thanks to the
built-in debugging and variable explorer.
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4. SIMULATION RESULTS
FACE RECOGNITION AND DETECTION

Using transfer learning for fine-tuning, a CNN model
built on DenseNet is intended for feature extraction. A
separate live detection module is constructed utilizing
texture analysis or liveness detection methods, while
Haar Cascade is used for real-time face detection. Face
recognition is improved with the incorporation of
DenseNet and Haar Cascade outputs. Accuracy-
enhancing hyperparameters are optimized for the model
through training, validation, and testing on a variety of
datasets. Following optimization and fine-tuning, the
final model is guaranteed to operate well in real-time.
When the model has been verified, it is implemented for
use in secure access control applications and is updated
and monitored continuously to meet new security
requirements which has to be expressed clearly.
(a) (b)
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Fig 1 Haar Cascade Configuration of a Woman in
Vintage Pattern
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INTEGRATION OF HAAR CASCADE & R-CNN:

Overall system performance may be improved by
combining Region-based Convolutional Neural Networks
(R-CNN) and Haar Cascade in picture fusion for face
spoofing detection. The system can now take use of both
strategies’ features owing to this integrated setup, which
enhances detection accuracy and increases resistance to
spoofing attempts.

When finding possible face areas in input photos, Haar
Cascade is used as the first step in this arrangement. Using
preset characteristics like edges, corners and lines, it
generates region recommendations that are of which
efficiently minimize the search space. These suggestions
feed into R-CNN, which extracts and analyzes features in-
depth to separate real face data from spoofing artifacts.

Fig 2 Face Detection Analysis

By extracting discriminative features from the
suggested face areas, R-CNN improves the
identification process even more. R-CNN is able to
learn hierarchical representations of objects (inside
pictures). R-CNN is able to pick up on subtleties and
intricate patterns that are typical of face spoofing,
including artificial textures or a lack of depth signals,
by integrating deep learning algorithms.

FACE DEFINITION AS DATASETS

The fact that disguised attacks can appear differently
depending on the direction of the face acts as a
foundation for this technique. For instance, a spoofing
attack might me more apparent in the face’s frontal
view when compared to its profile view.

When using R-CNN for facial spoofing detection, the
following procedures are commonly involved through
face directions:

The given prototype deals with the amount of images
as frames, that are been read by instant cam and that
helps in storing those images which are considered as
frames, in a particular dataset. The R-CNN network is
then, helps in feeding the chosen frames, so that they
can be classified. For every frame as a data, the R-
CNN network will provide an output predicting
whether the patch is spoof or real.

A dataset of face patches that are taken from various
facial directions and classified as either real or faked
can be used to train the R-CNN network. Regardless of
the direction of the face, the R-CNN.network can be
trained and then used to classify the extracted, fresh
facial images.
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Fig 3 Optimized and Fine-Tuned Haar Cascade Detection
using R-CNN

The advantage of facial definition as datasets has been
observed that, face definition by face directions
enhances R-CNN networks’ capacity to identify facial
spoofing. This is so that the network may learn
discriminative characteristics from various facial
orientations and utilize them to more accurately
differentiate fake faces thanks to face detection via
face directions, which would probably give out the
variations of definition and recognition.
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As per the findings, R-CNN anomalies in facial
spoofing offer a diverse array of approaches and
beliefs that highlight the advancement of illicit
spoofing via a range of applications. Spoofing has the
advantage of lowering the rate of unlawful activity,
even in friendly or public areas. The suggested
applications may cause the progression’s time pace to
vary. This new technology is one of the most
underappreciated and widely used applications of
humankind and technology, and it will be necessary
for everyone to live their current lifestyle.

HAAR CASCADE INTEGRATED ANOMALY

In order to create a more complete detection outcome,
the outputs of R-CNN and Haar Cascade are combined
using image fusion techniques, which integrate their
strengths. The approach minimizes false positives while
improving the system’s capacity to detect spoof face
photographs. This is achieved by combining the region
suggestions produced by Haar Cascade with the feature
representations derived by R-CNN. Adjusting settings
and reach peak performance, the integrated setup is put
through a thorough assessment and optimization
process. The design may be further improved to
increase detection robustness and accuracy by
examining the fusion results and modifying the system
settings.

IMPORTANCE OF GENERATING A PICKLE
FILE

The context of face spoofing detection utilizing Haar
Cascade and R-CNN by means of creating a pickle file
when input photos are recognized through a live camera
stream might accomplish the following many goals:

1. Data Logging: The identified face areas and
their accompanying classifications (real or
faked) might be recorded using the pickle file.
Analyzing detection findings, pinpointing areas
for improvement, and keeping an eye on system
performance can all benefit from this data
logging.

2. Analyzing and processing data in real-time is
made possible by storing the identified face
areas and classifications in a pickle file.
Applications requiring constant monitoring and
analysis of efforts at facial spoofing may find
this very helpful.

3. Modular design: The system has a modular
design that enables each component to function
independently by transferring annotated data
between Haar Cascade and R-CNN via a pickle
file.

4. Data Persistence: The identified facial areas may
be preserved and retrieved at a later time for
analysis or verification thanks to the pickle file's
data persistence feature. This is especially
helpful for applications that don't need real-time
processing but yet need to keep previous data
around for forensic analysis or auditing.

5. Personalized Annotations: The pickle file may
have personalised annotations or metadata
linked to the identified face areas, offering
further background or data for further analysis.
The richness of the discovered data may be
improved by adding information such as

timestamps,  geographical locations, and
confidence scores.

Fig 1 Generated Pickle File of a certain Dataset

The above figures speak out the generation of a pickle file, in
order to determine the images collected as datasets, that are
been bundled up into a single file, providing an easy access
for the spoofing anomalies. The above file would also give
out the possible outcomes of differentiating the datasets to be
original and spoof.

Fig 2 Haar Cascade Classification in accordance with R-
CNN Configuration;

Grayscale Analysis of an User

The whole pickle file consists of images of the above, which
would provide more consistent information on how, the
prototype produces the whole fused output of the given
dataset provided “Pickle File”.

A DenseNet-based CNN model is designed for feature
extraction, leveraging transfer learning for fine-tuning. Haar
Cascade is implemented for real-time face detection, and a
separate live detection module is developed using liveness
detection algorithms. The outputs from DenseNet and Haar
Cascade are integrated to refine face recognition. The model
is trained, validated and tested on diverse datasets. The final
model undergoes fine-tuning and optimization, ensuring
efficient real-time performance. Once validated, the model
is deployed for applications like secure access control, with
continuous monitoring and updates to adapt to evolving
security challenges.
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INTEGRATION OF YOLOv5 AND FACE ANTI-
SPOOFING CNN FOR OUTPUT
DIFFERENTIATION

A well-liked object identification technique called YOLO
(You Only Look Once) is renowned for its efficiency and
accuracy. More specifically, YOLOv5 is an enhanced
iteration of the YOLO series designed to get superior
performance on a range of object identification tasks.

To identify faces in the video frames, YOLOV5 is
specifically used. The anti-spoofing detection work that
follows depends on this. The anti-spoofing model
increases  efficiency and minimises information
technology overhead by precisely identifying the regions
of interest (faces) in each frame and focusing only on
these areas.

Fig 3 Liveness Detection differentiating Real and Spoof
using YOLOVS5 and Anti-Spoofing CNN

The final stages of the prototype will determine the
comparison of the datasets been collected from the initial
stages of images collected through Liveness Detection
and combined as a single file called Pickle File, which
indeed, is used for determining accuracy levels and scores
of the image been detected live. The accuracy levels will
determine the better strategical results of the anti-
spoofing topology. Thus, the prototype conveys the
importance of using YOLOV5 and Anti-Spoofing CNN
model for characterizing R-CNN, which is done by using
“Pickle File”, that bounds significant amount of datasets
as images, collected and bundled.

5. Conclusion

To wrap things up, the comprehensive study of R-
CNN Facial Spoofing Detection, which prioritizes patch
extraction through facial motions, provides a thorough
strategy for strengthening the detection’s robustness.
Dynamic elements of motions and facial expressions have
been incorporated into the model to make it more
resistant to advanced spoofing efforts. The technique
places an important priority on patch extraction from
dynamic facial areas in order to record temporal
variations during facial motions. The method also
conveys that, the patch detector can more effectively
differentiate between real expressions and spoofing
efforts. The dataset is further enhanced by the extraction
of temporal sequences, which enables the model to
comprehend how face motions change over time. This
temporal context improves the ability to distinguish
between spoofing efforts that are static and authentically
dynamic. The performance of the suggested strategy is
assessed using common metrics including F1 score,

accuracy, precision and recall. These measurements offer
a thorough evaluation of how well the technique detects
efforts at face faking using dynamic movements. By
emphasizing dynamic features, the technique seeks to
improbe the facial spoofing detection system’s resilience.
This is crucial to thwarting the development of spoofing
techniques and guaranteeing the system’s dependability
in practical situations. The proposed approach also
enables the face spoofing detection, addressing issues,
comprehensive and robust.
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