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Abstract: Safeguarding privacy and maintaining dataintegrity are paramount necessities for any internet- based platform,
particularly those reliant on cloudinfrastructure. Blockchain technology has emerged asa pivotal force in fortifying cloud-based
platforms. Inour proposed endeavour, we harness the power of blockchain to provide encryption for cloud-based loToutcomes. This
technology has rapidly evolved into apromising asset for integrating with cloud clusters, amplifying transaction security, and
facilitating seamless access to critical data and application codes.Our paramount goal is to utilise blockchain's capabilities to encrypt
vast and diverse datasets, ensuring their protection and integrity across diverse sources. Moreover, advancements in hash functions,
exemplified by SHA512, have significantly bolstereddata security. The adoption of SHA512, distinguished for its resilience against
brute force attacks due to theformidable computational demands it imposes on potential adversaries, reinforces our commitment to
robust data protection. Consequently, we haveincorporated a modified SHA512 variant into our proposed framework to augment
reliability and fortify data defences.
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I. INTRODUCTION

IOT bias are using in every places now a days, i.e. healthcare, smart water, smart watch, motorcars and so on, etc. The Internet of
effects is used in a variety of ways to optimise manufacturing processes and to help diligence borrow information technology. By the
conclusion of 2021, Juniper Research predicts that staggering46 billion bias will be seamlessly connectedwithin the extensive network
of the Internet of effects(loT). Despite the tremendous eventuality of 10T technologies, there's still one issue that has yet to be
completely resolved how to guaranteethe delicacy and trustability of the data collected from these technologies. Unfortunately, the
data transferred by numerous 10T bias can fluently be interdicted and manipulated. Generally, 10T bias are more susceptible to attacks
due to their limited information processing, storehouse and networking capabilities( Jyoti, 2017; Amar Sinh). Different designs,
different interfaces or different surroundings are considered necessary for secure communication. One of the biggest challenges, as
stressed by Alfonso,( 2018) is icing the security of data coming from 0T bias, especially within infrastructures where bias shoot data
to central waiters to store and reuse data. According to Dikilitas etal.( 2021), blockchain emerges as a feasible result to address the
security challenges current in 10T systems.One of the biggest challenges, as stressed by Alfonso,(2018) is icing the security of data
coming from loT bias, especially within infrastructures where bias shootdata to central waiters to store and reuse data. Blockchain is
erected on a network of connected blocksthat act as a hedge to manipulation, guarding dataintegrity and security. According to Rui
et al. (2019), using blockchain for decentralization ensures security and privacy. Blockchain tech offers robust features likestrong
security, privacy, verification, and deviceauthorization for recording data. This makes it valuablefor strengthening systems dependent
on loT data. Researchers disagree on the best way to move data from 0T bais to a blockchain securely. Our study is driven by the idea
that combining loT and blockchain can safely facilitate this data transfer.
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Il. LITERATURE SURVEY

The Internet of Things (10T) has become a focal pointin contemporary research, with researchers delving into its future implications.
Despite significant stridesin 10T development, the technology remains vulnerable to various threats, leading to numerous attacks even
before commercial implementation. Thisstudy explores 10T attacks, categorizes them, and proposes countermeasures, providing a
comprehensive survey of 10T system vulnerabilities and the damage they cause [2].

Blockchain emerges as a promising solution to address 10T security concerns due to its foundationalprinciple of 'security by design.'
By leveraging features like immutability and transparency, blockchain can mitigate architectural shortcomings inloT systems. This
article presents a survey on integrating blockchain and 10T, analyzing currentresearch trends and potential solutions [3].
Blockchain, a secure digital ledger, is gaining popularity for its ability to ensure anonymity,privacy, and data integrity without
centralized control. This report delves into emerging research areas and offers recommendations for future studies,highlighting the
expanding influence of blockchain beyond Bitcoin [4].

The goal of the Internet of Things is to connect the physical and digital worlds by collecting data and translating it into actionable
commands. To address the heterogeneity of 10T platforms, this studyintroduces an 10T reference architecture rooted in multiple
cutting-edge platforms, facilitating understanding, comparison, and evaluation [6].

Selecting a messaging protocol is crucial for loTapplications, but it poses challenges due to the diverse needs of loT systems. In this
paper, we’ll be lookingat four well-known protocols: MQTT (MQTT-T),CoAP (CoAP-T), AMQP (MQP-T), and HTTP
(HTTP)—comprehensively, aiding users in selectingthe most suitable protocol based on their requirements [7].

1. OBJECTIVE

o The project's goal is to showcase the real- world application of blockchain technology in cloudservices, creating a secure,
decentralised, and tamper-proof ecosystem for storing and retrievingloT data.

o Blockchain technology is harnessed in thisproject to establish decentralisation by distributing 10T data across multiple nodes
and ensuring data integrity through unique hash codesfor each transaction.

o SHA-512, part of the SHA-2 group of cryptographic hash functions, produces a 512-bit(64-byte) hash result from input data,
known forits strong security and resistance to cryptographic attacks.

IV. EXISTING SYSTEM

Traditional methods for securing 10T data heavily rely on data encryption, which, while effective, falls short inthe 10T context due to
centralization vulnerabilities andlimited privacy measures. These shortcomings can leadto single points of failure and unauthorised
access, while also risking undetected data alterations and undermining the integrity of IoT data. “Disadvantages of EXisting Systems™
Even after making sure 10T systemsare safe and protected, poses challenges because of inherent constraints in 10T devices, including
Withrestricted battery life, abilities for processing, and storage space. Additionally, there are security concernsregarding integrity,
accountability, authentication, confidentiality, authorization, and availability. Efficient Automation: Smart contracts streamline
processing, reducing time and costs.

V. PROPOSED SYSTEM

To address the shortcomings of traditional methods, this project introduces an inventive approach that' makes full use of blockchain
technology's built-infeatures to tackle these challenges comprehensively. Blockchain is-a form of digital ledger technology that
operates in a distributed and decentralized manner. It records transactions across multiple computers to ensure the security,
immutability, and transparency ofstored data. It operates like a chain of connected blocks, where each block holds a list of
transactions. Once a block joins the chain, altering the data it holdsbecomes highly challenging, providing a tamper-proof record of
information. Successful implementation of adecentralised system using blockchain, where 10T datais distributed across multiple
nodes.

A demonstration of the tamper-proof nature ofblockchain showcases how once data is added to the ledger, it becomes resistant to
unauthorised alterations.

Successful integration of the SHA-512cryptographic hash function for securing l0T data. Verification of data integrity occurs through
the generation and comparison of SHA-512 hash codes for each transaction. blockchain network Establishment of secure storage
mechanisms within the blockchain, ensuring that only authorised devices can submit and access. “Advantages of the Proposed
System” In this, we harness Ethereum's robust smart contract capabilities within the blockchain to enhance loTdata security, privacy,
and integrity. This includes implementing decentralised access control andauthentication for users.

System Requirements: The system requirements include a Windows operating system, an Intel Core i5processor or higher, aminimum
of 8GB of RAM, andat least 25GB of available storage on the local drive.Software we used was Node.js of version12.3.1,python's
IDLE of version python 3.7 and community version of Visual Studio.
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V1. SYSTEM ARCHITECTURE
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VIl. MODULE

Simulation Application: This application simulates 10T data collection, as shown in Fig. 1,specifically generating random
temperature readings as a representation of data from 10T sensors. The generated temperature values are then securely storedwithin
the blockchain system. Each simulated temperature reading, along with its associated time stamp and SHA512 hash code, is recorded
in the blockchain, demonstrating how loT data can be securely stored and verified for integrity.

Flask Service Web Application: This web- based application is built using Flask and a server,as shownin Fig. 2. The user interface
for interacting with the 10T data stored in the blockchain.

New User Signup: Users can register, as shown in Fig. 3, for an account within the Simulation Application, enabling them to access
and utilise the l1oT data simulation features.

User Login: After registration, as shown in Fig. 4, users can log in to the simulation application using their credentials.

Access Block Chain 10T: This allows users to select, as shown in Fig. 5, and view 10T simulation temperature data securely stored
in the blockchain. This feature provides a user-friendly interface foraccessing and verifying the data, ensuring data integrity and
security.

VIII. RESULT AND DISCUSSION

Blockchain as a Security Solution: Discussion on how blockchain technology addresses the security challenges inherent in 10T,
providing a decentralised and tamper-proof environment.

Role of SHA-512 in Data Integrity: An Analysis of theRole Played by the SHA-512 Cryptographic HashFunction in Enhancing Data
Integrity.

Comparison with other hash functions and discussionon why SHA-512 was chosen for its robustness.

Challenges and Considerations: Discussion onchallenges encountered during the integration of 10T and blockchain, including
issues related to processingpower, storage, and network limitations of 10T devices.

Consideration of potential solutions and recommendations for overcoming these challenges.

Practical Implications and Use Cases: Exploration of practical implications for industries adopting this secure loT and blockchain
integration.

Identification of specific use cases and scenarios where this solution can be beneficial.

Future Directions and Research Opportunities: Proposingavenues for future research in securely transferring data from loT devices
to blockchain, considering emerging technologies and advancements Discussion on potential improvements and optimisationsfor
the proposed system.

[JCRT2403681 | International Journal of Creative Research Thoughts (IJCRT) www.ijcrt.org | 696


http://www.ijcrt.org/

www.ijcrt.org © 2024 1JCRT | Volume 12, Issue 3 March 2024 | ISSN: 2320-2882

IX. IMPLEMENTATION
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Fig.1.10T Simulation

:\Users\golug\Desktop\SecureI0TCLoud>python Main.py
* Serving Flask app "Main" (lazy loading)
 Environment: production

Use a production WSGI server instead.
* Debug mode: off
* Running on http://127.0.0.1:5000/ (Press CTRL+C to quit)

Fig.2.Flask server
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Securing loT Data in the Cloud with Blockchain Technology
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Fig.6.SHA-512
CONCLUSION
The implementation of blockchain technology in this work bolstered the security and integrity of 10T data stored in the cloud.
Blockchain implementation decentralises data storage, mitigating the risksassociated with centralised systems. This work prioritises
user access authentication, ensuring that onlyauthorised individuals can interact with 10T data. This work showcases the practical
implementation of blockchain within cloud services, providing a foundation for future innovations in securing sensitive data.
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