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Abstract: Recent advancements in smart cloud computing have yielded numerous advantages, particularly
through innovations like the Internet of Things (IoT), which interconnects ordinary objects via the Internet.
These 10T devices, equipped with sensors and actuators, collect and transmit data. However, maintaining the
confidentiality of users' medical data is paramount, as any breach could endanger lives. To address this,
attribute-oriented encryption (AOE) is commonly used for data security and access control. Yet,
conventional AOE's processing demands are substantial. To tackle this, an efficient security approach
merges AOE with Fully Homomorphic Encryption (FHE) to safeguard sensitive medical information and
financial data. For cloud-based data encryption, AOE is a suitable choice for one-to-many communication
and access control. Cloud servers can employ FHE to process encrypted data directly. Additionally, elliptic
curve cryptography (ECC), known for its high security and compact key size, is integrated. This hybrid
AOE-FHE-ECC approach offers reduced computational and storage burdens compared to existing methods.
The proposed approach's security is supported by the Decisional Bilinear Diffie-Hellman postulate.
Experimentation reveals its superiority, especially for resource-constrained devices, compared to traditional
AOE.

Index Terms - Internet of Things, Attribute oriented Encryption, Fully Homomorphic Encryption,
Elliptical Curve Cryptography, Elliptical Curve Encryption, Computational Cost, Storage Burden,
Secure Transmission.

|. INTRODUCTION

Connectivity between mobile phones, sensors, RFID tags, and smart structures has been made possible by
improvements to the 10T's underlying global information system architecture. These connected devices may
collect and share information over both wireless and wired networks. The development of the Internet of
Things has made it possible to access almost anything, at any time, from almost any location, and have it do
virtually any task. The Internet of Things, or 10T, is made up of a network of interconnected devices that
enable distributed computation and monitoring. Challenges with the Internet of Things include limited
power, connection, and computing power. Medical devices have been quick to embrace 10T because of its
potential to improve service quality and efficiency (Khari et al., 2020; Pulkkis et al., 2017; Y. Yang et al.,
2017).
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In smart cities, S-health (Smart health) has emerged as a situational upgrade to telehealth, allowing for
more precise and effective illness and accident prevention. In fact, the Internet of Things is often employed as
a foundational technology in smart cities to connect easily available healthcare resource services and to
provide reliable and effective s-health care to the elderly patients (Y. Zhang et al., 2018). Recent healthcare
policy shifts throughout the globe have shifted focus from treating diseases to caring for individual patients
(SA, 2018). Implementing an EHR system has been shown to improve patient continuity, healthcare system
efficiency, patient safety, and the quality of medical treatment all while reducing costs. Because of how
effortlessly it handles and communicates health data, it has made its way into the medical sphere.

For continuous physiological monitoring, chronic illness evaluation, and therapeutic training, the s-health
(Y. Yang et al., 2017) system may link a variety of healthcare equipment. Until then, s-health can increase
the standard of treatment while decreasing costs. Cloud-based smart health is expected to provide sufficient
medical care in the coming years as a result of the rapid development of Cloud technology advances. As a
relatively new field, s-health has a way to go before it is ready for widespread use. It is still difficult to ensure
the security and privacy of 10T users' highly sensitive personal healthcare information without compromising
the usefulness of these devices (Y. Zhang et al., 2018). reducing the value of the information (Y. Yang et al.,
2017). Vital signs like heart rate and blood pressure are recorded in a patient's s-health records (SHRs),
which are normally only accessible to authorized qualified healthcare professionals. But most access control
solutions either don't care about data security or just provide rudimentary protections.

This line of thinking implies that traditional methods of securing end-to-end data confidentiality via the
exchange of keys are inadequate in light of these new challenges. Therefore, Attribute Oriented Encryption
(AOE) (Salvador et al., 2017) is a novel security feature that enables encrypting data users' self-access
restrictions, which describe the requirements a subject must meet to completely decode data; hence, AOE is
seen as a potential method for achieving perfectly alright access control (Y. Zhang et al., 2018). Both KP-
ABE and CP-AQE, or Key- and Ciphertext-based Attribute-based Encryption, exist as ABE schemes. Private
keys of user data are connected with a wide range of qualities in accordance with the access control method
indicated in CP-AOE schemes, ensuring the safety of personal health records (PHRS). These encrypted PHRs
are only accessible to those whose profiles match the criteria for gaining entry to the data. CP-AOQE systems
do not have a substantial key management cost or repeated ciphertexts, in contrast to traditional encryption
algorithms that encrypt data using paired keys or create many ciphertexts for several users.

The KP-AOE method involves linking the decryption key of a participant to a tree-like access structure
and the ciphertext to a set of parameters. Tree access structure must be satisfied by the ciphertext parameters
before they may be decoded by the user (lao et al., 2019; Tu et al., 2021). Using both private and public
information (such as its job), the AOE algorithm creates-a unique key for each topic. The user's key can
decode the data successfully only if the recipient's attributes match the access requirements inside that access
policy (Salvador et al., 2017). Current AOE methods, however, require a great deal of computing and so are
unsuitable for use in s-health. Energy consumption and processing speed are perennial limitations for
microelectromechanical systems and other small smart devices. Multiple owners and users of an Internet of
Things system need a lightweight access control system (Y. Yang et al., 2017). One of the most common
methods for dealing with this problem is fully homomorphic encryption (FHE). FHE allows an endless
number of arithmetic operations to be done on encrypted data with the same results as operations on plain
data. When it comes to the outcomes of calculations performed on encrypted data, the persons in charge of
such computations know nothing about either the data or the computations themselves (Wang et al., 2017). In
1978, (Rivest et al.) examined the possibility of creating a homomorphic encryption method. This concept is
the result of several attempts by researchers to create homomorphic systems with many operations.

According to (Acar et al., 2018; Sen, 2013), homomorphic encryption refers to a family of cyphers that
may be used for a wide range of computations on encrypted data. Acar et al. (2018) and Gentry (2009) list
many common homomorphic encryption schemes, including partially homomorphic, relatively
homomorphic, leveled fully homomorphic, and absolutely homomorphic encryption. With fully
homomorphic encryption (FHE), any number of operations may be performed in parallel. For any given
function, FHE systems may theoretically conduct an infinite number of homomorphic operations (Acar et al.,
2018; Armknecht et al., 2015; Gentry, 2009), making this theory the cornerstone of homomorphic
encryption. 10T systems must fulfill tougher security and reliability criteria than the vast majority of other
loT systems (Pulkkis et al., 2017) to preserve the privacy and confidentiality of persons. The Situation As It
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Is The quantity of out-patient health data that end users can readily handle is expected to expand dramatically
with the development of biosensors and mobile computing technologies (Bao et al., 2017).

However, there is still a lack of consensus on how to safeguard highly sensitive personal health data in 10T
without compromising data usefulness (Y. Yang et al., 2017) despite the fact that these concerns are
becoming more widespread in s-health (Y. Zhang et al., 2018). The transport of patient data from sensing
equipment to the web and then to physicians' mobile devices requires a sophisticated encryption approach to
ensure patient privacy. Purpose and Goals This project intends to develop a lightweight hybridized AOE-
FHE system using elliptic curve encryption to safeguard data inside Smart Healthcare. The goals are to (i)
create a lightweight hybridized AOE-FHE method for securing data in Smart Healthcare and (ii) assess the
system with the use of a Decisional Bilinear Diffie-Hellman (DBDH) assumption. Why This Research Is
Important All the pieces necessary to safeguard intelligent healthcare data are included in this study's
coverage of AOE and FHE methods. These methods were then used to ECC in order to shrink the final
output file. These capabilities allow for secure computation on encrypted data, private and secure user
information, one-to-many communication, and fine-grained access control.

Il. RELATED WORK

In healthcare, all 5 Vs are crucial since so many different kinds of information, from patient names and birth
dates to vital sign numbers, are gathered on a regular basis and need to be stored in different databases. The
amount of data gathered throughout time is expected to grow exponentially if data collection is performed
on a daily basis. In a recent study (Boyi et al., 2014), researchers assessed the diversity and amount of health
information to create a digital memory system supporting vital medical treatment. The program's ultimate
goal is to have all relevant medical personnel able to quickly access and review a wide variety of relevant
biological information in the event of an emergency. Some studies on the best methods for securing a
medical facility have been conducted (Baker et al., 2017).

Patient data ownership is emphasised in (Thilakanathan et al., 2016), where a comprehensive access control
method called "Safe Protect” is proposed. In (Pacheco et al., 2016), a secure cloud technique is described for
"enhanced lifestyles," which frequently include both wearables used by the patient and intelligent home
technologies with the goal of supporting elderly or disabled people in living independently. With FHE
(Wang et al., 2017), encrypted data may undergo unconstrained multiplications and additions, with
encrypted results being equal to those of operations performed. on plain data. For this reason, cloud
infrastructure may lawfully process encrypted data without first decrypting it (Y. Liu et al., 2021).
Homomorphic technology began with the introduction of asymmetric encryption in 1978, and the idea of
homomorphic encryption was first proposed by (Rivest et al., 1978).

RSA is a multiplicative-only partial homomorphic approach. Neither addition nor multiplication are
guaranteed by PHE systems. Multiple homomaorphic encryption schemes followed shortly afterwards (Kara
et al., 2021). Researchers have lately voiced worry about the FHE problem due to the growing volume of
collected data and the resulting lack of sufficient resources to process or store it. The concept of FHE was
initially presented by (Gentry, 2009). He used a "bootstrapping™ method to limit the growth of noise and
check the decryption's precision, and then he added homomorphic multiplication and the summing of
encrypted data to the system. However, the private key must be encrypted before it can be used in the "boot-
strapping” process and made available as a public parameter. Since the scheme’s inception in 2009,
numerous methods have been implemented to enhance it, such as Fully Homomorphic Encryption based on
BGV, GSW, Integer, and Multi-key Fully Homomorphic Encryption Schemes (Yousuf et al., 2021). Van
Dijk et al. (2010) suggested a basic FHE technique based on the approximate greatest common divisions
problem (A-GCD). The proposed technique is theoretically less complex than the one used in (Gentry,
2009). The recommended bootstrap security method makes use of arithmetic over integers rather than
depending simply on ideal lattices a top polynomial bands.

However, the very lengthy public key length of O (N) is a trade-off for this ease of use. Instead of decrypting
the data, the transformation may be performed in a recursive fashion by using the Advanced Encryption
Standard (AES) to FHE conversion method proposed by (Gentry et al., 2012). Using AES for data collection
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and then converting into FHE using the Advanced Encryption Standard-to-Fully homomorphic encryption
(FHE) transformation mechanism was found to be a potential good solution (Kocabas et al., 2016), which
compared FHE to both the traditional AES and the recently developed ABE. To protect data integrity, FHE
was investigated by (Khedr & Gulak, 2018), however, it was found that FHE necessitates a lot of computer
power. Using the learning-with-errors (LWE) assumption, Boneh et al. (2018) presented a threshold FHE.

To solve the issue of threshold inscriptions of lattices in a single round, the suggested TFHE is implemented
in a universal thresholdizer. Threshold features are then integrated into many other systems, including
authentication platforms, CCA-public-key encryption (PKE) secured procedures, and more (Kara et al.,
2021). (W. Cheng et al., 2020) proposed a framework for protecting patients' personal information using
federated learning and verification. The system combines homomorphic encryption, cryptography, and
distributed learning to keep patient data secure while allowing for decentralized and centralized data training.
Each client, or device, collects data locally and shares it with the central server. A more robust security
clustering approach for data encryption was presented by (H. Lin et al., 2021). This complements the
opportunity strategy that encourages people to submit material to the health system.

The approach combines mobile edge computing (MEC) with the 10T to facilitate COVID-19 functions such
as storing, processing, and analysing data. All data processing is performed at the network’s periphery rather
than in a centralised cloud. Data processing is performed on MEC, which offers better speeds and secrecy
protection, and was shown in a distributed system with data sharing and dispatching capabilities (Nguyen et
al., 2021). Smart contracts are the design's defining characteristic since they enable the authentication and
monitoring of data transmissions. There is no longer any requirement for a central system or party to accept
an access request in order to publish material when contracts are in place to verify the validity of the
participant. Since data is stored in chunks, its integrity is preserved; any attempts to compromise it would be
revealed by a new hash. Smart contracts that save hash functions directly reduce data search times and
provide unfiltered access to private information stored in the Interstellar System. The authors of this study
(Salim et al., 2021) propose a homomorphic mechanism-based confidentiality technique to prevent
unauthorised parties from accessing sensitive healthcare data. (Vizitiu et al., 2020) presented a fully
homomorphic encryption solution for directly executing artificial neural computations on floating-point
values with minimal computational overhead. This is accomplished by distributing computations to a large
number of simulated terminals at the corner, where they remain hidden from any untrustworthy web servers.
The key may be decrypted using either the homomorphic encryption technique or the Matrix Operation for
Randomization. Data security and privacy might be compromised if an attacker used an optimization model
to discover the encryption key with several key pairings.

Although the suggested method does not encrypt data in transit, sensitive information would still be
transferred to a remote, encrypted Cloud service. Homomorphic encryption built on matrices (HEBM) was
used by wireless sensor networks (WSNSs) (Huang et al., 2017) to securely transfer electronic health records
(EHRs) from WBANSs to WPANS. Recent work by (Zhou et al., 2018) has reduced the bootstrap time from
six to three, leading to better data security. (Dowlin et al., 2017) used Simple Encrypted Arithmetic Library
(SEAL) to create a Homomorphic Encryption for crucial medical and genetic data, making it available to
the public in bioinformatics and providing pr(A. Chatterjee & Sengupta, 2018) used FHE, encoding
confidential material, and keeping it within server guaranteeing confidentiality. Due to the importance of
secret data sharing in cryptography, a new homomorphic encryption approach has been presented (Zhang et
al., 2018) for outsourcing this function.

Applications include e-mail relaying, data interchange, and access restrictions, and the leading multi-hop
homomorphic identity-based proxy re-encryption solution is presented in (Li et al., 2017). Instead of using a
query trapdoor approach, the server in (Wu et al., 2018) builds a downward encrypting access structure to
speed up searches for unique terms. (Tsoutsos & Maniatakos, 2018) presents not only secrecy but also
integrity guarantees for encrypted computations by using additive homomorphic encryption. Despite the
increasing number of FHE algorithms discovered, none have proven practical due to the high degree of
distortion they generate, which increases computational complexity (Acar et al., 2018). In contrast, ABE
uses a kind of public-key encryption that allows several people to safely communicate information (Kocabas
et al., 2016). (Attrapadung, 2011) suggested a KP-ABE strategy by integrating a non-monotonic access
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control mechanism and a fixed cipher-text length, building on the results of many CP-ABE tests undertaken
to secure e-health data (Oh et al., 2021).

An entirely secure Data Sharing Framework (DSF) that permits electronic encoding and external decoding
was established in this research (lao et al., 2019). Using an s-health setting as an example, the authors
showed that DSF could be implemented in a cloud-assisted s-health system. In addition, (Ning et al., 2018)
developed an audit trails -time leased ABE technique that gets rid of unnecessary decryption delay and
provides unlimited access rights on mobile devices, thereby decreasing the cost of encryption or decryption.
(Y. Yuetal., 2018) provide a small break-glass access management structure for the Internet of Things, and
(Y. Yang et al., 2018) give a direct contact assured elimination approach for rollout using CP-ABE. If the
characteristic combination satisfies the access control policy for the medical file, a health professional can
decode and extract data in the vast majority of situations. Break-glass entry allows emergency medical staff
or rescue workers immediate access to data by bypassing the medical file's access control mechanism. Since
the present CP-ABE approach ignores the underlying hierarchical structure of the shared files, S. Working
file directories (FH-CP-ABE) were designed by Wang et al. for use in cloud programs (S. Wang et al.,
2016).

The approach employs embedded access structure encryption to save both time and space while protecting
structured data. Zhong et al. (2021) present an effective ABE system that delegates partial encryption and
decryption to edge endpoints and allows for attribute updates, enabling more dynamic control. Guan et al.
(2021) proposed a modified CP-ABE technique with consistent ciphertext length and less processing
required for encryption and decoding. The authors of (R. Cheng et al., 2021) suggest a modern CP-ABE
system that makes use of cryptography (ECC), in which the bilinear pairing process is replaced with simple
multiplications, and the bulk of the decryption tasks are delegated onto edge devices. It has been found that
the method described by (Odelu et al., 2016) is insecure (Herranz, 2017). It was shown that the strategy may
be countered with the support of a dissatisfied policyholder. This presumption is based on the fact that when
any combination of user attribute sets fits the access policy criteria, such an attack is possible. In addition, a
revised version of the strategy proposed by (Odelu et al., 2016) was provided by (Raj & Pais, 2020).

The suggested method uses ECC and a secret private key of constant size in conjunction with an AND gate
access restriction. ECC can encrypt and decode data at a low cost. An AES-to-FHE transformation has been
identified as a viable strategy for safeguarding medical records. ABE's evident advantages in cloud security
have led to the belief that using it to gather and make available health data would be advantageous.
Therefore, it is suggested that improving the current ABE-to-FHE modification approach, which always
decrypts and re-encrypts data, might be useful for safeguarding patient information. Given the decentralized
nature of the 10T environment, multi-authority ABE is necessary for implementing seamless access control;
this may lighten the load on a central attribute authority and improve the system's overall performance. In
the article "Safe and Streamlined User Access Control System for Data Consumption in the Internet of
Things" (Banerjee et al., 2020), the authors described such a system. Because the ABE key size stored on
the individual's chip card and the cypher-text length necessary for connection requests remain identical
regardless of the number of characteristics, the three-factor access management system enables multi-
authority ABE and is extremely flexible. The novel lattice-based CP-ABE system was created by (G. Wang
et al., 2019) and has a three-to-one recording mechanism.

Taking cues from (Gorbunov et al., 2013), (Dong et al., 2020) designed a lattice-based ABE system that is
indirectly removable and provides effective and protected user denial inside lattices. Although (Brakerski &
Vaikuntanathan, 2020) presented a circuit access policy CP-ABE system, they did not address the issue of
security, which remains an open concern. Imagine a situation in which a very large number of users send
messages 1, 2,... are stored and encrypted on a remote server. The cloud platform's ciphertext must be
handled by the function without sacrificing privacy in order to decrease processing and communication
costs. If you have the ciphertext that processes, you may decode it to get (1,2,...). Lattice-based ABE
algorithms, such as the ones discussed above, do not permit homomorphic operations on the ciphertext.
There are two problems with using traditional CP-ABE in smart medicine as it is. The first is that private
health information may be at risk since access rules are written in plaintext whereas smart medical files are
encoded. Because the number of its public parameters rises proportionally with the size of the attribute
universe, it often only takes a limited selection of attributes, which sets an unfavorable limitation on the
usage of CP-ABE applications.
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To deal with these problems, PASH (Y. Zhang et al., 2018) introduced a smart health access management
platform that is privacy conscious. The most important factor is a partly constructed, large-universe CP-
ABE. Given that the actual values for access policy attributes are hidden in the encoded SHRs of PASH,
only their names were shown to the user. The CP ABE method presented in (Odelu et al., 2017) allows for a
small number of encrypted messages and secret keys, which may be used on devices with limited storage
space, regardless of the number of attributes. The scheme can only use AND gates at the moment, thus it has
to be extended so that OR gates may be used in access controls as well. ECC MA-CPABE, which gives
better strength, a shorter key length, and needs less computation load, was also suggested by (Sandhia &
Raja, 2020), but it is not appropriate in a wide range of 10T applications where more expressive power is
required. The problem of choosing which attributes to upload was handled, however, the technique we just
described doesn't work with the idea of revoking uploaded attributes. An enhanced CP ABE technique with
fixed ciphertext size was developed in this study for fast encryption and decryption (Guan et al., 2021).
More recently, a novel approach that combines the flexibility and speed of attribute-based encryption with
the efficiency of symmetric key encryption for carrying out secure information interactions across the
various entities that make up this new loT (Salvador et al., 2017) was developed to stop legitimate people
from spilling content while also protecting the privacy of data owners.

However, this approach has to be supported by incorporating authentication methods and doing numerous
testing on actual devices. Researchers (Han et al., 2018) proposed an ABE technique that conceals both user
and access policy attributes out of concern that user attribute security would be compromised during key
structure and encoding stages due to public access regulations. For the sequential system of secret sharing,
(K. Yang et al., 2014) created a dynamic policy updating approach. In ECC, a KP-ABE based on bilinear
pairing sets was utilised to implement the approach. With the help of an update key, the proxy may
transform encrypted messages from the old access structure into the new one. The sensors' data was
collected by a centralized server, which then encoded it using ABE so that it could be decoded by a user
with the right set of characteristics. A plan for managing high levels of attribute authority was developed in
2011 (Ruj et al., 2011). Using cryptanalysis, (S. Chatterjee & Roy, 2014) determined that the methods
described in (Ruj et al., 2011; S. Yu et al., 2009) are vulnerable to insider threats since they provide access
to sensitive data to people with less authority.

Based on the KP-ABE technique, (S. Chatterjee & Das, 2014) proposes a streamlined way of user access
control for WSNs that is resistant to insider attacks. A safeguard for the WBAN was proposed by (Tian et
al., 2014), using the KPABE and a user repudiation mechanism based on bilinear pairing operations as its
foundations. In 2017, (Ma et al.) published a new version of the KPABE, termed the KPABE employing a
timeframe. The receiver, using their method, may decode the ciphertext in the allotted time. The potential
use of this technique in cloud timeframe settings was also highlighted. Another variant of the KPABE is
presented by Ge et al. (2018), which uses backdoor reencryption. The method is shown by means of a
flexible strategy that accounts for both the CCA and the monotonic access policy. After analyzing a single
application case, (J. Li et al., 2018) proposed a KPABE method that would be robust against continual
auxiliary input loss. All of the aforementioned KPABE structures rely on a bilinear pairing mechanism.

A small-scale KPABE scheme using ECC for the Internet of Things (IoT) without the use of bilinear pairing
was presented by (Yao et al., 2014), but the method has a number of limitations, such as no key update
mechanism and restricted scalability. Due to its small size and equivalent security resilience to other public
key techniques, ECC has become one of the most well-known cryptographic algorithms (Sowjanya et al.,
2020; Xiao et al., 2021). Due to the limitations of 10T nodes in terms of persistence, storage, physical
resources, and computing power, there is growing support for the usage of ECC with hardware or software
implementations (Cano & Caavate sanchez, 2020). Several ECC-based authentication methods have been
proposed, and some of them have been proved to be effective (lightweight) for smart technology (Hong &
Sun, 2016; Kaur et al., 2016). Using a random database structure, (Hong & Sun, 2016) suggested a more
effective key-protected KPABE approach that does not need pairing but is still secure under the
computational Deffie-Hellman (CDH) hypothesis. Lightweight key-policy ABE based on elliptic-curve-
cryptography with a key refresh/update technique and no bilinear pairing was proposed by the authors
(Sowjanya et al., 2020). Key distribution, which includes direct attribute/user termination, is also the
responsibility of the authority. Since it is not reliant on a random oracle, this system is safe thanks to the EC
decisional Diffie-Hellman (ECDDH) hypothesis in an attribute-based selective-set framework.
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A physical unclonable function (PUF) and ECC technology-based access control and verification system is
recommended for use in telecare medical information systems (TMIS) (Xiao et al., 2021). However,
hardware deterioration and instability are real issues with the current crop of PUF systems. An innovative
security approach is given in this paper (Vincent & Folorunso, 2020) that combines a cyclotomic elliptic
curve with elliptic curve embedded cryptography. The presented method employs a cyclotomic function and
the Weierstrass version inside an elliptic curve to construct a hash function that may be utilized to produce a
structure from a curve coordinate and a polynomial variable. The research might be improved upon even
more by using elliptic curves of other types than the Weierstrass reduced variant that was employed.
Recently, a novel small-scale flexible cryptography solution was developed (Abdulraheem & Balogun, 2021)
to improve the safety of HPC for medical data.

The proposed solution not only increased security but also significantly sped up the process of encrypting
data. In 2021 (Y. Liu et al., 2021) a compact ciphertext attribute-based completely homomorphic approach
was created based on the LWE problem on lattices. The researchers avoided the reliance of the cipher-text
length on the parameters of this system by specifying the characteristics of each system and making use of
the distinctive structural array of MP12. This means that the cipher-text length will not grow with the total
number of parameters in the system. By using function 1 in the homomorphic methods, they completely re-
randomize every standard error inside that most recent cipher-text, allowing for a highly accurate and
straightforward error breakdown based on sub-Gaussianity. While the "AND™" access policy improves space
and time efficiency, it does not allow for any other access rules to be implemented.

I1l. THEORY

The suggested area of study was derived from an analysis of the existing literature in the field. The method
presented to put this research into practise is a mashup of the ABE and FHE security system algorithms,
capitalising on the strengths of each. Additional encryption of healthcare data using the ECC algorithm
would be used to provide a more foolproof security system and more effective method for Smart healthcare.
ABE is a kind of public-key encryption that permits secure data transmission between a large number of
parties. Attribute threshold gates (k, n) may be used in combination with disjunctions and conjunctions to
define an access policy P.

This opens the door for a cardiologist, nurse, or EMT to enter the building. When decoded, FHE ciphertexts
may be subjected to an arbitrary number of multiplications and sums, with the results being identical to
those of operations done on plain data. Because of this, ciphertexts may be used in cloud hosting for
legitimate reasons without the need for decoding. Example 1: Elliptic Curve Cryptography (ECC) is a strong
and fast-processing encryption option for use in smart healthcare systems. Due to the storage, durability,
computational power, and hardware limitations of smart nodes, there is a growing body of knowledge about
the usage of ECC with hardware or software solutions (Cano & Caavate-sanchez, 2020).

3.1 Preliminaries
A. Attribute and access structures:

The access structures and attribute described in (Banerjee et al., 2020) is further extended here. The galaxy
of attributes is defined as having n attribute parameters and n attribute controllers. An n-bit string ai,az,
...an, defines access structure A < U, while a;=1 if A1€A otherwise 0 if AigA. The total of all access
structures Ax= aik ax ...ank from attribute controller Cx, when k € [1,n], makes up a user access structure A.
Axdefines the Every participant can only access a gadget having access structure P € U in which P =
b1,bz...bn and only if P € A if they have the approved access structure listed in the AND gate access policy.
Likewise, the requirement (a;—bz1) > 0 must be satisfied for A to satisfy P, Vi € [1,n].
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B. Attribute Encryption Algorithm:

KP-ABE method provided by (Odelu et al., 2017)with the CP-ABE method presented is combined to create
a fundamental cipher text policy attribute-based encryption (CP-ABE) method, which includes four phases
(Banerjee et al., 2020).

1. Setup: A master secret and public key pair are created using the secret key as well as a universe of
attributes U ={A1,Az,...,An} parameters (MSK,MPK).

2. Encrypt: It makes use of an encryption operation to create a ciphertext C from inputs with access
policy P, an unencrypted message Msg, with P,Ky.

3. KeyGen: It is given an attribute setA, master secret key MSK, as well as master public key "MPK"
in order to get an output known as decoding key D of A.

4. Decrypt: To return the real plaintext message Msg or L (null) as an output, it uses a decoding
mechanism which will be provided along cipher-text C constructed using P, Q similar to MSG and P
as parameters.

C. Fully Homomorphic Encryption Algorithm:

Key Generation, Encrypt, Decrypt, and Evaluation are the four algorithms that make up Fully
Homomorphic Encryption (Y. Liu et al., 2021).

1. KeyGen(1"): When the security parameter 1 is entered, public key pk and secret key sk are produced
by this algorithm.

2. Encrypt (pk,p): an incoming message p depending on public key pk. A ciphertext ¢ is produced by
the scheme.

3. Decrypt (sk,c) — p: It outputs the message p built on secret key sk and cipher-text ¢ inputs.

4. Eval(pk,c,c,...,c,f): takes as input public key pk, list of cipher-text,c,...,c, a functional f € F.It
produces a new cipher-text cin which Decrypt (sk,c) = f(i,L,. . .,u).

5. Decrypt (sk,c) = f(u1, po,...,1un) ON output new ciphertext ¢ given parameter public key pk, cipher-
text set ¢1,Cz,...,cn, as Well as functional f € F.

Simple calculations may be performed on encrypted data using Homomorphic Encryption methods. Due to
the fact that the calculations are done on encrypted data, confidentiality is maintained. The encrypted sum or
encrypted product of two encrypted communications is usually something a third party can figure out.

This property of homomorphic cryptosystems makes them applicable to many privacy-preserving protocols
for safe multiparty computing. The public key of the encryption system, together with two ciphertexts, are
fed into an additive homomorphic algorithm, and the resulting ciphertexts are deciphered.

Ep,(my) +p, Ep, (m3) = Ep, (m; + my);

where + Py is the homomorphic addition function, Ejp, is the public-key encryption function m, and m,are
elements in the domain of data. We refer additively homomorphic encryption scheme based on ECC in this

paper.
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D. Elliptic Curve Cryptography Algorithm:

Assuming an elliptic curve E(Fp) over a finite prime field Participants A and B in a conversation agree on a
point E(Fp) that is freely available in the communication channel. Participant A selects a probable positive
integer ka, computes ka, Q, and communicates it to party B in secret. In addition, participant B chooses a
probable positive integer ks, computes kg, Q, and transmits it to member A. P = kaks. Q is the shared secret.
By estimating the obtained kg, Q point with secret private key ka, participant A determines. By calculating
the received point ka, Q with secret private key kg, participant B obtains P (Elliptic Curve Cryptography:
ECDH and ECDSA - Andrea Corbellini, n.d.).

The four standard components of the suggested smart health security approach: S-Health Cloud (SHC), S-
Health Authority (SHA), Data User (DU), and Data Owner (DO).

e SHC has a large amount of storage and keeps SHRs that have been encrypted as well as their DO-
partially concealed access policies.

e SHA is in control of user authentication and system initialization. It is reliable and gives DUs fine-
grained access permissions according to their attributes.

e A DU is SHR holder who requires access to the protected SHRs in SHC, such as a physician or a
researcher in medicine. Each DU has a defined collection of features and a secret key associated
with that particular collection of characteristics.A DU could pass attribute verification thus decode
an encoded SHR if his group of attributes matches the concealed access policy associated with it.

¢ DO is the owner and manager of SHRs, and it contracts with SHC to provide ciphertexts for
healthcare. A hospital that handles SHRs on behalf of its patients may be a DO. Local computers,
smart devices, and a WBAN made up of several implantable wearables and a control system are all
components of DO. The WBAN control system or the local server encrypts SHRs coming from
sensors or other smart devices before sending them to SHC for sharing with DU. For encoded SHRs,
DO is in charge of developing and monitoring access controls.

e ECC is a public key cryptography approach based on the algebraic structure of elliptic curves over
finite fields [10,11]. There are two types of finite fields where the elliptic curves are defined: prime
fields Fp, where p is a large prime number, and binary fields F_2"m. In this work, we are interested
in the use of elliptic curves over prime fields E (Fp). A nonsuper singular elliptic curve E over Fp is
defined as the solution of (x ,y) € (Fp X Fp) to the cubic equation:

y?=x3 +ax +bmod p

where a, b € Fp, such that 4a® + 27b? # 0 (mod p) to- gether with a special point = called the
point at infinity, The group of points forms an abelian group with addition operation so that the
addition of any two points results in another point on the same curve. ECC-based cryptographic
protocol security is based on the Elliptic Curve Discrete Logarithm Problem (ECDLP). The ECDLP
can be defined as the problem of finding the scalar k such that Q = kP given Q and P (generator
point).

Table 1: Inputs and Outputs of various phases

Work Phase Input Output
Key aneration A,MSK,MPK ku= (U1,U2)

Setup phase U,p MSL,MPK
Encrypt Phase P.MPK,M | C=[P,Rm,Kim,Kom,Com,Cm}
Decrypt phase C, ki, MPK,A T or message M
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Performance Evaluation:

The following compares the effectiveness of ABE FHE-ECC algorithm to that of three other current
schemes: (Sowjanya et al., 2020), (Y. Liu et al., 2021) and (Zhong et al., 2021). The comparison would be
based on the schemes' functionality and computing costs. Computability, a large number of attributes,
storage capacity, and an ECC-based function are among the features. Each scheme's encryption and
decryption times are also compared. Functions compare all of the schemes based on significant
characteristics such as computability, a large number of attributes, storage capacity, and ECC-based action.
The results show that all of the schemes allow big attributes to be utilized as access policies. Only the ABE-
FHE-ECC scheme and (Y. Liu et al., 2021) scheme allow full computation on encrypted data. The ECC-
based ABE-FHE-ECC and (Sowjanya et al., 2020) methods are totally secure against an external attack
while also reducing storage capacity. According to the aforementioned comparisons, only ABE-FHE-ECC
and (Sowjanya et al., 2020) schemes could handle huge attribute amounts and low memory capacity at the
same time, whereas the latter cannot allow encrypted data calculation.

Computational Cost
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400 -
350
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100
50
0
AOE-FHE-ECC  ECC-HE ECC FHE
Fig.1. Computational cost comparison
Communication Cost
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Fig.2. Communication cost comparison
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Computational Cost and Communication costs:

The majority of the computing cost comes from the ciphertext storage size, encryption, and decryption.
With regard to computing costs, compare the ABE-FHE-ECC system to various existing schemes. Figure 1
& 2 shows the comparison of the proposed algorithm with the existing algorithms. When compared to
previous schemes, the figure shows that the proposed method uses a consistent ciphertext size for the
specified attributes, which runs from 4 to 128. This is due to the fact that content is encrypted utilizing ECC
prior to being transmitted to the web. The link of both attributes is chosen by the user as well as the time
needed to encode all data collected. The graph shows how much quicker the proposed method encodes data
as compared to conventional systems. Because the decryption technique just uses a minimum pairing
operation. It is worth noting that a short ciphertext can save not just computing costs but also the time it
takes to perform encryption, decryption, and homomorphic functions.

IV. CONCLUSION AND FUTURE SCOPE

This is possible because of the small ciphertext. depicts the relationship between attributes and data
decryption in the same way. In comparison with existing systems, this suggested model's decryption time is
extremely fast An efficient ABE-FHE system becomes more crucial as Internet-based technologies and
Internet of Things gadgets become more prevalent across smart healthcare. A lightweight hybridized ABE
FHE algorithm based on ECC is proposed in this approach to reduce computing costs in resource-
constrained devices. The evidence on security proves this method to be secured under the DBDH
assumption. Performance research shows that users and data owners always bear the computing burden of
this encryption approach. As a result, it solves the issue of a device with limited resources being unable to
do a large amount of computation. It also reveals that our encryption method performs better than the other
three.

The findings of this research demonstrate that using this technique to secure smart healthcare data would
significantly increase the security of data users as well as patients in the health industry. Research for further
study Adding attribute revocation and policy updating to the security scheme can be explored for further
research in order to enhance and increase its efficiency.
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