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Abstract:  The rise of digitalization has resulted in an increase in online transactions, necessitating the need 

for secure and dependable methods of document verification. Traditional document verification methods 

frequently involve manual and time-consuming processes that are vulnerable to fraud and error. Blockchain 

technology, which provides a secure, transparent, and tamper-proof platform for validation, has emerged as a 

potential solution to this problem in recent years. The use of blockchain for online document verification 

entails the use of a distributed ledger system that records and validates the authenticity of documents in a 

decentralized manner. The procedure entails creating a digital fingerprint of the document, which is then 

stored on the blockchain. The blockchain creates a secure and immutable record of the document, preventing 

it from being altered or tampered with. The increased security provided by blockchain is one of the primary 

advantages of using it for online document verification. Because the blockchain is decentralized, there is no 

single point of failure, making it more resistant to hacking and other types of cyber-attacks. Furthermore, the 

use of cryptography ensures that the documents are encrypted, which increases their security. 

 

Index Terms - Document Verification, De-Centralized System, Ethereum-Based Blockchain Network. 

I. INTRODUCTION 

Online document verification has become an integral part of many companies and organizations in the 

modern digital age. From banking firms to healthcare professionals, there is a huge market for reliable and safe 

methods of checking the legitimacy of digital records. Traditional methods of document verification, on the 

other hand, are frequently afflicted by problems such as fraud, error, and ineffectiveness. As a consequence, 

blockchain technology has emerged as a potential remedy for this issue. Blockchain is a distributed ledger and 

public blockchain system that allows for safe and open transaction capturing and affirmation. Its differentiating 

characteristics, such as irreversibility, clarity, and decentralization, make it a perfect forum for online document 

verification. It is now feasible to establish an encrypted and tamper-proof record of documents using 

blockchain, ensuring their integrity and genuineness. The application of the blockchain for online document 

verification does have the potential to completely convert how we authenticate and verify documents online. 

When compared to conventional approaches, it can provide a more effective and cost-effective solution while 
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also increasing security and decreasing the likelihood of fraud and error. As a result, it is not surprising that 

many companies and institutions are continuing to investigate the use of blockchain for validation, and 

adaptation is expected to increase over the next few years. 

II. LITERATURE REVIEW 

The authors proposed a document verification system that uses blockchain technology to ensure the 

authenticity and integrity of online documents in "An online document verification system using blockchain 

technology" [1]. The proposed system makes use of a distributed ledger to store hashed documents and digital 

signatures. The authors also built a system prototype and tested its performance. The authors proposed a 

blockchain-based system for verifying academic certificates in "A blockchain-based online document 

verification system for academic certificates" [2]. To ensure the authenticity of academic certificates, the 

system employs a combination of hash functions and digital signatures. The authors also conducted 

experiments to assess the system's performance. In "A blockchain-based approach for online document 

verification" [3], the authors proposed a blockchain-based approach for verifying online documents. The 

proposed system employs a distributed ledger that stores the hash of the documents and their digital signatures. 

The authors also evaluated the performance of the system through experiments. The authors proposed a 

blockchain-based system for verifying online documents for government and business applications in 

"Blockchain-Based Online Document Verification System for Government and Business Applications" [4]. 

The system makes use of a distributed ledger to store the hash of the documents as well as their digital 

signatures. The authors also conducted experiments to assess the system's performance. The authors proposed 

a document verification system that uses smart contracts and blockchain technology to ensure the authenticity 

and integrity of online documents in "An Online Document Verification System Using Smart Contracts and 

Blockchain Technology" [5]. The proposed system makes use of a distributed ledger to store the hashes of the 

documents as well as their digital signatures. The authors also built a system prototype and tested its 

performance. 

III. PROPOSED METHODOLOGY 

3.1 Actors 

The intricate system entails three integral components or organizations, namely the originator of the 

document, the authorizing institution, and affiliated parties, such as a corporation, capable of authenticating 

the disseminated online document. In the process, the organization furnishes the document to a user, who 

subsequently permits users to upload it onto a server. Moreover, the verifier, in this instance, the corporation, 

assumes the responsibility of verifying both the document and the user, thereby ensuring their credibility and 

authenticity. 
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3.2 Process – Interaction between actors 

The system's actors have clearly defined roles. 

• User - The user, being the rightful proprietor of the document, is endowed with the authority to liaise with 

the verifier on its behalf, thereby facilitating the process of authentication and validation. 

• Organization - The organization oversees releasing the document.  

• Verifier: Upon examining the document, the verifier possesses the discernment to ascertain its authenticity 

and subsequently implement the suitable course of action.  

Only a select group of validated and sanctioned organizations are granted the privilege to access the chain. 

These organizations, possessing the requisite authorization, are empowered to transmit the relevant documents 

and user identification information to a smart contract. Within this mechanism, the verifiers can autonomously 

authenticate the document at hand, leveraging the public key stipulated by the said organization. 

3.3 Registration of the Document 

Prior to publishing any papers onto the system, it is a prerequisite that the business serving as the document's 

issuer undergoes the verification process. Upon successful verification, a public-private key pair is created for 

this organization, whereby the organization is entrusted with the public key, while the client application 

designated for the organization stores the private key thus generated. Through the amalgamation of an 

asymmetric public key cryptography approach, the public-private key pair is fortified.In the event that a user 

enters into any transaction with the organization, leading to the generation and issuance of a document, the 

organization undertakes the creation of a digital facsimile of the certificate in the form of a portable document 

format (PDF).Comprehensively encapsulating the information pertaining to both the issuance of the user and 

the corresponding company, the certificate assumes a pivotal role in the documentation process. To simplify 

the process, for the purpose of illustration, let us consider that a document is merely linked to a user id and an 

organization id. Upon receipt of the aforementioned parameters, the client application, utilizing the private key 

of the organization, conducts a signature check, prior to proceeding with the transaction. In the event that the 

signature is established as genuine, a transaction is initiated, aimed at appending the hash onto the Blockchain, 

leading to the generation of a unique transaction ID. In conjunction with this activity, a compacted digital 

duplicate of the document, along with the transaction ID, is also furnished to the user, which is preserved by 

the user in tandem with the digital copy. It is incumbent upon the user to consistently apprise the verifier of 

this information, whenever transmitting the document. 

3.4 Verification of the Document 

Upon receipt of the parameters Hi and Ui, the client application located at the verifier end triggers the 

invocation of a function embedded within the smart contract. In accordance with the process, the verifier 

transmits the base64-encoded string of the digital document to this function. Subsequently, a comparative 

analysis is conducted, whereby the hash value Hi obtained from the Blockchain is juxtaposed against the SHA-

256 hash generated from the copy of the document. In the event of a match between the aforementioned hashes, 

the document copy relayed to the verifier is deemed to be legitimate and unaltered. It is important to note that 

this technique has the capability of detecting even the slightest modification in a digital file, down to a single 

pixel. 
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IV. SYSTEM ARCHITECTURE 

 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig 1 System Architecture Diagram 

 

   Fig. 1 illustrates the comprehensive system architecture devised for the verification of online documents, 

premised upon the blockchain technology. The architecture embodies all five suggested methodologies, 

namely the User Interface, Web Application, Smart Contract, Blockchain Network, and Document Storage. 

User Interface: The User Interface, serving as the gateway for the user, is manifested as a web portal where 

users can submit their documents, while also verifying the legitimacy of documents that have already been 

posted. The construction of the web site, necessitates the utilization of JavaScript, CSS, and HTML.  
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Web application: The Web Application is tasked with receiving and processing user requests received via the 

User Interface. To this end, it is developed utilizing a server-side programming language like Python or 

Node.js, and processes HTTP requests utilizing a web framework such as Flask or Express.js.  

Smart Contract: The Smart Contract, constituting a vital component of the system, facilitates the storage and 

retrieval of document hashes through the execution of a program code that runs on the blockchain. Creation 

of the Smart Contract requires the use of a blockchain development platform such as Ethereum, while 

programming languages such as Solidity are utilized for its development. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig 2 Demonstration of Smart Contracts 

 

    Blockchain Network: The blockchain network constitutes a distributed and decentralized arrangement of 

nodes, which are responsible for storing document hashes and executing smart contract code. This network 

configuration is constructed using a blockchain platform that is tailored to fulfill this purpose, with choices 

such as Ethereum or Hyperledger Fabric being considered for the development of such a network. The 

network is composed of several nodes, each of which contributes to the distributed ledger that forms the 

foundation of the system's robust and immutable data storage mechanism. Through this distributed 

architecture, the system can ensure that the documents and their corresponding hashes are distributed across 

the network, thereby enhancing their security and resistance to tampering. Additionally, the decentralized 

nature of the blockchain network eliminates the need for a central authority or intermediary to oversee and 

administer transactions, thus promoting trust and transparency among the network participants. 
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Fig 3 Ganache for Test Development 

 

 
 

Fig 4 Ganache CLI for generating test accounts along with private keys 

 

Document Storage: In order to ensure the reliability and security of the document files, it is recommended to 

employ a robust and trustworthy storage solution such as Amazon S3 or Google Cloud Storage. These storage 

systems provide a high level of data protection and integrity, coupled with an array of advanced features that 

enable the system to efficiently manage and store large volumes of data. Such storage systems leverage 

cutting-edge encryption and security protocols to safeguard the documents against unauthorized access and 

tampering, while also offering redundancy and durability guarantees to ensure that the data remains accessible 

and recoverable even in the event of hardware failures or other catastrophic events. The use of such storage 

solutions is thus crucial to the success and viability of the blockchain-based document verification system, as 
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it provides a secure and reliable repository for the documents themselves, thereby reinforcing the system's 

overall security posture and enhancing user confidence in the authenticity and validity of the documents. 

V. CONCLUSION AND FUTURE SCOPE 

5.1 Conclusion 

The longstanding problem of counterfeit and altered documents within institutional structures has been 

exacerbated by issues such as poor communication between document issuers and verifiers, and the absence 

of a standardized method for record-keeping. However, in recent times, the employment of blockchain 

technology has emerged as a potential solution to these concerns. 

Through the replacement of traditional hard-copy documents with their digital counterparts, the system 

endeavours to streamline and optimize the verification process for electronic documentation, enhance fraud 

detection capabilities, and maximize cost-effectiveness. Given the inherent transparency of the system's 

publishing and verification protocols, coupled with its ability to authenticate and validate provided 

information, blockchain-based technology is able to effectively curtail the creation of fraudulent electronic 

documentation. 

Blockchain technology, an innovation that was originally introduced for Bitcoin and subsequently adopted 

by many other cryptocurrencies, has the potential to revolutionize nearly every aspect of our existence, 

including but not limited to, finance, supply chain management, identity verification, and voting systems. 

Despite its widespread adoption and increased popularity, the blockchain sector is still in its infancy, 

offering ample opportunities for novel and innovative applications of this technology, particularly in the 

realm of creating a system of collective trust among its users. 

5.2 Future Scope 

Blockchain technology holds immense potential for the future of online document verification, owing to its 

decentralized, immutable, and tamper-proof nature, which eliminates the requirement for a central authority 

and enables multiple parties to access the same information. The wide range of potential applications of 

blockchain technology in online document verification includes but is not limited to: 

Identity Verification: Identity documents like passports, licences, and national ID cards can be safely stored 

and verified using blockchain technology. These documents can be authenticated using blockchain in real-

time and without the need for a centralised authority. 

Educational Certificates: Academic credentials are easily verifiable by employers and educational 

institutions worldwide because to the ability of educational institutions to issue and preserve them on 

blockchain. 

Medical Records: Blockchain technology allows for the secure and open sharing of medical records by 

healthcare providers. This will assist in lowering errors and enhancing patient outcomes. 

Legal Documents: A blockchain-based record of ownership and transaction history can be created by 

storing legal documents including contracts, deeds, and patents. 

Financial Documents: Financial firms can utilise blockchain to track and verify documents like investment 

contracts, insurance policies, and loan agreements. 
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In general, blockchain-based online document verification has the potential to greatly reduce fraud and raise 

transparency across a range of businesses. We can anticipate seeing more cutting-edge uses for blockchain 

in document verification as the technology develops. 
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