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ABSTRACT:

By tracking the IP address of the anonymous participant, to identify the criminals who joined the class and inform the teacher of the
information. Text mining is one of these and is crucial in online academic sessions. The process of extracting information from text
is known as text mining. By posting and exchanging contents, an online academic platform offers valuable user-generated
knowledge. Because many users experience information overload, identifying harmful contents from vast text streams is a critical
challenge in academia. To address this issue, we suggest using fuzzy keyword matching techniques from machine learning
methodologies in conjunction with lexical data analysis using text mining methods. We create a test system using a captured video

through the internet, Using the data, locate the illegal participant by tracing their IP address illegal participant.
Keywords: Lexical data analysis, E-learning, Text Mining, Sentiment Analysis, Fuzzy Logic..

Introduction

Online learning became the new standard after institutions and classrooms all across the world were forced to close their doors as the
COVID-19 virus spread. More than 1.2 billion kids in 186 countries will be affected by school closings by April 29, 2020. It quickly
became apparent that many students were not prepared for the type of full-time, digital education that was now required once schools
started to make the switch to emergency remote learning. Parents and teachers in nations like the United States were concerned that
pupils would surely fall behind academically since not all students had the necessary equipment, such as laptops or a steady Internet
connection. Also, a lot of educational institutions lacked adequate cyber security measures, which increased the potential of cyber
attacks on online classes.

Information technology has impacted all facets of people's everyday lives due to the rapid growth of network and information
technology, which has a subtle influence and transformation on people's production, life, learning styles, and ideologies. Multimedia
and network technologies are particularly prevalent in education and teaching, boosting the modernization of education and opening
up new opportunities for the growth of community education. Information network technology has a significant impact on the field

of education [7]. The emphasis of university information technology is shifting from network configurations and multimedia
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hardware to deep application. There are benefits and drawbacks to a number of novel teaching approaches as well as related network

management application strategies.

On the basis of this, we ought to create a nationwide network for community education and actively encourage electronicization of
community education. This has significant historical and practical ramifications for fervently promoting community education,
creating a system of lifelong learning for the entire populace, raising living standards generally, and creating a learning society [9].
The advancement of urban information infrastructure building supplies community education with information, while the
development of information technology is becoming more and more mature and uniform, providing technical support for the
informatization of community education [10]. Students can select the most relevant learning techniques and materials from the
course website's wealth of learning resources, exercise their full learning initiative, and develop into knowledge explorers of self-

learning in order to:

LITERATURE SURVEY
Distance Learning Vs Schooled

Many students treasure the memories they have of their time in college. Students rely on college to create lifetime relationships,
develop a greater feeling of responsibility and independence, and work towards a degree and a desired professional path. But for
many college students, this experience was cut short or put on hold owing to recent events. College students have switched from
taking courses in person to taking them online or through distance learning because many campuses are closing for the rest of the
year. Online learning among college students has quickly increased as a result of distance learning. But as more students do their
coursework at home and internet activity rises, there is an increasing demand for better security.
Video Lectures

Several educators and educational institutions are now using online video conferencing software to conduct virtual lectures as a
result of the shift to remote learning. Several of these technologies, meanwhile, have shown to be lacking in the basic security
precautions. As previously mentioned, numerous individuals have been observed posting links to their meetings on social
networking sites like Twitter. This could make it possible for an attacker to interrupt a club meeting or online class by just clicking
on one of these links and displaying unwanted material. As a result, students could waste time that could have been used to further
their studies. Also, even if some institutions have forbidden the use of certain online conferencing technologies for distance learning,
it's crucial for students to remain informed about the many security dangers associated with video lectures.
Connected Devices & Home Networks

For the rest of the academic year, many schools and institutions have requested that students vacate their on-campus dormitories.
Students who move off campus may no longer have access to the devices and school networks that are provided by a campus.
Although many students currently use a personal device for education, in this scenario, that is the only choice available. However,
using personal devices on home networks may come with a number of risks, much as individuals who have switched to working from
home. Instead of using the expertly maintained networks at their colleges, students are switching to their homes' Wi-Fi installations,
which are typically easier for hackers to break into. A hacker has the chance to do anything once they obtain access to a student's
home network.
Secure Your Virtual Classroom
What can students do to prevent the use of distant learning from delaying their journey to a degree, then? The best place to begin is
by seriously considering online security. Here are some suggestions to make home learning as successful as possible.

Encrypted Online Conferencing Tool

Is end-to-end encryption used by the video conferencing software you're thinking about? As a result, only attendees will be able to
decode any protected meeting content. In order to pick the video conferencing application that best meets your demands and is the

most secure, make sure to read the privacy policies offered by each service.

IJCRT2303932 ] International Journal of Creative Research Thoughts (IJCRT) www.ijcrt.org \ h891


http://www.ijcrt.org/

www.ijcrt.org ©20231JCRT | Volume 11, Issue 3 March 2023 | ISSN: 2320-2882

Use a VPN

By using a VPN, which enables you to send and receive data while encrypting your data so that others can't read it, you can prevent
hackers from breaking into your network. VPNs shield your network from attack[8] and stop hackers from accessing other devices
linked to your Wi-Fi.

Password Protection.

Put in some effort creating secure passwords for your gadgets and home network[14]. Students frequently use the same password—
or password variations—across all of their accounts. This means that all personal data is immediately vulnerable if a hacker
discovers only one password. Hence, it is essential to vary your passcodes to ensure that, should one password be hacked, hackers

cannot get access to all of your accounts at once. To organize your passwords, you can also use a password manager.

Two-Factor or Multi Factor Authentication

Due to the need for several kinds of verification, two-factor or multi-factor authentication adds an additional layer of protection. This
lowers the possibility of hackers pulling off effective impersonation. You can think about downloading a variety of online resources
to help with the adjustment while you get used to learning from home. Research potential security flaws or recognised risks before
downloading the first tools you come across.

What is Performance Evaluation?
Formally determining a person's work-related acts and their results in a certain role or environment. In financial trading, the goal is

to determine if a person exceeded or fell short of market or industry norms in terms of wealth addition to the company and/or its
clients. also known as performance evaluation.
THE SIGNIFICANCE OF EDUCATIONAL INFORMATIZATION

The informationization of higher education places a strong emphasis on the application of contemporary information technology to
raise management standards, establish a positive learning and teaching environment, and develop and enhance student information
literacy. Information community education is distinguished from traditional community education-by its openness, interactivity, and
sharing. Today, some communities have cutting-edge gear that is fully functional, and other communities have even installed their
own local area networks. Unfortunately, the investment in application software is insufficient, and the level of each community's
information application is still relatively low. There is currently no method to accurately reflect the performance brought on by
investments in information technology. In many localities, sophisticated management information systems have not yet been built,

and the level of office automation.

LIMITATIONS OF EXISTING METHODS

e The content that an account owner posts engages the followers, and it is for this reason that they decide to follow the
account owner.

e The followers' posts should reflect the account owner's personality.

e The account owner's contents are utilised to identify and analyse the followers who are most interested in the content that
owner has uploaded.

e Any incorrect or abusive content posted by account owners will be found by their followers.

e Followers participate in spotting users who join a session without permission. and uploading offensive material.

e Both costly and time-consuming.
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e Data scarcity is a more basic issue.

e Researchers may need to aggregate data collected over lengthy periods of time, frequently years, in order to do accurate
analysis because the amount of data accessible for analysis is constrained by how quickly the media sources report.

e With the help of large amounts of data from audience interaction, academic content analysis offers several previously

unheard-of prospects.

PROPOSED METHOD:

Our technical contribution is to formulate sentiment leaning (LDA) inference as a convex optimization problem that jointly optimises
content agreement with an error term, and user content is categorised as P/N using the positive and negative ratios. We employ fuzzy
based lexical analysis in conjunction with fuzzy member ship functions to determine whether the posted text is W or B. Based on
this, we forecast that the miscreants will attend the academic sessions.

Our method just needs a consistent flow of content, and the generated scores have a straightforward definition of "averaging™: a score
is the average number of positive/negative expressions made by participants when they post.

The use of dice coefficients in fuzzy keyword matching. to determine how closely two dictionaries' contents match. The similarity
score is used to determine the threshold, which determines whether the material is positive or negative. This means that the posted

content is designated as P/N. enables the system to locate and block the ipaddress of the illegal users.

ADVANTAGES OF PROPOSED SYSTEM:

e Prediction does not require a follower.

e  Estimating the content's positivity or negativity.

o Determine the unauthorised participant using the data.
e Tracking down illegal individuals' IP addresses.

e Provide information about the unauthorised person.

Special education

teacner

=

Special Education
School

Expert System for

LDA based Fuzzy ]

IPTracing
Virtual classroom architecture
Algorithm
INPUT
U<- User
R<- Result
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BEGIN

Step 1: U register and login -> VCR

Step 2: U post content -> VCR

Step 3: forward content -> SA

Step 4: WC forward weights -> SA

Step 5: SA classify

Step 6: WC extracting P/N :: SA

Step 7: SA find similarity matrix from U

Step 8: VCR predicts U as Authorised / Unauthorised
Step 9: VCR Blocks IP

Step 10: Notify the Followers

END

MODULES AND DESCRIPTION

1. HybridSeg-framework

2. Tweet Segmentation

3. Sentiment Analysis

1. HybridSeg-framework

Twitter posts are divided into batches via the HybridSeg architecture. Using a defined time interval, batches of tweets from a targeted
Twitter stream are separated by when they were published (e.g., a day). HybridSeg segments each group of tweets individually after
that.

2. Tweet Segmentation

The goal of tweet segmentation is to divide a given tweet t from batch T into m consecutive segments, t = s1s2...sm, where each
segment si contains one or more words. The goal of our formulation of the tweet segmentation problem is to maximise the total of the
stickiness scores for the m segments.

3. Sentiment Analysis

The data that the server had indexed in response to the user's query request is processed during this stage. The user reviews and
comments are retrieved and analysed for sentiment analysis to determine whether they are good or negative. Moreover, a confidence
level between 0 and 1 that is represented by a probability factor is added to this. Positive feedback answers are converted to +1 and
negative ones to -1, and the result is multiplied by the computed likelihood to determine the score.

RESULTS AND DISCUSSION

=1 M (=

Fig.Level of satisfaction on Moodle platform according to time
The teachers in the poll have no trouble using the Module platform or connecting to the Internet. This is evident from the fact that the
majority of respondents said they use a laptop or desktop computer. Additionally, 87% of them said they had no trouble accessing the
Internet because they do it at home or at school; only 4.3% did so once per week; the rest did so continuously throughout the
workweek. Similar to this, 5 out of 6 teacher evaluators agree that the respondents were able to get past any early platform-related
challenges. This enables future trainings to be conducted in this manner and utilise the available time, as this is the first virtual

course.Teachers participated more in this online setting than they would have in a traditional classroom, which made it possible to
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spread knowledge through encouraging group learning through the forum. the majority of instructors are content with the programme

(Fig. 1). They express high acceptance for the course's content and usage of didactic tools; 95.7% of respondents say it helped them
to better understand the educational approach. Around 80% of the participants think it positively affects their comprehension of the
teaching model. The perception of the course in terms of understanding the educational model has been satisfactory, according to a
number of questions. This relates to the findings of the teacher evaluation tool, where it is noted that only 1 of them indicated that the
teachers demonstrate a minimum level of knowledge, while the rest demonstrate an adequate or acceptable level of knowledge and
also identify problems specific to their context. In addition, 5 of the 6 teacher evaluators indicate that the respondents complied with
their expectations.The feedback from course assessors, in the opinion of almost 75% of the teachers, has helped them better
comprehend the institutional educational paradigm. In order to link various learnings, teachers have been able to manage their time

and thoughts. It has made it possible for faster, in some situations synthesised and unambiguous, and more positive communication.

CONCLUSION

In the list that follows, various scripting techniques are employed to determine the target audience. The account holder will be able to
use the resources more effectively by posting the offer to the right user thanks to the account owner's tweets to the component
follower. It's noteworthy to note that others who tweeted the exact same message might have been happier with the account owner'
tweets at the time. The fuzzy keyword matching method has produced good flexibility in finding a large number of targeted
consumers, according to a comparison investigation. With retrieval techniques like retweets, our approach can also be expanded to

other OSNs like Facebook and YouTube, which function as "preferences."
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