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Abstract - With the rapid evolution of the wireless 

communication technology, user authentication is important in 
order to ensure the security of the wireless communication 
technology. Password play an important role in the process of 
authentication. In the process of authentication, the password 
enter by the user will be transmitted along the traffic to the 
authentication server in order to allow the server to grant access 
to the authorized user. The attackers will use the chance to 
attempt to sniff others person password in order to perform some 
illegal activities by using other's identity to keep them safe from 
trouble. Due to the issues, there are many solutions has been 
proposed to improve the security of wireless communication 
technology. In this paper, the previously proposed solution will be 
used to enhance the security of the system. The solution adopted is 
the one time password, hashing and two-factor authentication. 
There also a new solution will be added by using the special 
character to help to save more data. The objective of the system 
outcome is to enhance the current login authentication system. It 
provides solutions for making password breaking more difficult as 
well as convinces users to choose and set hard-to-break passwords. 
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I. INTRODUCTION 

 

The Password is cannot be theft or stolen by anyone be 

causing of we  using a new  method of login type. In our 

login page need some criteria  when the user login they need 

to give username .  

It will generate some special character and send to our  email 

and then user need to enter the  password with they received 

special character.  

Then  only it enter to the account if we enter wrong then it 

wont login to your account. Every time we login to our 

account it will generate a special character. 

According to Plagiary(2014), there is 47% of the American 

adults account been hacked in that year. Their personal 

information is exposed by the hackers. Due to the problem 

exists, there are more people no longer trust that password 

will be able to protect their online account. According to 

Suleiman(2017), some of the attackers will sell the email 

account that is been hacked to others to gain profit.

 
1. ProbemStatement 

 
Authentication is an activity to authenticate the person 

credential that wishes to perform the activity. In the process of 

authentication, the password enter by the user will be 

transmitted along the traffic to the authentication server in 

order to allow the server to grant access to the authorized user. 

When the password is transmitted, the attackers will try to 

sniff into the network to obtain data that include the user's 

password. Currently, there is rainbow table which able to trace 

the password with the hash algorithm to obtain the user's 

password. Once the password is succeeded to be decrypted, 

the attackers can use the user credential to do something 

illegal such as fraud others which will cause the user lost in 

credit. 

It is important to protect our own account because our 

credit is priceless. It is hard to trace the attackers in the cyber 

world. The secure login system is needed to ensure the cyber 

safety. Therefore, this project would like to provide alternative 

ways to log in to a system because current login system is not 

secure enough. 

 

2. Objectives 

 
• The main objective is to implement a secure login 

authentication system with utilizing with two-factor 
authentications. By using the concept two-factor authentication 
could help to increase the strength of the login system. The 
attacker will need to pass through the next barrier of defence to 
success to login. This system will help to enhance the login 
authentication system. 

• Next objective is to ensure login password will not be 

transmitted over the network. As compared to the previous 

solution, the password is just encrypted, but the attackers 

might succeed to decode the data and retrieve the password. So 

in order to prevent this happens, the password with the random 

key will need to be hash before the sender sends the password 

to the server. It is important to secure the password of the user. 
 

• Apart from that, the third objective will be to generate the one 

time password offline. This will help in perform the login 

procedure if there is a limited connection of wi-fi or mobile 

signal is weak. It will help the user who lives in the countryside 

which has a weak phone signal 
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II. RESOURCES  REQUIRED 

 

 
 Hardware Requirement 

 

     1TB HDD  

     8GB Ram  

     Laptop or PC 

 

 Software Requirement 

 ASP. Net: For all frontend logic.  

     C#  : For all connection logic .  

 HTML  : For all the layout designing.  

 CSS : For interfacing and designing the 

pages.  

 JavaScript : For developing  all client side   

requirements.  

 MySQL : For database we are using MySQL, 

can use any version of MySQL.   

     Microsoft Visual Base : For Frontend 

development. 

 
 

III. PROPOSEDSYSTEM 

 
Due to the importance to secure the password, I had 

implemented an enhanced version of the login authentication 

from the existing proposed solution. Under the existing system, 

the password whether it is encrypted or hashed, it still exists in 

the network traffic to reach the service. Once the attackers get 

the encrypted or hashed password, the attacker will have the 

chance to succeed to discover the algorithm to retrieve back the 

plain text. 

 

 

 

 

 
Figure.SystemArchitecture 

 

 

 

 

 

 

The proposed solution to enhance the security of 

login authentication system by implementing the new 

system. In the new system to be proposed, it will help to 

enhance the password security. The system will help to 

ensure the password will not be transmitted along the 

traffic. Therefore, this project would like to provide 

alternative ways for login to a system by using special 

character  as the random key when the user attempts to log 

in. By using this method, attackers will be hard to decrypt 

the password since they will need to generate a huge 

rainbow table if the random key is long enough. 

 

IV. EXISTING SYSTEM 

 

Authentication is a process to access to login account 

and accessing the service provided by the system or server 

using the password. It also has an alternative way to 

authenticate the user which is using biometric authentication 

by using fingerprint or iris recognition. However, human has 

the tendency to create easily remember password which it will 

lead to a problem. By definition, authentication is the use of 

one or more mechanisms to confirm that you are the 

authenticated user. Once the identity of the human or machine 

is validated, access is granted. There are existing 

acknowledged three authentication factors are things the user 

know, things the user have and biometric authentication. 

Biometric-based authentication is a good way to authenticate 

the user but it is expensive and raises some privacy concern. 

One Time Passwords (OTP) offers a promising alternative for 

two-factor authentication systems. A one-time password is a 

password that is valid for only one login session or 

transaction, on a computer system or other digital device  

 

 

 

Figure.Password Attack per Hour 
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V. CONCLUSIONS 

 
The project has achieved a huge success to mitigate 

with the rainbow table attack where the attackers will need to 

generate a huge rainbow table to exploit the system. A huge 

rainbow table will require a lot of time to be generated. Apart 

from that, the system also uses the 2 factor authentication where 

it requires the actual password and OTP to grant success to the 

system. Next, one of the huge success where will be the OTP 

can be generated without connection to internet which helps to 

prevent the attackers to able to retrieve the actual password from 

the network flow. There is some problem faced when 

implementing the system where there is the shortage of time to 

complete and improve the system. One of the major problem 

faced is when the laptop to act as the server of the system is 

having some faulty. The faulty cause spends of time and money 

to be fixed where time is wasted for the period of fixing. 
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