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Abstract:- The spread of digital and media content has increased the risk of copyright violations. Therefore, there is a need for a
technique that can either identify or prevent copyright violations. Therefore, there is a need for a technique that can either identify
or prevent copyright infringement. For this reason, either cryptographic or non-cryptographic methods can be employed, but the
simplest and cheapest option is non-cryptographic, which anyone can use. Therefore, watermarking or steganography may be used.
Watermarking is the concealing of digital content into the image to be watermarked. Watermark employs several embedding
techniques, including DWT, DCT, SVD, etc. Both DWT and SVD have been utilised in numerous watermarking techniques that
have yielded positive results and repelled numerous attacks. In numerous studies, DWT has achieved superior performance. The
watermark image utilised DWT and SVD in this research. The watermarked image is processed using DWT and then divided into
smaller parts. The blocks are then processed using SVD, and the watermark's binary pixels are inserted on the greatest values of
singular values. The alpha values determine the durability of the watermark and the image. The experimental results of the suggested
method indicate an improvement in the perceived attributes of the watermarked image, as revealed by their analysis. It was examined
against attacks such as AWGN, Median Filters, etc.

Index Term: - Cryptography, Watermarking, Discrete Wavelet Transform (DWT), Singular Value Decomposition (SVD), Discrete
Cosine Transform (DCT).

l. I INTRODUCTION

A watermark is a distinguishable image on paper that appear as different shades of brightness or darkness when can be viewed by
transmitted light and is generated by changes in the density of the material [1]. To prevent duplication, watermarks have been
placed to postal stamps, banknotes, and other official papers.

1.1 Introduction to Watermarking

Like traditional watermark, digital watermarking are only discernible under specific condition, that is, when an algorithm is applied,
and are otherwise unnoticeable. [2] A digital watermarking that alters the carrier signal to the point where it is discernible is useless.
In digital watermarking, the signal can be audio, photographs, videos, texts, or 3D models. A signal that may simultaneously carry
many watermarks. Digital watermarks do not alter the size of carrier signals, unlike metadata that is added to the carrier signal.

The required characteristics of a digital watermarking depend on the application. For copyright marking of media file, a digital
watermarking must be quite strong against adjustment that can be made to the carrier signals. So that integrity must be maintained,
a fragile watermarking should be utilised.

Both steganography and digital watermarking use steganographic techniques to conceal information inside noisy signals. In contrast
to steganography, digital watermarking attempts to manage robustness as a primary priority usually. As digital copies of data are
identical to the original, digital watermarking is a passive security measure. It only labels data but does not degrade it or restrict
access to it. Digital watermarking can be used for source tracking. A watermark is an image that is placed into a digital signal at
each distribution point. If a copy of the work is later discovered, from the copy watermark can be extracted and the source of
distribution can be determined. Reportedly, this technology has been used to identify the source of illegally pirated movies.
Watermarking is the process of embedding the author's identity into digital data so that it can be used to verify the claim when
necessary.
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Several ways, such as the company's logo, the author's banner, or some sort of signature, can be used to generate a watermark,
which can also be created for every image [9]. This is not the primary issue; the embedding and extraction of the watermark is the
primary concern. These are the primary means by which the author can assert ownership of an image. The majority of image
watermarking research has thus far been conducted in these areas; the watermark remains unaltered even if the watermarked image
has experienced significant distortions or alterations.

1.2 Types of Watermarking

Watermarking techniques can be categorised based on a variety of variables. Watermarking can be classified according to the
following characteristics:

1. Domain Based
2. Document Based
3. Visibility based

Digital Image Watermark

Domain Based Document Type Based Visibility Based Fragility Based

Figure 1 Bases of Watermark Categorized

Domain Based

Frequency Domain

Figure 2 Based on Working Domain

Figure 3 Based on Type of Document

Lvisibility BasedJ

v v

L\Iisible Watermark J LInvisibIe WatermarkJ

Figure 4 Based on Visibility
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Figure 5 Based on Fragility

1.3 Characteristics of Watermark
The following is a list of characteristics [14] of watermarking:

Imperceptibility: This indicates that the watermark is present in the image, but it cannot be seen by the naked eye due to the way
the image was processed.

Robustness: It is utilised in situations in which the watermark has been subjected to various image processing operations such as
cropping, resizing, blurring, and so on.

Capacity: The quantity of watermark that an image can retain or that an algorithm can implant without significantly affecting the
original image is referred to as the watermark capacity.

Security: A safe and secure watermark is one that cannot be located or removed by an adversary even if they had the key.
False-positive: It is the prerequisite that the detector must indicate the presence of a watermark, even though one does not exist.
1.4 Application of Watermark

Watermarking can be used to authenticate nearly all types of documents. There are numerous applications for watermarking; hence
the following are some of the applications [14] for watermarking:

Information Security

Copyright Protection

Content Identification and Management
Content/object authentication

Others application

1.5 Objectives

The Objectives of the proposed work are:

Develop a watermarking algorithm that can embed the watermark adaptively, i.e., with various strengths for the background and
foreground, while staying undetectable in the image.

Achieve a high PSNR and SSIM for watermarked images compared to the host image.
To accurately extract the watermark image from the watermarked image.

Apply image processing attacks and determine if the system can withstand these attacks while maintaining the integrity of the
watermark, and if so, to what extent.
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1. LITERATURE SURVEY

The important qualities of a watermarking algorithm [32] are its fragility, visibility, and capacity. A watermark, which is usually
dealt with, should be robust, invisible, and have a large capacity. It should be noted that if there is a need for the validity check of
an image, then the watermark should be fragile and invisible. However, for the authenticity of the image, several other methods are
used. Our major aim for this survey is to search for robust and invisible watermarks. It should be noted that capacity [34] is usually
not important because only a small amount of information, like images, text, etc., is added as a watermark. It is not too important
to consider it as a part of the survey. As previously stated, spatial domain watermarks are lower resistant to image processing
modifications. The transform domain [36] must be included for the survey. It improves the capacity of watermark placement in
images Error! Reference source not found..

Burgett et al. introduced the first efficient watermarking technique in the DCT domain [23]. Their approach partitions the image
into 8x8 blocks for which the DCT is figure out. In each block, a pair of coefficients is selected. To embed a bit, the coefficients
are swapped so that, depending on the bit value, the value of positional difference is either positive or negative.

The method described in Error! Reference source not found. models the watermarking channel as a generalised channel with
fading and mean additive noise that is not zero. Utilizing an adaptive extractor, they present an optimised watermark extraction
approach for their quantization-based watermarking. In [20], four DWT levels are selected as the watermarking domain. This is
settled to strengthen the approach while concealing the watermark.

The technique of watermarking in short frequency coefficients of the host image using a sample projection approach is analysed in
[21].

The algorithm described in [35] embeds the watermarking in JPEG2000-compressed and encrypted image. This approach utilises
the stream cypher technology during the encryption phase. A quantize watermarking technique based on feature modulation was
developed in[38]. In this method, the feature signal is the normalised correlation (NC) between the host signal and a certain random
signal. In the [31] literature, many embedding, and extraction techniques have been investigated. In [24][25], for instance, GA is
used for watermarking purposes. One of the most important applications of watermarking is the detection of forgeries. In [28][37],
watermarking is utilised to detect tampering in various multimedia settings. The paper [29] proposes a watermarking approach
based on CT. The watermark is embedded in the DCT coefficients of CT's detail blocks. They are inserted in complicated blocks
with a greater strength factor. This is done to achieve greater durability. Also, to achieve imperceptibility, smooth blocks are
embedded with a weaker force. Using edge concentration and block entropy, the difficulty of each detailed block is determined.

1. PROPOSED APPROACH

Watermarking involves two sub-procedures: embedding the watermark and extracting the embedded watermark. The watermark
embedding module includes inserting the watermark into the host image by modifying the intermediate values of the host image
part (singular values) with the watermark part (watermark pixels). For controlling the strength of the watermark and the image,
another parameter called image depth maps (here it is ground truth images) is used.

In the extraction of watermarking module, the watermark that was inserted in the embedding module is taken out of the watermarked
image. For that, the procedure is just the reverse of that embedding.

Some basic terminology used in the watermarking process is as follows:

Host Image: It is the image on which the watermark must be applied. This is a color RGB image.

Watermark Image / Content: This is the data which must be embedded in the original host image to make it a watermarked image.
Watermarked Image: It is an image with watermark content embedded into it. It is obtained after applying a watermarking process.

Ground-Truth Image: It is an image that is obtained after applying Image Depth Map techniques. The Image Depth Map is a separate
topic of interest. This would be used to separate the foreground and background images of the host image according to object
interest.
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3.1. Tansformation Techniques

1. Singular Value Decomposition:- SVD is a technique for linear transformation in algebra. SVD [4] is the decomposition of a given
matrix into two orthogonal matrices and a diagonal matrix. If X is a m x n matrix that is to be decomposed using SVD, then U and
V are orthogonal matrices of dimensions m X m and n X n, respectively, and X is a diagonal matrix with the dimensions m X n,
same as X.

D N 1)1 /AN ¢ §)

¥ is known as the singular values (SVs) matrix in equation (1). can have many zeroes at the bottom and rightmost corners of the
diagonal matrix. Left singular vectors (LSC) and right singular vectors (RSC) are U and V, respectively. The LSC of X is derived
from eigenvectors of XXTand the RSC of X is derived from eigenvectors of X7 X. SVs of the image represent the brightness, whereas
singular vectors (SCs) determine the image's geometry. [5]

2. Discrete Wavelet Transform (DWT):- It is extensively utilised in the domains of signal processing and image processing. DWT
is a multi-resolution analysis that decomposes an image into fixed-bandwidth frequency channels on a logarithmic scale. One of
the benefits of DWT is its resemblance to a structure according to a particular resolution and decomposition at each level

3. Blocking:- Blocking is the division of a huge matrix into smaller matrices. Typically, a large matrix is partitioned into 4x4 blocks.
Before dividing, the compatibility of the matrix for division is examined. If not, compatibility is achieved by rounding up to the
nearest multiple of four. After division, the two dimensions are preserved and can be utilised as necessary.

4. Alpha Selection:- The Image Depth map provides ground-level photographs. Consequently, for the alpha selection technique, the
ground truth image would be required to depict the foreground and background twenty-six portions of the image. The empirically
determined effective foreground and background alpha values are 0.96 and 0.98 for the foreground and background, respectively.
The ground truth image is initially binarized using well-known thresholding techniques, such as OSTU global thresholding.

5. Watermark Intermediate Value Modification:- To embed the watermark into the host image, certain prerequisite values must be
established in the preceding phases. The host image is pre-processed to obtain a group of 4x4 blocks containing the greatest single
values from each of the 4x4 input blocks. These singular values are derived from the SVD procedure described in above techniques.

A= aB+ (1 —a)t .. (1)

B is a component of the host image following pre-processing. a is the image part's strength factor utilised in the watermarked image.
t is the portion of the watermark image to be utilised in the watermarked image. This equation is also known as alpha blending.
[12][13][15][16].

3.2 Watermark Techniques

The Watermark Embedding Module embeds the watermark into the image. The implementation is described in depth. The procedure
entails separating the RGB components and applying the watermark to each of them, i.e., red, green, and blue. The watermark in
these components will be utilised to determine whether version of the watermark extracted from the watermarked image being
processed here is the most accurate. This describes the input, output, and overall operation of the watermark embedding process.

INPUT:

Host Image: Let us say H1.png

Watermark Image: Let it be W1.png

Ground-truth Image: For Depth Map parameter. Let it be G1.png
OUTPUT:

Watermarked Image: After applying watermark in Host Image.
Measuring Parameter Value: PSNR and SSIM

ALGORITHM:

Initialization Of the Input Variables

Read H1.png using imread () function in MATLAB. Store it in variable, say imgH1.

Read W1.png and store it in a variable, wimg1.
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Read GT1.png and store it in a variable, gtimgl
imgH1, wimgl, and gtimg1 are all 2D arrays of the pixel value.

2. Host Image Pre-Processing

Split the RGB components of image imgH1 and proceed for each component the underneath steps. Let it be redComp, greenComp
and blueComp.

Apply Discrete Wavelet Transform (DWT) level-1 on imgH1, to get four components cA, cH, cV and ¢cD.

[cA,cH,cV,cD] = dwt2(imgH1,'Haar")

“cA” is an approximate image, not exactly the copy of original one, it looks but it is not. “cH " is the horizontal details of the image;
“cV” is the vertical details of the image; “cD” is the diagonal details. "dwt2()" is a built-in MATLAB function for 2-D DWT
transform.

Now cA is selected for the further processing.

Divide the cA into 4 x 4. It is stored in block4x4. A point to be noted is that block4x4 is a 3D array, multiple 4 x 4 blocks are stored
in layers one after another.

Apply singular value decomposition (SVD) on the block4x4.

[YUcomps Scompr Veomps SingularValue] = svdTransform(block4x4)

Ucomp 1S @ 4x4 orthogonal matrix (3D array), Scom, is 4x4 diagonal matrix (3D array), v.omy iS @ four-by-four orthogonal matrix
(3D array). These have multiple entries against each four-by-four entry of block4x4. singularValue is 3D array of dimension
4x4xM, with entries having first elements of four-by-four of s;,,,. svdTransform() is a user-defined function which applies the
SVD on each of the 4x4 block of block4x4 using a built-in MATLAB function svd () giving the output as mentioned above.

3. Ground Truth Image Pre-Processing

Apply DWT on gtimg1.
gtcA, gtcH, gtcV, gtcD = dwt2(gtimgl,’"Haar")
b) Convert gtcA to binary image
bwlmage = imbinarize(gtcA);
"bwlmage" is matrix having entries 0 and 1.

c) Each entry of one is replaced by the alpha value of the foreground, and zero is replaced by the alpha value of the background.
The a value of the foreground and background must be selected experimentally. It is the strength factor of the host image part used
in watermarked images, and (1 — «) is the strength factor of the watermark part. Applying these operations, in the end, we get a 2-
D array.

d) Blocking of alpha2DArray to 4 x 4 blocks
apha3DArray = blocking4x4fromnxn(alpha2DArray )

4. Watermark Image Pre-Processing

Adjust the size of the watermark image to match the size of singularValue.

sz1 = size (singularValue)
dimensionsOfWatermark = [ceil (sqrt(szl(l) * sz1(2) * 521(3))) ceil (sqrt(szl(l) x5z1(2) * 521(3)))]

watermarkResized = imresize(wimg1, dimensionsOfWatermark)
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watermarkResized is resized version of watermark. Its dimension is matching with dimensionsOfWatermark
Division of the watermarkResized into 4x4 blocks
blockedWatermark4x4 = blocking4x4fromnxn(watermarkResized)
blockedWatermark4x4 is a four-by-four blocked watermark image.
DCT is applied on blockedW atermark4x4 to get dctBlockedValue
dctBlockedValue = dctBox(blockedWatermark4x4 )
dctBlockedValue is DCT output of 4x4 blocks in the previous steps.

5. Watermark Intermediate VValue Modification

In this section, value modifications are made. singularVValue from host image pre-processing, dctBlockedValue from watermark
pre-processing, and alpha3DArray from GT Image preparation are the values used. The operation listed below is used to change
singularValue. It is applied to each (i, j) array element.

modSingularValues4x4 = singularValue * alpha3DArray + (1 — alpha3DArray) * dctBlockedValue
This is called alpha-blending.
6._Post- Processing
Retiling singularValue4x4mod to s, to generate modified singular values and take inverse SVD.

[swmpMod, imgblock4x4] = insvd (singularValue4x4mod, Ucomp, Scomp Veomp)
Retile imgblock4x4 blocks to form an approximate image i.e., cAmod.
Apply Inverse DWT to get final watermarked image.

wdimgFinal = idwt2(cAmod, cH,cV,cD,'Haar")

cAmod is a modified approximate image cH, cV and cD are the values obtained in step 1.

7. Output

wdimgFinal is written to an image file. It is compared with Host Image H1.png, it should be visibly same. So, its PSNR values
and SSIM values are recorded to compare how similar they are.

3.3 Watermark Extraction
INPUT:
Host Image: Let us say H1.png
Watermark Image: Let it be W1.png
Ground-truth Image: For Depth Map parameter. Let it be G1.png
OUTPUT:
Watermark Image: The watermark image which was embedded into the host image.

Measuring Parameter Value: PSNR and SSIM, to measure the accuracy of watermark extraction.

IJCRT2207510 | International Journal of Creative Research Thoughts (IJCRT) www.ijcrt.org | d838


http://www.ijcrt.org/

www.ijcrt.org © 2022 IJCRT | Volume 10, Issue 7 July 2022 | ISSN: 2320-2882

FULL ALGORITHM:

1. Initialization Of Input Variables

imgH = read H1.png, Host-image

gtimg=read GT1.png, ground-truth image
wmdimg=read wimgZ1File.tiff, watermarked image.
wimg = read wl.png, watermark.

2. Host Image Pre-Processing

Split the RGB components of image imgH1 and proceed for each component the underneath steps. Let it be redComp, greenComp
and blueComp.

Apply Discrete Wavelet Transform (DWT) level-1 on imgH1, to get four components cA, cH, cV and cD.
[cA,cH,cV,cD] = dwt2(imgH1, Haar")

CA is an approximate image, cV is the vertical details of the image; cD = is the diagonal details. dwt2() is a built-in MATLAB
function for 2D DWT transform.

Now cA is selected for the further processing.

Divide the cA into 4 x 4 blocks. It is stored in block4x4. A point to be noted is that block4x4 is a 3D array, multiple 4 x 4 blocks
are stored in layers one after another.

Apply singular value decomposition (SVD) on the block4x4
[Ucomps Scomps Veomp, SingularValue] = svdTransform(block4x4)

3. Ground Truth Image Pre-Processing

Apply DWT on gtimg1.
gtcA, gtcH, gtcV, gtcD = dwt2(gtimg1, 'Haar")
Convert gtcA to binary image
bwlmage = imbinarize(gtcA);

bwlmage is matrix having entries 0 and 1.

Blocking of alpha2DArray to 4 x 4 blocks

apha3DArray = blocking4x4fromnxn(alpha2DArray )

4, Watermarked Image Pre-Processing

Apply DWT on wmdimg
[wcA, weH, wcV,wceD] = dwt2(wmdimg, 'Haar");
Select wcA for further processing
Divide wcA into 4x4 blocks.
wimgblock4x4 = blocking4x4fromnxn(wcA)

Apply SVD on wimgblock4x4
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[Wucomp, WScomps WVcomps WSIN, gValue] = svdTransform(wimgblock4x4)

5. Watermark Value Detection

wsingValue — singValue * alpha3Darray

tWimg4x4 =
extwimgsx 1 — alpha3Darray

In this part, the extraction of the watermark from the watermarked image is done. For applying the operation, we would need value
wsingValue from the Watermarked Image pre-processing step, alpha3Darray from the GT Image pre-processing,
singValuefrom Host Image pre-processing. These are used to calculate the watermarked content using the formula

6. Post-Processing

extWImg4x4 is a DCT value of watermark extracted, it is need to applied inverse DCT on extWImg4x4 to get a reconstructed
invDCTBlocked.

Since invDCTBlocked is in blocked form it is needed, to be retiled into an image. So, after retiling the blocks into image we get
the watermarked image.

extWatermarklmage = retiling4x4intolmage(invDCTBlocked, dimensionofWimg)

7. Output

extWatermarklmage is a watermark extracted image. It is exactly same visually, so for measuring the similarity of the two
images, MSE and SSIM is calculated. For binary watermark, the 1s and Os are replaced by a minimum threshold e.g., 251 and 53,
respectively. After that, all the steps are same.

IV. RESULT AND ANALYSIS

In this part, the algorithm for watermarking has been evaluated and the measured values of various parameters have been recorded.
The Peak-Signal-to-Noise-Ratio (PSNR) and the Structural Similarity Index (SSI) are the criteria used to analyse the watermarked
images (SSIM). SSIM and Mean-Squared Error (MSE) are more often employed to evaluate the retrieved watermark image.
However, Bit-Error Rate (BER) can also be employed, but it is more appropriate for binary data. . The foreground and background
alpha values are set at 0.96 and 0.98, respectively. The watermark picture has a size of 64 by 64 pixels, whereas the host image has
proportions of 512 by 512 pixels. A grayscale and binary watermark have been applied. Additionally, the size of GT images is the
same as the size of the host image.

MSE = ()/ Zi21 Xj=a[x (@) — y(@ DI? 1)
_ malx(x(i,j))2

PSNR = 10logyo—p >~ @

SSIM(X y) — (2pux+c1)(20xy+c2) (3)

(E+uf+cr)(oF+0o5+c2)

Yy By xij-yij
total number bits

BER = (4)
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TABLE 4.1 ANALYSIS OF WATERMARK EMBEDDING MODULE

S.No Image File Name PSNR SSIM

1 Baby3.png 49.27 0.9998

2 Bowling.png 47.34 0.9997

3 Bowling2.png 44.14 0.9991

4 Clothl.png 48.86 0.9998

5 Cloth2.png 48.19 0.9999

6 Cloth3.png 45.38 0.9998

7 Cloth4.png 47.67 0.9997
60
50 R —
40
30 ——PSNR
20 SSIM
10 #REF!

0 T T T T T T \
P e
A S

Figure 6 PSNR and SSIM Values

The PSNR values are exceptionally high, indicating that the signal-to-noise ratio is exceedingly high. The SSIM values are close to
1, indicating that the watermarked image is nearly identical to the original image. The average degree of resemblance is 99.48

percent, making it the sam

e image.

TABLE 4.2 ANALYSIS OF WATERMARK EXTRACTION MODULE

S.No Image File Name SSIM MSE
1 Baby3.png 1 0
2 Bowling.png 1 0
3 Bowling2.png 1 0
4 Clothl.png 1 0
5 Cloth2.png 1 0
6 Cloth3.png 1 0
7 Cloth4.png 1 0
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Figure 8 Image (L) Before Watermark and Image (R) After Watermark

V. CONCLUSION AND FUTURE SCOPE

The goal of this project was to design an algorithm that can insert a watermark into an image by using image
processing tools like DWT and SVD. The watermark should have been invisible to the human visual system.
The binary watermark was taken into account for the watermarking process. In addition to that, RGB images
were chosen for this process. In the previous chapter, we have seen that the method is working positively for
both processes, i.e., forward, and reversed process. By forward, we mean embedding, and reverse means
extracting the watermark image. We applied the image processing attack on the watermarked images and then
we tried to extract the watermark out of them. We tried AWGN, Median Filter, Scaling, and JPEG
compression on the watermarked image, and then extraction was applied to find out the extent to which the
watermark had been extracted from the image. To measure the values, MSE, BER, and SSIM are used. It has
been observed that the algorithm performed very well with the bare images and watermarked images.
However, it is not exactly similar in the case of applying DIP attacks and extracting watermarks from them.
It was expected that at least the algorithm might perform very well with AWGN and the Media filter, but it is
not that way. The reason behind the lack of performance as per the expectation is that while generating the
image from DWT to SVD and back, the values are modified to insert the watermark, but in doing so the image
pixels generated after embedding are all floating-point numbers. Also, when it is rounded-off to the nearest
whole number, some of the value gets lost due to floating numbers. This problem needs to be addressed in
future research.
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Future scope:
Although there can be various improvements to be made to this research, some of the points to highlight for future

scope are as follows:

1. The problem with lossy type casting is that it causes the watermark to be distorted initially.

2. The method can be extended to grayscale watermarks and RGB watermarks as well.

3. It has been noted that while applying the JPEG compression, the watermark gets destroyed, at least till
quality factor 75%.
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