
www.ijcrt.org                                                             © 2022 IJCRT | Volume 10, Issue 5 May 2022 | ISSN: 2320-2882 

IJCRT2205824 International Journal of Creative Research Thoughts (IJCRT) www.ijcrt.org h108 
 

 TO DETECT FAKE VOTES AND ENORMOUS 

VOTING USING AADHAR VERIFICATION IN 

ONLINE POLLING  

1K. Balasubramanian,2K. Keerthiga,3G. Padmasri,4M.Nesapriya 
1Associate Professor,2B.E Final year student,3 B.E Final year student,4 B.E Final year student 

1Computer Science and Engineering,  
1E.G.S. Pillay Engineering College, Nagapattinam, India 

 

Abstract: A smart city refers to an intelligent environment developed by set up all provided resources and recent technologies in a 

coordinated and smart manner. E-voting systems, originally, obtain much more attention and warrantee regarding potential 

security and namelessness issues, since voting is one of the few ultra critical governmental transforms. The proposed system is 

usually designed for our country based on Aadhar verification where the details of the persons who are 18years and above are 

loose from Aadhar card database since it had lift into mandatory in the present scenario. To certify more security, finger print of 

voter is used as the main authentication resource. The system will permit the voter to vote through his finger print. Immediately 

they cast their vote, block chain technology comes into reality which is integrated inside E-voting. By approve Block chain in the 

handling of databases can decrease one of the cheating sources of database manipulation. This research discusses the recording of 

the voting result in block chain algorithm from every place of election. Online voting is a tenancy that is approval momentum in 

modern society. It has great potential to decrease organizational costs and increase voter turnout. It eliminates the need to print 

ballot papers or open polling stations—voters can vote from wherever there is an Internet connection. 

 

Index Terms - Voting, Aadhar Card, Block chain Technology 

I. INTRODUCTION 

Electronic voting has been an area of research focus for many years by Appling computing machines and tools for casting votes 

and generates high quality and expresses results in accordance with the sentiments of the performing voters. Block chain 

technology is being used almost in all areas, such as education, the food system, finance, and the voting systems. The use of BC in 

the voting gives it a sense of importance because of the challenges this sector deals with. Since BC is a spread, shared, and 

immutable ledger, it allows the way to answer the issues which the voting process suffers. With this technology, it reduces the cost 

of systems that making force on the economy for any country as BC supplies a good and low-cost infrastructure layer, with no 

control from a third party on it.  “Block chain software that once Bitcoin’s entry and widespread acceptance shines like a star, the 

very first crypto currency within the fashion of states, has become a trend subject in today’s globe. From starting, block chain 

programmed for financial transactions only, after those studies prove that block chain can also use to achieve high degree of 

transparency throughout the trope. In bitcoin, the whole unit is distributed in nature, and the overall activity of coins and action of 

groups continued for the moment and simply. ‟There’s no craved for a key authority on this P2P-based trope to allow or finish the 

assignment.” 

II. RELATED WORK 

Balasubarmanian et al.,[1] introduced a secure and transparent e-voting mechanism through IoT devices using Block chain 

technology with the aim of detecting and resolving the various threats caused by an intruder at various levels. Further, in order to 

validate the proposed mechanism, it is analyzed against various security parameters such as message alteration, Denial of Service 

(DoS) and Distributed Denial of Service (DDoS) attack and authentication delay. 

Chang et al.,[2] shows e-voting scheme with the help of some cryptographic concepts like bit-commitment and blind signatures. 

The vital property of their scheme was that it did not use any kind of anonymous channel which is a common and of course it is 

difficult to implement tool in many e-voting protocols. But this work, we address some security issues in the implied scheme and 

arranged grown version that has the edge on the major one in terms of protecting privacy of voters and accurate when it comes to 

large scale elections. 

Cheema et al.,[3] display the concepts of personal and public block chain. The personal block chain is used for the aim of voter 

registration and voting. The public block chain is used to support the integrity of the personal data of the voters by reserving the 

root hash derived from the Merkle hash tree and revealing the results of the voting stations as soon as the voting process is 

completed. The proposed block chain-based e-voting system offers transparency, treasury, and confidence and prevents intrusion 

into the information exchange network. 
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III. EXISTING SYSTEM 

Voting a ballot, no matter whether the standard intelligent dance is firstly based totally or digital balloting (e-voting a ballot) is 

the element that the slicing facet bulky rule governments are inclusive upon. As of behind, voter loss of care is expanding, 

exclusively a number of the greater younger PC/knowledgeable age. E-voting is driven ahead as a facility solution to drag in lower 

voters[8]. For an energetic e-voting ballet plot, numerous useful and protection equipment are determined including 

straightforwardness, exactness, auditability, system and facts uprightness, mystery/safety, accessibility, and dissemination of 

power. The modern system expects upon block chain execution. The modern system works in a secure digital voting system that 

provide the decency and safety of current voting plans while offering the straightforwardness and addictiveness supplied with the 

aid of using digital structures, which has been a check for attractive a whilst. The modern system utilization of block chain 

guidance to execute dispersed digital voting systems[4]. 

The disadvantage of the Existing System: - 

1. No Simplicity 

2. No Consistency 

3. No Remote Voting Mechanism 

IV. PROPOSED WORK 

The work aims to provide a higher security in polling machines that overcomes the bogus votes. The electronic voting machine is 

crashed by liking the biometric data with the Aadhar card information. To decrease the man power and time consumption we 

introduce block chain which make a block for every vote and everything is connected to one another[5]. 

Electronic voting technology aims to hurry the counting of ballots, decrease the cost of paying staff to count votes manually and 

can form enhanced accessibility for disabled voter providers. Also in the long term, expenses are awaited to reduce. Voters save 

time and cost by being able to vote self-sufficient from their location. This may lift overall voter turnout. The citizen groups reward 

most from electronic elections are the ones lives abroad, citizens live in backcountry far away from polling stations and the disabled 

with mobility defacement. 

A smart city refers to an intelligent environment gained by deploying all reachable resources and recent technologies in 

correspondent and smart manner. In conventional applications, all the devices are often possible to be cooperative and trusted. 

However, in practice, devices may be interrupting by the intruders to behave maliciously with the purpose of degradation of the 

network services. Therefore, the privacy and security flaws in the e-voting systems in particular lead to a huge problem where 

intruders may act a number of frauds for rigging the polls[6]. 

Award of association to the electronic voting machine is hand over when the biometric of the user is merging with their Aadhar 

card details. Unique Identification Authority of India (UIDAI) is a data collection center where the detail of the Aadhar land owner 

is defends. The elector has to scan his/her thumb, the biometric and deliver the thumb data that are scanned is related with the pre-

loaded server detail the elector can permit to forge the vote. Let’s consider a block, each block maintain data, a hash of the block 

and hash of the previous block. Data: It maintains the voting information. Hash: it can verify the hash to fingerprint, it is always 

unique. Once a block is collecting its hash been calculated, changeable something within the block will cause a hash to change. In 

other words, the hash is very effective when you want to find changes to block. If the fingerprint of block makes different, it 

wouldn’t be the same block[7]. 

 

4.1 Design and Implementation 

 Electronic voting is a voting technique in which votes are marked or calculated using electronic equipment. Electronic 

voting is usually framed as voting that is promoted by some electronic hardware and software. As a result, the block chain’s 

unique characteristics must be snatched into account. There is nothing inherent about block chain technology that provides it from 

present used to any other kind of crypto currency[9]. The idea of utilizing block chain technology to make a tamper-resistant 

electronic/online voting network is continuing momentum. The government will observe how votes were cast and recorded, but 

these details will not be certain limit to policy. The block chain voting system is decentralized and fully open, yet it confirms that 

voters are defended. This indicates that anyone may count the votes with block chain electronic voting, but no one identifies who 

voted to whom. Standard electronic voting and block chain-based electronic voting apply to categorically diverse organizational 

ideas. 

 

4.2 E-Voting Block chain 

 The block chain will be system on a detached example accessible openly for confirm the vote count as well as adding 

votes. For the motive of adding the vote, a personal function adds Vote is called from the Voting UI. The function causes a new 

block with the allow data, and with aSHA256 cause hash of the user’s data in the present block and the SHA256 cause hash of the 

above block in the caption of the present block. This finished block is then confirmed and attach to the chain. Since the hashing 

working is a one-way deal, no one will be able to back it [10]. This will make sure that there is no way the user’s specification is 

disclosed, in spite of the fact the vote add up is accessible openly. For the motive of vote count, a personal function show Vote 

Count can be called from the voting UI or from any permit execution of this openly accessible endpoint. The function goes back 

of the full details of vote count along with party wise failure and can be further modify to provide location wise failure as well. 

Since block chain works on a broadcast implement, as against to conventional databases, the originality of votes captured is 

always make sure. As long as a particular block is reasonable, it is genuine. Additionally, instead of being a totally decentralized 

block chain voting policy, this model absorb the head of block chain by having the junction confirm using a straight authorization 

(private key) for every junction and then receive the inclusion of the block to the bonds. 
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Figure 1: Architecture of e-voting 

 

 

If the technology is used perfectly, the block chain is a digital, decentralized, encrypted, transparent ledger that can dispute 

manipulation and poly. Because of the rearrange structure of the block chain, a Bitcoin electronic votes system decrease the 

problems composite with electronic voting and permit for a tamper-proof for the voting system. A blockchain-based electronic 

voting system involves a wholly distributed voting infrastructure. Electronic voting based on block chain will only work where 

the online voting system is fully self-controlled by no single body, not even the government. To sum-up, elections can only be 

free and pleasant when there is a broad credit in the rightfulness of the leverage held by those in employment of authority. The 

literature recap for this glade of study and other connected attempt may be identified as a good path for substance voting more 

experienced in terms of administration and participation. Still, the guess of using block chain proposed a new model for electronic 

voting [11]. 

 

 

 
Figure 2: Hashing of previous block in a block chain 

 

CONCLUSION 

 Our proposed system provides a secure data and a trustworthy election amongst the people of the democracy. Since 

Aadhar card is the most needed for a person id hence utilize an election process using it is highly desirable. Block chain will be 

publicly verifiable and spread in a way that no one will be able to untrustworthy it. The goal of this testing is to scan and judge 

present testing on block chain-based electronic voting systems. The article discusses present electronic voting testing using block 

chain technology. The block chain idea and its uses are given first, followed by occur electronic voting systems. Then, a set of 

deficiency in occur electronic voting systems are accepted and label. The block chains credible are basic to grow electronic 

voting, current solutions for block chain-based electronic voting, and believable testing paths on block chain-based electronic 

voting systems. Many specialists trust that block chain may be a good fit for an adapted electronic voting system. Additionally, all 

voters and neutral viewer may see the voting data kept in these propose systems. On the other hand, analyst finds that most 

notifications on block chain-based electronic voting recognize and label similar issues. There have been many work gaps in 

electronic voting that need to be label in future studies. 
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