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Abstract:  The rapid advancement in RFID systems has increased its need of sufficient computing power. Nowadays, more resources 

are required to implement the encryption and decryption for the authentication during transactions and scanning. RFID tags have 

the capacity to store the corresponding information. RFID devices works using radio waves to read and write data from RFID tags. 

Information about the card and its owner is embedded in a tiny microchip in the e-card. The card can be read by machines present 

in remote locations. That is why this paper proposes double security check by introducing mobile user for the secure transaction. 

The proposed RFID system is based on the Secure Hash Algorithm and mobile communication devices. It provides a secure 

certificate mechanism which uses a mobile phone as a middle layer for authentication, RFID reader and credit card containing RFID 

tag. Secure Hash Algorithm is used to provide a secure and reliable way of transmitting data. The system in theory should be able 

to do provide good and advanced security for transaction and scanning  
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I. INTRODUCTION 

Radio  frequency identification  (RFID) systems  use a  small device (RFID tag) to receive and send remote commands. It contains 

two significant parts in its processing, one is RFID reader and other is RFID tag. It is passive tag as it is without power based  on the  

job of  RFID reader.  It is  used in  many areas,  for instance,  security  operation, identifying  data etc. Due to the ability to uniquely 

identify the individual item at low cost, RFID tag is suited  for supply chain management.  Previously  bar  code  systems  were  

widely  utilized, however, these have been largely replaced by RFID systems. RFID tag will completely replace the barcode in near 

future. Unlike barcodes, these tags have a longer range in which they can be  scanned and  can identify objects along several lines-

of-sight simultaneously. By reducing the cost of RFID tags, they can be implemented in a wide field of applications such  as  entrance  

control,  pet  identification,  electronic  toll payments  and so  on. RFID  cards don‟t  require  swiped machines  to transmit  personal  

data like  a traditional  credit card. They can be read wirelessly and without line-of-sight, contain  more  information  than  barcodes.  

Unfortunately, Radio  frequency  data  can  be  transmitted  through  wallets, even if it is in your pocket or purse. The operation range 

of RFID tags varies from few  inches to  several meters.  RFID technology does not require line-of-sight while scanning the tagged 

objects. In fact, the tagged objects can be placed in a carton and  packed in a  box and it is  not necessary to open each  box  to  scan  

the  objects.  RFID  technology  supports reading  of  multiple  tags  simultaneously.  On  the  contrary, barcodes  require  being in 

line-of-sight for perfect scanning which limits the operation range of barcodes. The block diagram RFID system is shown in Figure 

1. RFID reader  consists  of  a  transmitter-receiver  module,  a  control unit, and an antenna. A tag is made up of a microchip with an 

antenna.  The  reader sends  electromagnetic  signals  and  the tag receives these signals through the antenna. The microchip modulates 

the signals  and sends it back to  the reader.  This information  received  from  the  tags  is  then  processed  by sending it  to the  host 

computer. RFID  readers can  scan tags at rates of hundreds of per second. RFID credit cards can be  skimmed  when  an  unauthorized  

user  grabs  the unencrypted data from your card using a RFID reader. With the  increasing  ubiquity  of  RFID  tags,  privacy  became  

a concern.  
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Figure 1. Block Diagram of RFID system 

 

 

To sum up, the basics of RFID working, power is received through mutual induction by  the passive  RFID tag  with the help of 

circuits and used by RFID reader for some purpose. RFID tags contain small microchip and transmitter. They are only be activated 

by RFID reader to which tags returned its signals. Information of the product or the person is stored on the tag while the reader can 

read the data.  In I section, RFID  is introduced while  in II section, related work  is  discussed.  In  III  section,  Methodology  of  

the algorithm  is  defined.   

 

In  IV  section,  the  algorithm  is explained.    V  section  is  about  the  improved  mechanism. Finally, paper is concluded with 

some future directions. 

II. RELATED WORK 

As RFID  field is very vast and advancing,  previously work had  been done  in organizing  and executing  RFID Systems for  

monitoring  products  in  fields  like  supply  chain management.  This  contains  a  lot  of  complication,  and difficulties  affecting  

data  controlling  and  maintenance. Therefore,  Cloud  computing  appeared  to  be  one  of  the outcomes that are used to diminish 

the hazards related to the execution and  deployment of RFID based  on the system in supply chain management. The multifaceted 
system for data filtering, management and  maintenance are implemented in the cloud [6].   

 

RFID-enabled  credit  cards  are broadly  used  in the  United States  and  other  nations,  without  open  study comprehensively 

evaluated the mechanisms that provide both security and privacy. It's been observing that using  models from a variety of RFID-

enabled credit cards, the information is stolen  and the name of  cardholder and other information from the card is  disclosed to 

unauthenticated  readers. Also, skimmed cards devices provide execution for the  RF repeat attack.  The  information  revealed  by  

the  RFID communication infects the  security of  RFID and non-RFID payment  contexts,  and  RFID-enabled  credit  cards  are 

vulnerable to a range of other customary RFID attacks such as skimming and relaying [7]. There  are many  challenges and  methods  
for  RFID-enabled credit for security and privacy in place of other RFID-based verification and proof of identity systems.    

 

Work  in  the  field  of  cloning  is  also  found  where  many categories  of RFID  tags  emit static  identifiers, for  easy to clone.  

These  are  inappropriately  used  in  unauthorized building access control. A simple and inexpensive device has been  validated  by  

Westhues that  can  skim  many  types  of cards at a distance and then simulate them [8]. This could be security  break if  no-clonability  

is considered  as a  security assumption. More use of cryptography to emit different data during different transactions is  required in  

place of  security tags.  For  instance,  in  some  areas,  common  theft  deterrent systems for automobiles are commonly used. These 

systems have  been  exposed  to  be susceptible  because  of  defective cryptography  [9].  The  use  of  cryptography  for  increasing 
difficulty  is  contrasting  the  RFID  credit  cards  without holding personally detecting information.    

 

Another field is Read  Arrays which is also related business that  claims around  the  security  of  RFID devices.  No  read ranges 

are assigned to RFID tags. Short, non-standard reader or large  antennas are included normally in  a RFID tag that can grow the range 
at which an attacker can scan a RFID tag. 

 

III. Methodology 

 

As credit cards holder moves in the RFID Reader area, RFID Tag is detected  and the  query is  asked automatically.  Now Tag  

sends  the  Reader  information  to  user  Mobile  for authentication  of  RFID  Reader.  Next  mobile  sends  the information  received  

from  the  Tag  to  the  Server  for  the authentication of true  mobile user and Reader. Since  Server has secret keys shared with reader 

and tag, also it has a key which  is  shared  with  the  mobile  user,  it  has  to  do  the following two tasks: First it verifies the true 

mobile user by asking  the secret  key which  is shared  between them.  If it finds that  it‟s a  valid user  then it  performs the second  

task otherwise, the process will halt due to the reason that it is not in  the hands  of the  valid  user.  If the  user is  valid then  it checks  

the authentication  of valid  Reader  using the  shared key between them. If it  finds the valid reader, then it sends the reader validation 

information to the tag.   

 

As  Tag has  a  secret key so  it checks  that the  information comes from a valid server if tag finds that it‟s a valid server, then it 

sends credit card information to the reader. Thus, in this whole  mechanism,  double security  is provided  at each stage  of  the  

transaction.  If  at  any stage,  the  unauthorized person tries to hack the information, he will fail because  of the double secured 

method. In the end, all the secret keys are updated  after each  mutual authentication  and prevent  from replay  attacks.  Figure  2  

shows  the  main  working  of transaction handled through RFID.   
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Figure 2. Transaction Process 

 

In  the security  code  creation, Reader  generates a  Random number. It is XNOR'ed with the RSK. With the help of Hash function, 

a value is calculated. Here XNOR function is used. XNOR  is a  quite  simple logical  operation, comparing  two values. Another 

important function applied here is the Hash function for cryptography. The Reader then sends S, N with a query signal to Tag.    

 

Secure  Hash  Algorithm  encrypts  the  information  using mathematical  transformation.  It  is  based  on  Hash  Value which  is  

fixed  length  output.  A  hash  function  is  usually represented  as  an  n-bit hash  function.  The  competency of Hash function 

operation is faster as compare to other security methods. Many operating systems uses the hash function to encrypt  the  password  

to  provide  some  measures  of  the integrity of information [10].   

 

Next RFID tag receives values in the form of input from the reader. Again, a random number is generated and XNOR'ed with a 

secret key and the hash function is applied. Here the result of the previous hash function is compared with the new hash function 

result. If both are same then again, the random number  is generated  with  a timestamp  (Ti)  is generated  to detect  the  attacks.  

New  code  is  generated  based  on  these inputs and TIC then divided into three blocks to send to user mobile for authentication of 

Reader.  The mechanism of the method proposed is shown in Figure 3.     

 

All the information based on previous findings is sent to the Server. At this point, the server performs two tasks: First it asks  the  

secret  key  of  the  user  then  Mobile  generates  a random  number  and  use  the  hash  function  and  send  this information to the 

server for authentication. The second task after user authentication, it uses the secret key to verify the valid reader. 

 

IV. Algorithm  

  

Table 1 

SYMBOL MEANING 

TIC Tag identification code 

TSK Tag secret Key between tag and Server 

RSK Reader Secret Key Shared among tag, reader and server 

USK Mobile user Secret Key shared among user and server 

H() One-way hash function 

ʘ X-NOR operation 

║ The function of concatenation 

 

Assumptions: 

 

i. This  paper  proposed  that  during  the  authentication process the random values and shared keys are used to achieve  the  

mutual  authentication  through  different signals at each timestamp. 

 

ii. The tag has shared a secret key (TSK)  and security identification code (TIC). The  RFID credit card and the backend  

server will update the  secret key (TSK) synchronously after completing the transaction. 

 

Authentication Process 

 

To  identify  the  authorized  reader,  tag,  mobile  and  server conduct the following steps as shown in Figure 3.   

 

Step-1: (Reader to Tag)  

 

The reader  generates a  random number N, perform X-NOR operation, and calculate.  
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Nnew = RSK ʘ N & S = H(N) 

  

The reader then sends (S, N) with a query signal to Tag.  

  

Step-2: (Tag to mobile)  

As the  tag receives the  values Nnew & S from  the reader, it will  verify  the  identity  of  the  reader.  Therefore,  it  will  

calculate,  

   

N' = Nnew ʘ RSK & S' = H (N')  

  

Now for verification, it compares S and S‟. If both are same then it generates a random number „n‟ and a time stamp Ti to  

compute  

 M = ((TICi ʘ n ││Ti) ʘ H (n ʘ TSK)  

  

Code = H (n ʘ TICi ʘ TSK ʘ Ti)  

  

The message code is divided into three blocks C1, C2, and C3 for comparing the results and send a message to user mobile.  

  

Step-3: (Mobile to server)  

In this  stage, the  mobile user sends  all the information  that comes from tag to the server for verification of reader and it  

also transmits the user information to verify the authenticate user.  

 

I.  Mobile receives  a message containing (C1,  M, n). it sends  this  value  back  to  the  server  along  with  the  

values generated in step-1 as Nnew and S.  

  

II.  The mobile user generates  a random  number K  and computes the value of Knew.   

 

Knew = K ʘ USK & Su = H (K)  

  

Now send Knew  & Su to the server to authenticate the mobile user. 

 

Step-4: (Server-Tag)  

 

Now the server receives the values to verify the true user and authenticate reader. So, this process is divided into two steps  

again. First,  it verifies  the user information by using  Secret key (USK) which is shared between mobile user and server.  

 

If it verifies the true mobile user then server authenticates the reader. In case server finds that user is false then it terminates  

the whole process.  

 I. First, it checks the user information to verify that it is a true user or not. So, it calculates  

 

K' = Knew ʘ USK & Su' = H (K') and  

 

    verify that Su = Su'. If both are identical then it moves to the next step.  

 

II. It  calculates N"  and S",  to verify  the reader.  N"  is given as,  

 

N" = Nnew ʘ RSK & S" = H (N")  

  

compare S" and S, if same  then search  for tag  information from common key (TSK).  

  

Recomputed TICi = M ʘ H(n ʘ TSKdb)ʘ n and timestamp Ti  

  

Now compare TICi = TSKdb if true then recalculate code Code' = H(n ʘ TICi ʘ TSKdb ʘ Ti) Divide into 3 blocks C1',  

C2' and C3'  

Now compare  C1 =  C1' is  true then  the server  generates  r, calculate   

 

T=C2' ʘ  H (r  ʘ TSKdb)  

 

and  send the  authentication of  the reader to tag.  

 

Step-5:  

The tag use (T, r) to verify the server‟s identity by comparing C2' with C2  

 

Where C2' = T ʘ H (r ʘ TSK)  

 

If  C2'= C2,  then  it shows  the successful  authentication.  At last, it updates the TIC for the next session by setting  

 

TICi+1 = TICi ʘ C3 
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Figure 3. Proposed Scheme 

 

V. Improved Mechanism 

 

The improved version of algorithm provides double security. The technique used here is providing security to the mobile  

user and credit cards as well. Now even if mobile is stolen or credit  card  is  stolen,  key  blocked  the  transactions  by  

preventing  from  unauthorized access.  Use of  more random numbers helps in updating the keys.   

  

The  previous  research  used  mobile  as  a  reader  but  in proposed mechanism, the mobile is in between tag and reader  

to provide the security. If there is no valid user, there will be no transaction held.   

  

Using the proposed technique, it prevents the various attacks such as Snooping, replay attacks, Cloning, Tag Tracing, User  

Privacy  Violation,  Data  Imitating,  Denial  of  services  and Man in the middle attacks.  

 

Despite  progressive and  advanced security  measures,  fraud remains an important risk.  Thus, in this  paper, more secure  

methods for credit card transactions are introduced. Secure Hash Algorithm and XNOR function are used for protecting  

the transaction in RFID credit cards. The server manages the private key.   
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