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Abstract:  Data security is one of the major concerns in IT industry, especially since everything is getting digitized. With the rising 

amount of data, there is also a rise in methods and techniques to secure the data generated. This text reports a study that was 

conducted to understand and research about the various data security techniques implemented and devised in the past 20 years. This 

text also covers various research works that shed some light on data masking, data encryption and role-based access control.  

 

Index Terms – database security, information security, data masking, access control list. 

I. INTRODUCTION 

 

In today’s world, tremendous amounts of data is generated and the necessity of managing it is increasing 

every day. Various methods and techniques of managing data have been devised and implemented, and 

research is done to find better and more advanced ones. Securing the data is one of the key goals of managing 

data effectively. Securing can be in the form of hiding some part of data, masking or changing some of the data 

or even making it non-existent to unauthorized entities altogether. This study has been done to understand and 

learn about the various past attempts at securing data in the domains of data masking, access control, identity 

management and data encryption. In the following text, a brief introduction to those concepts will be discussed, 

followed by understanding the criteria and analysis the authors have done while reviewing the research work. 

Data security is the practice of protecting information from unauthorized access and manipulation of data. 

It can be achieved through various physical (using hardware) and virtual (using software) methods. Data 

masking is one of the virtual techniques for protecting data. The process of changing or hiding the actual data 

and replacing it with some other content to protect the data from unauthorized and unwanted consumption is 

known as data masking. Limiting and restricting access to specific data to only those entities which are 

authorized to access it is known as Access Control. Implementing access control based on roles played by the 

entities in the system is known as Role Based Access Control. Data encryption, in simple words, is converting 

data from readable form to unreadable form. Encryption is used by most organizations to protect their data and 

their customers' data. 

The authors of the text have followed a systematic approach during the process of this literature review. The 

most relevant papers and research work was selected to be studied and were tested on the following criteria: 

significance of the work, contributions made in the domain, drawbacks and shortcomings of the research work 

in context. Those research works which fit the above criteria are discussed in the following text. This text aims 

to be a point of reference for future research works where a review on the works done in past 25 years can be 

found. 
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II. LITERATURE REVIEW 

 

This section will discuss 4 of the most significant research works the authors have studied along with a study of 

various technology available to secure data. A summary of the paper followed by the review; this will be the structure 

of the discussion for this text. 

 

1. Application of database masking techniques for data security: This paper was used to study importance of data 

masking for data security, what are the different data masking techniques. Paper also discuss what are the challenges 

that will appear during developing this kind of application. It also gives the idea how to design and implement the 

data masking application. By studying research paper concluding that, by implementing this masking technique it 

will solves the more critical threats likes data loss, exfiltration, insider threats, insecure interfaces with third party 

systems. It also reduces the data risks associated with cloud adoption. Using this technique, it also make data useless 

to unauthorized user or attackers, while maintaining many of its inherent functional properties. It also reduces risks 

associated with sharing the data with integrated third-party applications and cloud migrations. It also avoids risks 

associated with outsourcing any project. Because most of the organizations are merely rely on trust when dealing 

with outsourced persons, masking prevents data from being misused or stolen. 

 

2. Database Security using Encryption: This paper disuses the importance of database encryption and also discusses 

the various encryption techniques. It also tell that what is the need of encrypting the data and possible ways for data 

encryption. It explains the type of encryption, which are the technique we can used, encryption impacts all aspects of 

a business, including design, development, and operations. While the study of encryption is about trying to explain 

encryption logic systematically through generalizations and propositions, encryption technology is, based on 

encryption theories, a product of necessity aimed at creating the most cost-efficient, profitable outcomes in line with 

economic principles. It is the outcome of a process of transforming, refining, and amalgamating theories for practical 

application. 

 

3. E- banking: A review of database security issues: This paper was used to study of issues in electronic banking 

system and what are the solution over it, what are the threats and attacks associated with database security and privacy 

of banking data. It also gives the information about which are the technologies can be used to prevent the attack and 

how to improve e-banking business. author also focuses benefits of e-banking and how to improve it. This will 

increase the security for online banking system. 

 

4. Research on the Development and Trend of Data Masking Technology: This paper was used to study the concepts 

of Anonymization and De-Identification. The authors of the text firmly believe that anonymization and de-

identification are becoming the basic requirements of data protection. The text discusses the various implementation 

techniques of data masking that enable it to be a way to achieve anonymization without touching the integrity and 

completeness of the data. The paper also mentions that incorrect use of data masking can lead to over protection of 

unnecessary data, which in turn can cost the organization computational time and exponential payloads to process if 

the data is significantly large and/or frequent masking/unmasking operations are done on the data. 

 

5. Survey of existing technologies: Along with studying research papers and books, the team also did a technical 

survey to understand which different technologies are available in the market (for regular user as well as corporate 

businesses). This also provided a way of understanding how those technologies are built. Considering the project 

requirement is to develop a similarly functioning security layer, this step happened to be crucial in planning the 

development process of the project. 

III. CONCLUSION 

 

After studying and reviewing the above research works, it is safe to conclude that there is a dire need for 

devising and developing smarter and more robust data security solutions for protecting the critical information. 

Along with solutions, it is also necessary to develop stronger encryption algorithms because what the industry 

currently assumes pinnacle of safety will soon be legacy technique. Thus, concepts like Dynamic Data 

Masking, Access Control and Identity Management have to be coupled into one single solution. Only then it is 

possible to architect more robust software solutions for secure data management. 

IV. ACKNOWLEDGMENT 

The authors would like to thank the research guide, Dr. D. R. Ingle for this constant support and assistance 

in this research work. This work would not have been possible without the encouragement and guidance 

provided by him in all the stages this work went through. The authors are also grateful to the institute of Bharati 

Vidyapeeth College of Engineering, Navi Mumbai for providing this opportunity to conduct this research. 

http://www.ijcrt.org/


www.ijcrt.org                                                              © 2022 IJCRT | Volume 10, Issue 4 April 2022 | ISSN: 2320-2882 

IJCRT2204263 International Journal of Creative Research Thoughts (IJCRT) www.ijcrt.org c288 
 

REFERENCES 

[1] WANG Zhuo, LIU Guowei, WANG Yan, LI Yuan, “Research on the development and trend of data masking technology”, 

November 2020. 

[2] Raimundas Matulevičius and Henri Lakk, “A Model-driven Role-based Access Control for SQL Databases”, Complex Systems 

Informatics and Modeling Quarterly, CSIMQ, Issue 3, July, 2015, Pages 35-62. 

[3] Archana R A, Ravindra S Hegadi, “Applications of Data Masking Techniques for Data Security”, IJRCSIT, Vol. 2 Issue 2, 

February 2014. 

[4] Iqra Basharat, Farooque Azam, Abdul Wahab Muzaffar, “Database Security and Encryption: A Survey Study”, International 

Journal of Computer Applications, Volume 47– No.12, June 2012. 

[5] Ravi Kumar G.K, Dr B Justus Rabi, Manjunath TN, “A Study on Dynamic Data Masking with its Trends and Implications”, 

International Journal of Computer Applications, Volume 38– No.6, January 2012. 

[6] Ravikumar G K, Dr. B. Justus Rabi, Dr.Ravindra S. Hegadi, Manjunath T.N, Archana R A, “Experimental Study of Various 

Data Masking Techniques with Random Replacement using data volume”, International Journal of Computer Science and 

Information Security, Vol. 9, No. 8, August 2011. 

[7] Sourav Mukherjee, “Popular SQL Server Database Encryption Choices”, International Journal of Computer Science and 

Engineering (SSRG-IJCSE), March 2019. 

[8] Oracle Corporation, "Data Masking Best Practices", Oracle White Paper, 2010 

[9] M. Vieira and H. Madeira, "Towards a Security Benchmark for Database Management Systems", Int. Conference on Dependable 

Systems and Networks (DSN), 2005 

[10] Ricardo Jorge Santos, Jorge Bernardino, and Marco Vieira. 2011. A data masking technique for data warehouses. In 

Proceedings of the 15th Symposium on International Database Engineering &amp; Applications (IDEAS '11). Association for 

Computing Machinery, New York, NY, USA, 61–69. 

[11] Ricardo Jorge Santos (CISUC – FCTUC – University of Coimbra, Portugal), Jorge Bernardino (CISUC – ISEC – Polytechnic 

Institute of Coimbra, Portugal) and Marco Vieira (CISUC – FCTUC – University of Coimbra, Portugal), “Using Data Masking 

for Balancing Security and Performance in Data Warehousing”, DOI: 10.4018/978-1-4666-2518-1.ch015. 

[12] Siti Faizah Misero et al, “Secure Database on Attendance Verification System by using Data Masking Technique”, IOP Conf. 

Ser.: Mater. Sci. Eng. 1062 012030, 2021 

[13] Yang, Q., Cheng, Z., & Song, P.  (2007). Research on Online Payment Mode Based on Internet Banking Payment Gateway.  

2007 International Conference on Convergence Information Technology (ICCIT  2007). doi:10.1109/iccit.2007.122 

[14] Nami, M.  R. (2009). E-Banking: Issues and Challenges. 2009 10th ACIS International Conference on Software Engineering, 

Artificial Intelligences, Networking, and Parallel/Distributed Computing. doi:10.1109/snpd.2009.60 

[15] Aye Mon Win, Khin Lay Myint,"Databse Security Model Using Access Control Mechanism in Student Data Management", 

International journal Of Trend in Scientific Research And Developement, April 2019. 

[16] Prabhsimran Singh, Dr. Kuljit Kaur, Guru Nanak Dev University, "Database Security using Encryption", Proceeding of 1st 

International Conference on futuristic trend in computational analysis and knowledge management, 2015. 

[17] Emad Khalaf,Mustafa M.Kadi, "A Survey of Access Control and Data Encryption for Database Security",Journal of King 

Abdulaziz University Engineering Sciences, 2017. 

[18] Fernando, Kimberlyn. (2021). E-Banking: A Review of Database Security Issues 10.13140/RG.2.2.12897.02403. 

 

http://www.ijcrt.org/

