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Abstract— Network Intrusion Detection System (NIDS) 

defined as a Device or software application which monitors 

the network or system activities and finds if there is any 

unwanted activity occurs. Outstanding development and 

usage of internet raises concerns about how to communicate 

and protect the digital information safely. In today’s world 

hackers use Variety of attacks for obtaining the valuable 

information. Most of the intrusion detection techniques, 

methods and algorithms help to detect those several attacks. 

The main motive of this paper is to provide a complete study 

about the intrusion detection, variety of intrusion detection 

methods, variety of attacks, different tools and techniques, 

research needs, challenges and finally develop the IDS Tool 

for Research Purpose That tool are capable of detect and 

prevent the intrusion from the intruder. 
 

Index Terms—Network Intrusion Detection System, 

Need, Type of NIDS, Detection Techniques, Functioning of 

NIDS, Components, Application based NIDS, Tools of 

NIDS. 

I. INTRODUCTION 

At the present time internet security has become a challenge 

for organisations. To protect credential data from the intruders. 

In process of safeguard the data Web Firewalls, encryption, 

authentication and Virtual Private Networks (VPN) have been 

deployed since a long time to secure the network infrastructure 

and communication over the internet. Intrusion detection is a 

relatively inclusion to set of security technologies. 

NIDS is an evolution which enhance the network security 

and protect the data of the organisation. The NIDS helps the 

network administrator to detect any unwanted activity on the 

network and attentive the administrator to get the data secured 

by taking the appropriate actions against those attacks. 

An intrusion refers to any unauthorized access or unwanted 

utilization of information appliances. An intruder or an attacker is 

a reality entity that tries to find a means to gain unauthorized 

access to information causes harm or engage in other unwanted 

activities. 

The Network intrusion detection system is about the firewall 

security. The firewall safeguard an organization from the 

unwanted attacks from the Internet and the NIDS detects if 

someone tries to access in through the firewall or manages to 

break in the firewall security and tries to have an access on any 

system in the organization and attentive the system administrator 

if there is an undesired activity in the firewall. 

Therefore, an Network intrusion detection system (NIDS) is a 

security system that monitors network rush and computer systems 

and works to analyse that rush for possible hostile attacks 

originating from outside the organization and also for misapply 

of system or attacks originating from inside the organization. 

II. NEED 

These days internet has become part of our daily life infect, 

the business world is obtaining connected to Internet. Number 

of peoples are obtaining connected to the Internet every day to 

take advantage of the new business model which is known as e-

Business. Connectivity improvement has therefore become very 

censorious aspect of today's e- business. 

There are two stages of business on the Internet. First phase 

is the Internet brings in Excellent potential to business in terms 

of reaching the users and at the same time it also brings a lot of 

risk to the business. There are both safe and      damaging users on 

the Internet. Whereas an organization makes its information 

system accessible to safe Internet users. Unwanted users or 
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hackers can also get an access to organization’s internal 

systems in various reasons. These are, 

• Software bugs called vulnerabilities in a system 

• Failure in administration security 

• Leaving systems to default configuration 

The intruders are use distinct types of techniques like 

Password cracking, peer-to-peer attack, Sniffing attack, Dos 

attacks, Eavesdropping attack, Application layer attack etc. to 

exploit the system vulnerabilities mentioned above and 

compromise censorious systems. Therefore, there required to 

be some kind of security to the private appliances of the 

organization from the Internet as well as from users inside the 

organization. 

III. VARIETY OF NETWORK  INTRUSION 

DETECTION SYSTEMS: 

There are two varieties of Network intrusion Detection 

systems. These are network based intrusion Detection System 

and host based  intrusion Detection System. 

1. Network Based Intrusion Detection and Prevention 

System 

A Network Based IDS (NIDS) present in a computer or 

device connected to a segment of an organization’s network 

and monitors network rush on that network segment, looking 

for ongoing attacks. In network for maintain security to files 

many various Hashing algorithms are used like MD5. When 

a circumstances happens that the network-based IDS is 

planned to know an attack, it responds by sending 

notifications to administrators. NIDS looks for attack patterns 

within a network rush, such as large sets of related items that 

are of a certain type that could specify that a denial-of-service 

attack is ongoing, or it looks for the interchange of a order of 

related packets in a certain pattern, which could indicate that 

a port scan is in progress. NIDSs are installed at a specific 

place in the network (router is one of example) from where 

it is possible to see the rush going in and beyond a particular 

network segment and it can be used as watch the specific host 

computers on a network segment, or it can be installed to 

monitor all rush between the systems that make up an entire 

network. 

2. Host Based Intrusion Detection System 

A Host Based Intrusion Detection System (HIDS) is placed 

on a specific computer or server, known as the host, and 

monitors activity only on that system. Host based intrusion 

detection systems can be further split into two categories: 

signature-based (i.e. misapply detection) and anomaly based 

detection techniques. HIDS keep track of the status of key system 

files and discover when an intruder creates, modifies, or deletes 

the monitored files. Then the HIDS triggers an attentive when one 

of the following changes appears: file attributes are changed, new 

files are created, or existing files are deleted. The main 

dissimilarity between NIDS and HIDS is that the NIDS can enter 

information that is encrypted when traveling through the network. 

A. Usefulness of HIDS 

HIDS can discover local events on host systems and also     

discover attacks that may avoid network-based IDS. 

HIDS encoded rush will have been decoded and is available 

for processing. 

The use of switched network protocols does not influence 

a        HIDS. 

IV. INTRUSION DETECTION TECHNIQUES   

    The two varieties of IDS techniques are:- 

A. ABD Technique: An anomaly- based intrusion detection 

system, is a technique for detecting both network and computer 

intrusions and misapply by monitoring system activity and 

classifying it as either normal or anomalous. The classification is 

based on some rules, alternately patterns or signatures, and 

attempts to detect any type of unwanted activity that falls out of 

normal system operation. While the signature- based systems can 

only discover attacks for which a signature has earlier been 

created. 

A. Advantages of this anomaly detection method 

The chances of detection of novel attacks as intrusions; 

anomalies are recognized without obtaining inside their causes 

and characteristics; less dependence of IDS on operating 

environment (a compared with attack signature- based systems); 

capacity to discover abuse of user privileges. 

B. SIGNATURE BASED INTRUSION DETECTION: 

Signature-based IDS refers to the find out of attacks by 

looking for specific patterns, such as byte sequences in network 

rush, or known unwanted instruction sequences used by 

malware. The terminology is produced by anti- virus software, 

which refers to these detected patterns as signatures. Even though 

signature-based IDS can easily discover known attacks, it is 

impossible to discover new attacks, for which no pattern is 

available. 

This technique automatically possess the signature to 

discover  the intruder. Misuse detection technique is created 

automatically and the works are more complicated and accurate 

than manually done. It will Depending on the robustness and 

seriousness of a signature that is activated within the system, 
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some alarm response or notification should be sent to the right 

authorities. 

V. FUNCTIONS OF IDS 

The IDS consist of four main functions namely, data 

collection, feature selection, analysis and action, 

 

Figure1: Functionality of IDS 

 

1. 1. Data collection: This module moves the data as input 

to IDS. The data is recorded into a file and then examine. 

Network based IDS collects and changes the data packets 

and in host based IDS collects details like usage of the disk 

and processes of system. 

2. Feature Selection: To select the specific feature large 

data is available in the network and they are usually 

evaluated  

3. for intrusion. For example, the Internet Protocol (IP) 

address of the source and destination system, protocol 

type, header length and size could be taken as a key for 

intrusion choice. 

1.   Analysis: The data is examined to find the correctness. Rule 

based IDS analyse the data where the incoming rush is 

checked against predefined signature or pattern. Another 

method is anomaly based IDS where the process of system is 

studied and mathematical models are employed to it. 

2. Action: It defines about the response and attack of the 

system. It can either inform that the system administrator with 

all the essential data through an email/alarm icons or it can 

play an active part in the system by dropping packets therefore  

it does not admit the system or close the ports. 

VI. COMPONENTS OF AN INTRUSION 

DETECTION         SYSTEM 

There are three fundamental components of an IDS – Sensor 

(Activity or packet capture engine, Behavioural or signature 

detection engine), Backside (Event recording of database, 

attentiveing the engine) and the Frontside (User interface, 

Command & control).A sensor set up the primary component of 

an IDS for detecting intrusions on a computer or a network. It 

capture a packet to perform detection activities. It can employ the 

signature based or anomaly based IDT. The backend of the IDS is 

related with logging of events which is detected by the sensors. 

Additionally, it performs the function of attentiveing. The 

backend can attentive the administrator in frequent ways – logging 

events in the database, sending an e-mail, block a connection, reset 

a TCP connection, and display the attentive on the administrator’s 

console. The frontend forms the IDS user interface. The user can 

see events that the sensor has detected, setup the IDS, update the 

signature database and behavioral detection engine. 

VII. WORKING OF AN INTRUSION 

DETECTION                           SYSTEM 

The components of an IDS work in a structured manner to 

attentive the administrator of an intrusion. 

A. Sensor – It is divided into two types firstly, the capture network 

interface and secondly, the management network interface. Its 

main function is Detect and Report. As the sensor hear to 

network rush by draining toward the network, the capture 

interface passes on all the captured data into a buffer. Then the 

detection engine checks the buffer contents and executes 

network protocol analysis. based on Signature and based on 

anomaly, based on intrusion detection also occurred  here. 

B. Backend - The backend is also call as the main function of an 

IDS. Its main function is combine and attentive. The events 

discover by the sensor are recorded in the event repository 

database system. Then the backend determines how each 

event has to be responded to E-mails, displays, blocking are 

used to respond to censorious events. 

C. Frontend- Command and Control the intrusion detection 

system can be setup, configured and updated from the frontend 

by the user. Every events gathered by the backend are 

presented on the frontend. Thus, the frontend supplies a 

suitable interface through which the user can now manage 

these logged events. To obtain maximum benefit from IDS, it 

has to be adjusting to report only significant events. Hence, the 

user can adjust the detection and response of IDS through this 
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console. If done with accuracy, the IDS will supplies the user 

with adequately early warning from any intrusion. 

VIII. APPLICATION BASED IDS (APIDS) 

APIDS will examine the practical behavior and event of 

the protocol. The system or agent is placed between a process 

and set of servers that monitors and analyses the application 

protocol between devices. Intended attacks are the hostile 

attacks carried out by malcontent employees to cause harm to 

the organization and Unintentional attacks causes financial 

damage to the organization by deleting the important data file. 

There are number of attacks have been taken place in OSI 

layer. 

Denial-of-Service (DOS) Attacks: DOS mention to 

Denial-of- Service and is best defined as an attempt to make a 

computer(s) or network(s) unavailable to its intended users or 

also a Denial of Service attack is when an attacker is trying to 

produce more rush than you have appliances to handle. 

DOS and DDOS: In a DOS attack, one computer and one 

internet connection also is established to overwhelm a server 

or network with data packets, with the only intention of 

overloading the bandwidth of victim and available appliances. 

A Distributed Denial of Service (DDOS) attack is the same, 

but it is amplified. Alternately one computer and one internet 

connection a DDOS is, and often involves millions of 

computers all being used in a distributed manner to have the 

effect of hitting a web site, web application or network offline. 

In both cases, either by the DOS or the DDOS attack, the 

destination is bombarded with data entreaties that have the 

effect of disabling the functionality of the victim. 

SYN Attack: SYN attack is also defined as 

Synchronization attack. Here, the attacker sends the flood of 

SYN entreaty to the destination to utilize the appliances of 

the server and to make the          system passive. 

Peer-to-peer assault : A P2P network is a distributed network 

in which individual nodes in the network called “peers” act as 

both suppliers (seeds) and consumers (leeches) of appliances, in 

difference to the centralized client– server model where the 

client server or operating system nodes entreaty access to 

appliances provided by central servers. 

Ping of Death: A type of DOS attack in which the attacker 

deliver a ping entreaty that is larger than 65,536 bytes, which is 

the maximum size that IP allows onto the network. While a ping 

larger than 65,536 bytes is Excessively large to fit in one packet 

that can be transmitted through, TCP/IP allows a packet to be 

fragmented, essentially splitting them in smaller segments that 

are reassembled at the end point. Attacks took benefit of this  

limitation by breaking up packets that when received packet 

would total more than the allowed number of bytes and would 

effectively cause a buffer overload on the operating system at the 

receive side then the system could accident. 

Eavesdropping Attack: It is the scheme of intervention in 

communication by the attacker. This attack can be done over by 

telephone lines, immediate message or through email. 

Identity Spoofing (IP Address Spoofing): Most operating 

systems and networks utilize the IP address of a computer to 

identify a valid entity on the network. In some cases, it is feasible 

for an IP address to be falsely considered have spoofing identity. 

An attacker might also use particular programs to build IP packets 

that are originate from valid IP addresses inside the corporate 

intranet. After entrance to the network with a valid IP address, the 

attacker can alter, re- routing, or deleting your data. 

Man-in-the-Middle Attack: As the name suggests, a man- in-

the-middle attack appears when someone between you and the 

person with whom you are communicating is actively monitoring, 

capturing, and controlling your communication transparently. For 

example, the assailant can re-route a data exchange. When 

computers are communicating at lowest levels of the network layer 

like physical layer, the computers might not been able to decide 

with whom they are exchanging the data. Man-in-the-middle 

attacks are like someone considering your identity in order to read 

your message. The person on the other side might believe as it is 

you by reason the attacker might be actively replying as you to 

keep exchanging the information. This attack is able of the same 

harm as an application layer attack, which is described below. 

Application Layer Attack: An application-layer attack 

targeted application servers by intentionally causing a fault in a 

server's OS or applications. This results in the attacker obtaining 

the ability to bypass accessing normal controls. The attacker takes 

benefits of this situation, obtaining control of 

your application, system, or network, and can do some of the  

below: 

• Read, add, delete, or alter your data or operating system. 

• Can say about a virus program that utilizes your 

computers and software applications to copy viruses throughout 

entire network. 

• Can say about a sniffer program to analyze your network 

and gain details that can be used to crash or to corrupt your 

systems and network. 
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• Uncommonly finished your data applications or 

operating systems and Disable other security controls to 

enable future attacks. 

Sniffer Attack: A sniffer is an application or device that 

can observe, read, and capture network data exchanges and 

read network packets. If the packets are not encoded, a sniffer 

provides a full view of the data inside the packet. 

IX. TOOLS OF INTRUSION DETECTION 

An intrusion detection product accessible today addresses 

a range of organizational security goals. The security tools. 

SNORT: Snort is lightweight and open source software. 

Snort uses a flexible rule-based language to describe the rush 

from an IP address; it records the packet in human readable 

form through protocol analysis, content searching, and 

various pre-processors Snort discovers thousands of worms, 

vulnerability exploit attempts, port scans, and other suspicious 

behavior. 

OSSEC-HIDS: OSSEC (open source security) is free 

open source s/w. It will run on major operating systems and 

utilize a Client/Server based architecture. OSSEC has the 

capacity to dispatch OS logs to the server for analysis and 

storage the data. It is used in several powerful log analysis 

engine, ISPs, universities and data centres Authentication 

logs, firewalls are monitored and analysed by HIDS. 

KISMET: It is a direction for Wireless intrusion detection 

system.WIDS compromises with packet payload and 

happenings of WIDS. It will find the burglar access point. 

Installing IDS: Simple and easy we implement  IDS in two 

models which is: 

➔ Two models are: 

 Local (when you have just one system to monitor) 

 Client/Server for centralized analysis 

(recommended!) 

Functioning of IDS Tool: IDS is a Host based intrusion 

detection System/intrusion prevention System Tool in which we 

can monitor input and output data packets or rush from the 

device and using this tool administrator also performs log 

analysis they find the pattern of attack into the logs if any 

unwanted attack pattern found like UDP FLOOD which is the 

type of Dos assault so administrator inform to control unit they 

will take action against those attack they will block the IP 

address of intruder and store the intruder information in SQL 

Server and also trace the intruder IP Address so finally we detect 

and prevent the intrusion. 

Component of  IDS: 

1. 1. Network sniffer: A packet analyser (also known as a packet 

sniffer) is a piece of software or hardware designed to intercept 

data as it is transmitted over a network and decrypt the data into 

a format that is  understandable for humans. 

As data streams flow beyond the network, the sniffer captures 

each packet and, if needed, decodes the packet's raw data, showing 

the values of various fields in the packet. 

2. 2. Recognise intrusion using log based analysis: Those packets 

which is received by network sniffer is stored in a log file. These 

log file are used for analyse the network rush by the administrator 

if any unwanted activity or attack found in this log file then 

administrator inform control unit they will take action in opposite 

to those attacks and these log file will be used for forensic purpose 

in future. 

 3. Sensor: Sensor reports the administrator by dispatching email 

with log file and admin analyses those log file and take action if 

any attack will found so they inform to the control unit and they will 

take action against those attacks. 

4. Control Unit: The Control Unit takes action against intruder 

attack they will block the IP address of the intruder in the firewall 

of the system and store the information about intruder in SQL 

server and blacklisting the intruder IP address by using SQL server 

and also trace the intruder IP address. 

 

 

 IDS Architecture: 

 

 

 

 

 

CONCLUON 

NIDS are becoming the main part for many organizations 

after deploying firewall technology at the network perimeter. 

NIDS can offer protection from external users and internal 

attackers, where rush doesn't go past the firewall at all. 

However, the below points are must to always keep in mind. If all 

of these points are not attached to, an IDS implementation along 

with a firewall alone cannot make a highly secured 

infrastructure. 
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1. Strong identification and authentication: An IDS uses very 

good signature analysis mechanisms to detect intrusions or 

potential misapply; however, organizations must still 

ensure that they have strong user identification and 

authentication mechanism in place. 

2. Intrusion Detection Systems are not a solution to all 

security concerns: IDS perform an excellent job of 

ensuring that intruder attempts are monitored and reported. 

In addition, companies must employ a process of system 

testing, employee education, and development of and 

attached to a good security policy in order to minimize the 

intrusions risks. 

3. An IDS is not a substitute for a good security policy: As 

with good security and monitoring products, an IDS 

functions is one element of a corporate security policy. 

Successful intrusion detection requires that a well- defined 

policy must be followed to ensure that vulnerabilities, 

intrusions and virus outbreaks, etc. are handled according 

to corporate security policy guidelines. 

4. Human intervention is required: The security administrator 

or network manager must investigate the attack once. It is 

detected and reported, determine how it has occurred, 

correct the problem and take the necessary actions to 

prevent the occurrences of the same attacks in future that 

might happen 
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