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Abstract: The quantity and complexity of network attacks is increasing. The majority of Internet users depend on 

firewalls to enforce their security policies. To protect an institutional network from malicious attacks from the public 

Internet, various network devices such as firewalls are used. Firewall which is commonly used for network security. 

Firewall technologies which are commonly used to prevent unauthorized access from internet. Firewall software is a must-

have for anyone who wants to protect themselves from hacking, viruses, and other security purpose. Various types of 

firewall technologies are used to create a secure network. Many studies has been conducted on firewall technologies. This 

project proposes a technique that detects the action of the user in proxy network and to perform account suspension by 

detecting the user using clustering technique. The algorithm we used here is K-Means. K-Means algorithm is used for 

clustering. 

 

Index Terms - K-Means, Firewall, Policy, Proxy network, network address translation.. 

I. INTRODUCTION 

 

A FIREWALL MAY BE A SYSTEM OF NETWORK SECURITY THAT MONITORS AND ANALYZES DATA PACKETS AND DETERMINES 

WHETHER OR NOT THEY SHOULD BE ALLOWED THROUGH USING A RULE SET TO MANAGE INBOUND AND OUTBOUND NETWORK 

TRAFFIC. FIREWALLS ARE USED BY ALL ORGANISATIONS TO ENFORCE THEIR SECURITY POLICIES. A FIREWALL IS A ROUTER, 

CONNECTING SEVERAL NETWORK ZONES. 

BETWEEN COMPANY'S INTERNAL NETWORK, AS WELL AS THE REST OF THE INTERNET, A FIREWALL SERVES AS A PROTECTION OR 

BARRIER. IF YOU DON'T HAVE A FIREWALL IN PLACE, OUTSIDERS COULD OBTAIN ACCESS TO YOUR PRIVATE BUSINESS ASSETS. 

NETWORK ADDRESS TRANSLATION (NAT) IS USED BY MANY BUSINESSES TO CONNECT TO THE INTERNET PROTOCOL (IP) 

ADDRESSES, BOTH INTERNAL AND EXTERNAL, HOWEVER, IT DOES NOT PREVENT INCOMING DATA. THIS IS ONLY POSSIBLE WITH A 

FIREWALL. YOUR COMPANY'S ASSETS AND DATA ARE AT RISK IF YOU DO NOT HAVE A FIREWALL. 

THE FIREWALL IS MOST IMPORTANT PART OF NETWORK SECURITY WHICH MONITORS INBOUND AND OUTBOUND NETWORK 

PACKETS IN ACCORDANCE WITH PREDEFINED SECURITY RULES. AS A RESULT OF THE INTRODUCTION OF WEB TECHNOLOGY, 

DAY-TO-DAY WORK HAS TRANSFERRED TO THE INTERNET, AND NETWORK SECURITY HAS BECOME A MAJOR CONCERN AROUND 

THE WORLD. FOR THAT, THERE'S A CHALLENGE TO THE STANDARD SECURITY SOLUTIONS LIKE FIREWALL AND VPN TO OBSERVE 

SECURITY BREACH AGAINST ATTACKS. MOST NETWORK DEVICES, LIKE FIREWALLS, GENERATE AND RECORD LARGE AMOUNTS OF 

KNOWLEDGE. THIS NETWORK KNOWLEDGE MIGHT BECOME A VERY IMPORTANT SUPPLY FOR ANALYSIS, AND PLAYS AN ENORMOUS 

ROLE IN NETWORK SECURITY. THE FIREWALL CONTROLS NETWORK ACCESS BY ALLOWING OR BLOCKING NETWORK TRAFFIC 

ACCORDING TO A SET OF RULES. IT HANDLES A LARGE AMOUNT OF WEB TRAFFIC, LOGS SUSPICIOUS ACTIVITIES, AND MANAGES 

NETWORK TRAFFIC. 

 

II. Literature review 
malik and R.pal [1] et al presented a paper that demonstrates. How to utilise firewalls to safeguard resources from outside 

intruders, and how to use VPN to gain secure access to the company network over unprotected public networks. Over an insecure 

public network, such as the Internet, a virtual private network establishes a secure connection established between a sender and a 

receiver. To prevent unauthorized users, it employs data encryption and other security techniques. This research is limited to the 
virtual private network (VPN) method, which is used in firewalls. 

Ludwig & Christoph[2] et al presented a paper that focuses on network address translation; application proxies and packet 

filtering. The borders of a stub network domain are used to place network address translations. It converts the local address 

into a unique address for all routed data packets. Application proxies are used to provide a different forwarding service for 
each application. 
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Bhisham Sharma and karan Bajaj[3] et al  describes that the research focuses on packet filtering as the primary technology 

for preventing unauthorised traffic from entering the network. A set of ordered filtering criteria is used to make the filtering 

choice, which is supported by predetermined security policy requirements. This report examines network traffic and how to 

create a safe network with no unauthorised access. 

Dilbag Singh, Richa Sharma and Tajinder Singh[4] et al presented paper that they focus on the functionalities, 

definition,typesand techniques of  Firewalls. They also concentrated on the new strategy Deep content Inspection. This 

analysis about how DCI is more useful than the remaining of the techniques too as where we can utilize Deep Content 
Inspection in future. 

S.C. Tharaka,S. Sharmila[5] et al describes point by point analysis of firewall technologies. It is widely used in the field of 

network security. The primary goal of this proposed project is to implement firewall capacity. in addition to other firewall 

technologies such as proxy services ,virtual private network, Network address translation and packet filtering in order to stop 

unauthorized accesses. 

N. Chiranjeeva Rao and Shankha De[6] et al purposed that adding a Bastion server before the firewall improves firewall 

performance and security by reducing attacks reaching the firewall. It contains a detailed explanation of  proxy server and As 

an External DNS Server, the bastion firewall, as well as a packet filtering model can be used to identify and dismiss packets 
earlier in the red process. 

 

 Suchitra Shantaram Poskar[7] et al presented paper that examines firewall technologies in depth, which  are frequently used 

to block unauthorised Internet access to private networks access to the Internet. A firewall can't protect you from all of the 

harmful threats that come from unauthorized networks. As a result, many types of firewall technologies are used to establish 

a secure network. The major goal of this study is to prevent unwanted access by combining firewall capacity with some other 
firewall technologies along with proxy services, packet filtering, network address translation. 

 M. G. Mihalos and K. Ovaliadis[8] et al presented a paper that analyse policies, mechanisms and network security threats, as well 

as firewall is used as a network private technology, By using  IP tables  implementation mechanism. As a result, the virtualization 

of a test-bed network occurs concurrently also with improvement of a network security policy based upon on organization 

services as well as important requirements. Eventually, IPtables technology brings such a network security strategy to reality, 

which is also tested via penetration tests. 

 

Hajar Esmaeil & Dr. S.D.Khamitkar[9] et al the proposed a method where Data mining is used to find and evaluate defects in 

firewall logs. A combination model based on machine learning and data mining is proposed for discovering and analyzing defects 

from firewall policies. Administrators can use the proposed technique to optimise and update Firewall policy. 

 

Bhanot, Amit, and Leena jain[10] et al proposed that this research focuses on benefits and drawbacks of packet filtering rules. 

Before allowing a packet to pass via a firewall, packet filtering compares it to a set of rules. Based on the packet as well as the rule, 

the firewall may reject, transfer, or transmit a message to the resource. The fact that this article only looks at one packet firewall 

technology is a drawback. 

Proposed methodology 

 

In this proposed system, we propose the creation of a custom firewall, which has the advantage of monitoring network traffic. The 

ability to monitor network traffic and prevent virus attacks is where all of the benefits of firewall security begin. It protects 

against hacking, eliminates spyware, and promotes privacy. A new tracking filter performance index is then built based on the 

type of the combination feature function of the limited estimation error to detect the user's action in the proxy network and to 

perform account suspension by detecting the user using the clustering technique.  

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

                                                          

 

                                                                 Fig1: Block Diagram 
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The diagram above indicates the entire system. This demonstrates each and every system process in a step-by-step manner. First 

firewall policy creation.Policy establishment through network aggregation. IP rerouting for port translation information data 

search with vpn network. Data gather from external DNS and verify at the firewall. The obtain DNS will be examine by the 

channel specification of firewall to authorize or block the content. The event manager will verify occurrences of user at the 

different IP address. Based on the event manager user will be warn or suspended. 

 
III.Working of  K  Means clustering algorithm 

Initial data will be stored as a data values. the data value will be extracted and feature values will be done based on the 

feature value cluster will be created. the obtained  test input will be identified using features. Cluster based mapping feat ures 

will be done based on the aggregation value parameter classified into the cluster. Based on cluster segmentation the test input 

will be mapped and specified. 

Working steps: 

Step1: Gather the polices from the firewall.  

Step2: Create centroids from the policy dataset. 

Step3: Create mean value for every iteration until K iteration. 

Step4: Prediction of clusters for user classification for account suspension. 

IV. RESULTS AND DISCUSSION 

In this project we have to expect the detect the user action in network. The user will search unauthorized content and 

searched content gather from external DNS and verify at the firewall. The obtain DNS will be examine by the channel 

specification of firewall to authorize or block the content. The event manager will verify occurrences of user at the different IP 

address. Based on the event manager user will be warn or suspended. 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

                                                 Fig(2): accuracy iterations  
 

 

 

V.Conclusion  

A firewall is a set of rules that allows only authorised users to connect to a network. There are numerous firewall methods 

available to prevent against unpredictable access. The proposed system is intended to prevent unauthorised access from the 

private network. The proposed system is based on a number of technologies. Like Firewall policy, network addresses translation 

and packet filtering. 
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