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Abstract: Computing is the on-demand availability of computer system resources, especially data storage (cloud storage) and computing
power, without direct active management by the user. By using cloud storage, users can access applications, services, software whenever they
require over the internet. Users can put their data remotely to cloud storage and get the benefit of on-demand cloud services and application
from the resources. The cloud must ensure data integrity and security of data of the user. The issue about cloud storage is integrity and privacy
of data of the user. To maintain overkill this issue here, we are giving public auditing process for cloud storage that users can make use of a
third-party auditor (TPA) to check the integrity of data. Not only verification of data integrity, the system also supports data dynamics. The
work that has been done in this line lacks data dynamics and true public audit ability. The auditing task monitors data modifications, insertions
and deletions. The implement system is capable of supporting public audit ability, data dynamics and Multiple TPA are used for the auditing
process. We also extend our concept to ring signatures in which HARS scheme is used. Markel Hash Tree is used to improve block level
authentication.
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l. INTRODUCTION

Cloud Computing is attaining more and more generosity in both the intellectual and industrial community. It becomes an
imitation for recognizing everywhere, well-located, on-demand network connection for all the configurable computing resources
(i.e., networks, services, servers, applications). By using cloud storage, users can access applications, services, software whenever
they requires over the internet. Users can put their data remotely to cloud storage and get the benefit of on-demand services and
application from the resources. The cloud must have to ensure data integrity and security of data of user. The issue about cloud
storage is integrity and privacy of data of user. So the basic motivation behind this is
A. Motivation
e To overkill this issue, public auditing process is introduced for cloud storage that users can make use of a third-party
auditor (TPA) to check the integrity of data.
e Not only verification of data integrity, the implement system also supports data dynamics. The work that has been done
in this line lacks data dynamics and true public auditability.
e The auditing task monitors data modifications, insertions and deletions.
e The implement system is capable of supporting public auditability, data dynamics and Multiple TPA are used for the

auditing process.
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B. Objective

The system aims to achieve the following objectives:

1. Public Auditing: The public verifiers (TPA) are capable to publicly certifying the integrity of the data to be shared away
from retrieving the whole data within the cloud.

2. Correctness: The public verifiers (TPA) are adept at correctly verifying the integrity of data to be shared.

3. Unforgeability: Only the user within the group can have authority to generate valid verification (i.e., signatures) on shared
data.

4, Identity Privacy: The public verifier (TPA) cannot distinguish the identity of the user on each block which shared data

during the process of auditing.

Mainly, users can abandon the maintenance of IT services to cloud service providers (CSP), who are apt in providing
knowledge and maintaining the large amount of IT resources. Cloud computing causes many new security issues and challenges
on assuring the integrity and privacy of users data in the cloud. To entice these issues, our work uses the concept of secret key
which is based on symmetric key cryptography, in which it allows the TPA to execute the auditing without exacting the local
copy of the user’s stored data and hence sharply analyze the transmission and reckoning overhead as related to the straightforward
data auditing approaches. So to accommodate the encryption with examining, our protocol ensures that during the efficient
auditing process, the TPA could not get any information about the data context stored within the cloud server. Our work is one of

the first few ones in this field to deliberate in storage security of distributed data storage in Cloud Computing.
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Fig. 1 : Third Party Auditor
The Fig 1. shows how third party auditor (TPA) it consist three different entities: the cloud user, the cloud server (CS) and the
third party auditor (TPA) As shown in fig. 1. The cloud user is the one who has a large number of data files that are stored in the
cloud; the cloud server is the one who provides the data storage service like resources, software to the user. The cloud server is
managed by a cloud service provider; the third- party auditor is the one who has a belief to access the cloud storage service for the
benefit of the user whenever the user requests for data access. The TPA has capabilities and competence that the user does not
have. They can also interact with a cloud server to access the stored data for different purposes in a different style. Every time it is
not possible for the user to check the data which is stored on a cloud server that arrives online, burden to the user. So that's why to

reduce online burden and maintain the integrity of cloud users may resort to TPA.
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Il. SYSTEM ANALYSIS/DESIGN

A. Analysis
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Fig. 2 : Cloud Server Storage

The system network for cloud data storage is illustrated in Fig 2. Three different network entities can be identified as follows.

1.Data Owner (Client) An entity, which has large data files to be stored in the cloud and relies on the cloud for data
maintenance and computation, can be either individual consumers or organizations.

2.Cloud Storage Server (CSS) An entity, which is managed by Cloud Service Provider (CSP), has significant storage
space and computation resource to maintain the client’s data.

3.Trusted (Third) Party Auditor (TPA) An entity which has expertise and capabilities that clients do not have, is trusted
to assess and expose risk of cloud storage services on behalf of the clients upon request. The data owner registered with a cloud
service provider and stores their data in a cloud server by using the private key. To check the integrity of data stored in a cloud
server, the data owner sends a request to the Third Party Auditor (TPA). The TPA audit the files stored in the cloud server by

using top hash value which it gets from the data owner.

1. Problem Definition

To provide the main important thing, data integrity and security to the cloud, public auditing is given. The scheme
performs the public auditing in which hashing technique is used as well as the scheme performs data dynamic operation like
insert, update, delete in a block-wise manner. When there are some problems like users load, system crash, system failure, then
the scheme uses multiple TPA. TPA do the auditing process in which if there is a failure of one TPA, another TPA does the
auditing process by taking backup of the first TPA.

2. Requirement Analysis
1. Operating System : Windows 7, 8, 10
2. Languages Used: PHP,HTML

3. Database Used : Mysql

4, Library : jQuery

B. Design

There is a need to develop an effective public auditing protocol which overcomes the limitation of the existing auditing scheme.
The system is developed to verify the correctness of cloud data by TPA, periodically or on demand without retrieving the entire
data or without introducing additional online burden to the cloud users and cloud servers. It assures that no data content is leaked

to TPA during the auditing process. It maintains storage correctness of data, integrity and confidentiality of stored data.
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Fig. 3 : Auditing scheme Architecture

The design scheme consists of three basic entities; they are

1. Data owner: Data owner is an important part of our system. It performs most of the responsibility related to the data. In the
auditing scheme, the data owner first performs login and registration with a cloud server and TPA. The new user has to first
register itself by filling the registration form and be an active member of the system. A message for successful registration will be
provided. If a user is already a member of the system, then he or she can perform the login process. If the user name and password
exist in the database, then they will be able to login successfully for being valid users, or else they will receive an error message.
Once successfully login, the data owner will select the file he or she wants to store on the cloud server. The file selected by
him/her is then transferred to the cloud server. If one user wants to send a file to another user. To provide security to the
communication, we use RSA and Base 64 encryption algorithm. First, the sender encrypts the file by entering the public key and

then send the file and then the receiver receives it by entering the private key to decrypt the file and receiving it.

2. Cloud Server Storage: Cloud server stores the data which is transferred by the data owner and sends the requested data to

the third party auditor.

3. TPA: In the implement scheme, to perform the task of data auditing, a TPA is been used for this purpose. TPA performs
data auditing either periodically or on demand by the client. On receiving the auditing request from a user or data owner, the TPA
starts its auditing process. Later it compares the two signatures in the verification process. If it matches, it means the integrity of
data is maintained and otherwise not maintained. This means that data has not been tampered or changed. The results for the same

are provided to the data owner by the TPA.

C. Detail Designed
Algorithm

To provide the security to the communication between the data owners, this dissertation used RSA algorithm and base 64
encryption algorithm.

RSA Algorithm

RSA (Rivest-Shamir—Adleman) is a public-key cryptosystem that is widely used for secure data transmission. It is also
one of the oldest. The acronym RSA comes from the surnames of Ron Rivest, Adi Shamir, and Leonard Adleman, who publicly
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described the algorithm in 1977. The RSA algorithm is an asymmetric cryptography algorithm; this means it uses a public key

and a private key (i.e., two different, mathematically linked keys). As their names suggest, a public key is shared publicly, while a
private key is secret and must not be shared with anyone. The RSA algorithm is nhamed after those who invented it in 1978: Ron

Rivest, Adi Shamir, and Leonard Adleman. The following illustration highlights how asymmetric cryptography works:

Asymmetric Encryption

il
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Flasntext Ciphered Decrypted
Sender dara Data Plaintex Hecipient
clats

Publes: Key Priwvivte Koy

Fig. 4 : Asymmetric Encryption

How it works

The RSA algorithm ensures that the keys, in the above illustration, are as secure as possible. The following steps highlight how it

works:

1. Generating the keys

1. Select two large prime numbers, X and Y. The prime numbers need to be large so that they will be difficult for someone
to figure out.

2. Calculaten=X*.
3. Calculate the totient function; ¢(n)=(X-1)(Y-1).
4, Select an integer e, such that e is co-prime to ¢(n) and )1<e<g(n). The pair of numbers (n, ) makes up the public key.

2. Encryption

Given a plaintext P, represented as a number, the cipher text C is calculated as:

C =P*{e}mod n.

3. Decryption

Using the private key (n, d) the plaintext can be found using:

P =C”d} modn

Base 64 Algorithm

The Base64 algorithm is designed to encode any binary data, a stream of bytes, into a stream of 64-printable characters. In
PHP we use base64_encode() function which is an inbuilt function in PHP which is used to encode data with MIME base64.
MIME (Multipurpose Internet Mail Extensions) base64 is used to encode the string in base64. The base64_encoded data takes

33% more space than the original data.
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Syntax:

string base64_encode( $data )

The Base64 encoding process is to:

D. Flowchart

Divide the input bytes stream into blocks of 3 bytes.

Divide 24 bits of each 3-byte block into 4 groups of 6 bits.

Map each group of 6 bits to 1 printable character, based on the 6-bit value using the Base64 character set map.

If the last 3-byte block has only 1 byte of input data, pad 2 bytes of zero (\x0000). After encoding it as a hormal block,

override the last 2 characters with 2 equal signs (==), so the decoding process knows 2 bytes of zero were padded.

If the last 3-byte block has only 2 bytes of input data, pad 1 byte of zero (\x00). After encoding it as a normal block,

override the last 1 character with 1 equal signs (=), so the decoding process knows 1 byte of zero was padded.

Carriage return (\r) and new line (\n) are inserted into the output character stream. They will be ignored by the decoding

process.
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. IMPLEMENTATION DETAILS

The system is implemented by using :

HTML
Ccss
JAVASCRIPT
BOOTSTRAP
PHP

XAMPP

o ok~ D E

A. System Execution Details

Privacy-Preserving
Public Auditing for
Secure Cloud Storage
User Login

Uszer Registration

Third Party Auditor

Fig. 6 : Application for privacy preserving public auditing for secure cloud storage system

The above fig. 6 shows home page of privacy preserving public auditing for secure cloud storage system. When user clicks on the
upper right side of the three horizontal line icon on the home page, the main links of the working system are open. These links are
user login, user registration and third party auditor. If there is a new user to the system, first of all the new user has to register
themselves. By clicking on the user registration on the main link, this registration form will be open. When a user enters the
system, then they have to authenticate their self. Once the registration of the user is completed, users are allowed to authenticate
their selves. The following fig. 7 shows public and private key generation. When one user wants to send any message or any file
to another user. This system provides security to the communication by using RSA and Base 64 encryption algorithm. When one

user wants to communicate with another user, at that time dynamic public and private keys are generated.
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Your Key Details

Your Session IDis: 1618

Your Public Key is : 5393
Your Private Key is : 9076

Enter Website

Fig
. 7 : Public and Private Key Generation.

When a user wants to create a new folder, then by clicking on creating a new folder, a new folder is created. Upload the

file by entering the private key page. When the user wants to upload the file in the created folder. They have to first enter the
private key to enter the file.

Privacy-Preserving Public Auditing for Secure Cloud Storage Keys Inbox Logout
& All Folder Back To Folder
There is No Content in this Folder. Upload Now!
| Chocse File | No fite chosen
Upload with RSA
| Shoose File
Upload with Base64

Fig. 8 : Upload File

The above fig. 8 shows uploading a file page. Here users are allowed to upload a file in two ways, by using RSA and by
using base 64. Users are allowed to send the file to another user with a message. The following fig. 9 shows encrypted data. While

uploading the data by the data owner, the data is encrypted by using RSA algorithm & Base 64 encode algorithm. And it looks
like as shown in Figure.
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Fig . 9 : Encrypted data using RSA and Base 64 Encode Algorithm.

The data owner or receiver are allowed to see the received files. You can download the received files by clicking on the
download file. When the receiver wants to download the file, the user must enter the public key first. Once a public is entered by a

user, then users are allowed to see the file with a message by clicking on it. Also, the message and file get decrypted.

Privacy-Preserving Public Auditing for Secure Cloud Storage Keys Inbox Logout

& TPASCAN [ ome J create newFoier |

Unauthorised Accessed
Unauthorised Accessed
Secured File

Secured File

Danger! Some one

dms/435cc/03022021131120-New Text March 02 2021
Document.txt 13:11:20. deleted File

Fig. 10 : TPA Scan

The above Fig. 10 shows TPA scan page. The most important feature in this dissertation is TPA (Third Party Auditor).
TPA SCAN each and every file in the user directory. Keep and watch every file, its source file details and current file status. If
any mismatched found means there is an Unauthorized Accessed to the file. If someone an intruder deleted a file from the server,

then TPA shows a message “Danger!". Someone deleted File.” If the file is secure, then show the message “Secured File.”
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B. Result Analysis

File Name File size Uploading time by RSA Uploading time by Base 64
File 1 5.52 kb 17.8 sec 16.1 sec
File 2 7.3 kb 30.8 sec 16.3 sec
35
30
25
20
M Uploading time by RSA
15 -~ M Uploading time by Base64
10 +
5 -
0 -
file 1 file 2

Fig. 11 : Bar Graph

The bar graph shows the performance of the RSA algorithm and the base 64 algorithm which are implemented in the
working system of this report. The performances of both the algorithms are in terms of time required to upload and encrypt the
file. To compare the performance of both algorithms, we upload two files for encryption by two ways. According to the above

result, RSA takes more time than Base 64.

IV. CONCLUSIONS
A secure and efficient privacy preserving public auditing scheme is been implemented. It achieves privacy preserving

and public auditing for cloud by using a TPA (Third Party Auditor), which does the auditing without retrieving the data copy,
hence privacy is preserved. The data stored in the encrypted format in the cloud storage, thus maintaining the confidentiality of
data. The data integrity is verified by. It only checks whether the stored data is tampered or not and informs about it to the user.

An attempt is made to overcome the limitations of the existing auditing scheme.
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