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Abstract:  This paper presents the launch of our VESPA structure through 3 distinctive use cases. In the first place, we use 

VESPA to recognize and respond powerfully to infection contamination with accessible cloud assets in section. The utilization 

case introduced in the past part is stretched out to a genuine situation.Second, section subtleties how to utilize VESPA to 

accomplish different IaaS security level exchange and response in a portable cloud setting. At long last, we utilized the system to 

benchmark informing capacities and execution overhead into Section.The utilization case turns typical use to perform hostile 

testing, additionally named fluffing, against the hypervisor. This paper explained how we set up the VESPA system in the sense 

of the hypervisor and showed that subtle trade-offs are needed for adaptation. Although our assessment shows mitigated outcomes 

for quick integration, with some tuning, we think it is an appropriate approach. The latest public vulnerabilities have been 

effectively stopped and the simultaneous fuzzing of drivers dynamically exposes hidden weaknesses. Mixing both security and 

attack offers a modern, not well-tested solution to third-party code. It is expensive to incorporate VESPA features into the 

hypervisor and improve the TCB, but it will also boost performance. For more study into this layer, a lighter version of the 

framework without the unused features (policy structures, dynamic reconfiguration, multi-domain) is a strong candidate. 

 

Index Terms - VESPA, Cloud, IaaS Security Level, Hostile Testing, Hypervisor. 
 

I. DEVELOPMENT IOF IVESPA 

 i iVESPA iis ian iautonomic isystem iregarding ikey icomponents iintroduced. iBecause iof ivirtualization, iwe iplanned 

iengineering ito ibenefit ifrom ithe iinnate ilayered ivirtualization imodel. iFrom ithis idesign iwe iassembled ia iflexible istructure 

iwith ia ipecking iorder iof isegments, iempowering istrategy idetermination ifor isimple iorganization. iThe ioutcome iis ia itool 

icompartment ienabling iIaaS ifoundation ioversight ito iinterface iaccessible isecurity iparts. iThe iIaaS ifoundation iassaults iare 

iclassified iin i3 iclassifications iitemized ifurther: i(1) iprocess, iidentified iwith iassets, ifor iexample, iCPU, iRAM ior igadgets; 

i(2) iorganization, iidentified iwith ire-sources, ifor iexample, ivirtual iswitches iand iorganization igadgets; iand i(3) istockpiling, 

iidentified iwith ire-sources, ifor iexample, ivirtual ihard idrives iand idevoted itypes iof igear ito iassemble ifiles. iCloud iassets iare 

inot isaved iby ian iinfection icontamination, ifor iexample, iZeus iand iother ipopular imal-products. iNonetheless, iwe ineed ito 

isafeguard iinhabitant iseparation ipaying ilittle imind ito icolocated iremaining itasks iat ihand. iAt ithat ipoint, ithe iVM 

iequipment idistribution imust ibe isaved. iA isolitary iVM iis iappointed ito ia ispecific inumber iof iCPU, iRAM, iand igadgets. 

iAssaults itold ithe ibest iway ito iviolate ithose icutoff ipoints iand ibargain icolocated iVM iconfidentiality, irespectability, iand 

iaccessibility. iBesides, iwe ihave iperceived ihow ivirtualization imeddles iwith iregular imemory ithe iboard ito iunite iactual 

imachine ioutstanding itask iat ihand. iThose icomponents imust ibe iunder iclose ireconnaissance ias ithey iadd iexpected isnares 

ito ithe ihidden ihypervisor. iFor isure ia ifew ispecialists iinside ithe iVM ieducate ithe ihypervisor iof ithe imemory iuse iand 

imake ianother iassault ivector ifor iill-conceived iadmittance. iSystems iadministration iassets iassigned iin ithe icloud iuphold 

icountless ivirtual imachines iwith ilow ieffect. iConsequently, iassailants iare iutilizing itremendous idata itransmission ito iassault 

idifferent iadministrations iand icompromise iaccessibility. iForswearing iof iService iis ifrequently iappropriated ifor isignificantly 

imore ieffective. iThe icontrol ican ibe ipurposeful, ifor iCrimeware-as-a-Service, ior iunder isudden icontrol, ifor iexample, 

ibotnets. iA ifocal istockpiling ifor ithe imost ipart iassemble iVM ivirtual ihard idrives ias ifiles ion ia isimilar iactual imachine. 

iThis iis ia ichance ifor ian iassailant ito iaccess iinformation iand iperforms icold-boot iassaults. iA ifocal istockpiling ifor ithe 

imost ipart iassemble iVM ivirtual ihard idrives ias ifiles ion ia isimilar iactual imachine. iThis iis ia ichance ifor ian iassailant ito 

iaccess iinformation iand iperforms icold-boot iassaults. iWe icurrently ipresent iour iself-insurance imodel. iAfter iexamining ithe 

iVESPA iplan istandards, iwe idepict iits ilayered iengineering ithat iincludes: ia isecurity iplane icontaining ioff-the-rack isegments 

ifor ifine igrained isecurity ioversight i(checking iand ipower) iover iIaaS iassets; ia ispecialist ibased iintercession iplane 

iabstracting iceaselessly isecurity isegment iheterogeneity, iand iempowering igranular idegrees iof isecurity imanagement; iand ian 

iautonomic iadministration iplane iacknowledging itwo idegrees iof iself-insurance, iboth iinside ilayers iand iacross ilayers. iAfter 
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ia iwide iengineering ioutline, iwe idepict ithe idesign iof ieach iplane iin idetail. iWe iat ithat ipoint iclarify ihow itheir iparts ican 

ibe iassembled ito iunderstand ithe idiverse iself-assurance icircles. 

1.1 iDYNAMIC iCONFINEMENT 

 i i iThis isegment ipresents ithe iunique iconfinement iof ian iinfection ispreading ithrough ithe iorganization, iespecially iwith 

ivideo iweb-based. iThis isituation ireflects ia iregular icircumstance iand igives ia igenuine iuse.i i i i i i i i i i i i i i i i i i i i i i i i i i i 

i i i i i i i 

1.1.1 iThreat iModel 

 i i i In ithis isituation, iwe iconsider ian iaggressor isending ian iinfection ito ithe iclient iof ia iVM. iThe iclient iisn't iexecutive 

iand ican't iaccess ithe ibit, ior ithe icounter iinfection. iThe iclient iis iallowed ito iintroduce iand irun iprograms. iVM ibit, 

ihypervisor, iand iactual iworker iare itrusted iwithout idirect iaccess ifrom ian iexternal iperspective. iThis iis ia ifunctional 

isituation iwhere ithe imanagerial iinterfaces iof ithe ifoundation iare inever iopen ifor ioutside icorrespondences. 

1.1.2 iScenario iand iAttack 

A icommonplace imodel ithat iunderlines ithe isystem iinterest ihas iappeared iin iFigure i1.1: i 

1. A iUser iVM i(UVM) irecognizes ithe ipresence iof ian iinfection ithat ican ibargain iclose iby iVMs. i 

2. An ialarm imessage iis ishipped ioff ithe iVM-layer iHO. i 

3. The iHO isends iback ito ithe iUVM ia i"going ito idisengage" ioccasion. i 

4. The iHO idecides ito idisengage ithe iundermined iVM iin iboth isystems iadministration iand ifiguring isees, iby icutting 

ithe iorganization iconnect ibr0 iin ithe ihidden ihypervisor. i 

5. The iHO ilikewise ichooses ito irelocate iVM iassets ion ian iisolated iPC iuncommonly iintended ifor ithis ireason. i 

At ithat ipoint, iwhen idetachment iis iaccomplished, ithe iVM-layer iHO isends ia irequest ito itrigger ithe icleaning iof ithe 

iclient iVM. 

 

Fig. i1.1: iA iSimple iUse iCase. 

1. The idisinfection istatus iof ithe iUVM iis isent iback ito ithe iHO iafter icleaning ifinish. i 

2. This ipermits ithe ihypervisor-layer iHO ito ireassign iunique iVM iassets, iand imi-grind ithe iVM iback iexternal ito ithe 

iisolated izone. i 

This istraightforward imodel itells ithe ibest iway ito iperform idynamic iprotection ion isuch ia idesign. 
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1.1.3 iVESPA iFramework iInstantiation ifor iIaaS 

 i i Figure i1.2 iaddresses ia ibasic iusage iof ithe idetachment isystem ion ia icommon iIaaS iframework. iCommitted 

iorganization isupplies igive ithe iactual idesign. iOrganization itraffic iis iisolated iby ia ifirewall iutilizing iACLs, iby ia iswitch 

ithrough iVLAN itables, iand iby idirecting itables. iThese isecurity iarrangements iare imodifiable iby ithe iphysical iautonomic 

icircle. iFor iour iusage, itwo iVLANs iare istopped ibetween ithe ifirewall iand ithe iactual imachine. iThe ihypervisor i(KVM) 

icontains iLinux-specific iarrangements, ifor iexample, iinside idirecting itables, ior imemory irelationships iamong iphysical iand 

ivirtual igadgets. iIn ithe ifigure, ipeth0 iaddresses ithe iactual iEthernet iinterface, ieth0 iand ieth1 iare itruly ivirtualized iinterfaces, 

iwhile ibr0 iand ibr1 iare ithe iextension ideliberations irequired iby ithe ihypervisor ito iturn ion/off ian iinterface. iExtension ibr0 

imemory iis iessentially iconnected iwith ieth0, ias ibr1 iwith ieth1. iEach iextension iwill ibe ithe iendpoint iof ia icopied iinterface 

ifor iVMs. iThe ilibvirt iAPI ihandles ithe idistant iadmittance ito ibuild iup ithe ihypervisor-layer iautonomic icircle. i iAt ithe iVM 

ilayer, iwe ithink iabout itwo ikinds iof iVM: ithe iregulatory iVM i(AVM) iand ithe iclient iVM i(UVM). iA iUVM icontains iin 

iany ievent itwo isegments: ia ifirewall, ito isegregate inetwork iflows, iand ian iantivirus ithat itakes icare iof iinformation 

iexecution icounteraction, iprogram idetachment, iand ipart iflags. iIn ithe iantivirus ipiece ipart, itests iscreen ithe istacked ipictures 

iin ithe ivisitor iOS. iUVMs ispeak iwith ithe ihypervisor ithrough ithe iconn1 iassociation iendpoint, iassociated iwith ibr0 i– ia 

isecond iVM iwould ibe iassociated. 

 

(a) 

 

 i i i(b) i 

Fig.1.2: iIaaS iFramework iInstantiation: i(a) iComputing iView; i(b) iNetworking iView. 

through ibr1, ietc. iThe iUVM ivirtual imemory iis iplanned ito ithe iactual imachine imemory. iThey irun ion ithe ivirtual iCPU 

i(vCPU) ireflection igiven iby ithe ihypervisor. iThe iAVM igathers itests ifrom ieach ilayer iand iarranges isystem ichoices iwith 

iorchestrators i(vertical iand iflat). iThe iAVM icarries ion ias isecurity ithe iexecutive's iinterface, igathering idangerous idata, iand 

isending icounter-measures. iIn ieach ilayer, ithe iautonomic iadministrators i(HO_X) ihaggle iwith iboth ian iincorporated iVO iand 

iwith ithe ilayer ithe iboard iAPIs. 
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1.1.4 iFramework iImplementation 

 i i iAt ithe ihypervisor ilayer, ithe ilibvirt iAPI iutilizes ia ilibrary inamed inetcf ito iimplement inew iorganized irules iusing 

iXML. iAlbeit ithe ifrontend iis iunmistakably idefined, ithe ibackend iis iOS-subordinate: iwe iin ithis iway ineed ito icompletely 

iinterpret inetcf's iXML iconfiguration ifiles iand ito iimplement iorders ifor iinterface icreation, imodification, iand icancellation. 

iAll ithings iconsidered, iconnect imodifications iare icompletely iexecuted ito ihave ia ifirst isolid imodel. i iIn ithe iVM ilayer, iwe 

iare iutilizing iClamAV ias ia iflexible iantivirus iwith iPython isupport ifor ithe icontroller ias iwe ican iadjust ithe isource icode 

iand imake iVESPA-prepared iinterfaces. iContinuous iassurance iis imissing, iso iwe iactualized ia ipiece imodule ito icheck ifiles 

iwhen ithey iare istacked iin imemory ibecause iof iPsSetLoad iImage iNotify iRoutine iand icontrol itheir iexecution iby idefining 

ia iPs iSet iCreate iProcess iNotify iRoutine ithat ican igather iClam iAV iresults iwith iI/O idemand iparcel i(IRP) iand iact iin ilike 

imanner. iThis iexecution iunderlines iwhat ican ibe iaccomplished iin ithe iVM ilayer: ispecific icapacities, ifor iexample, ifiltering 

iattachment icreation ito iboycott ia iscope iof itraded-off iVMs ican ilikewise ibe isnared. i iCorrespondences iin iheterogeneous 

iconditions irequire ispecified iinterfaces, ie.g., iutilizing ian iIDL. iBecause iof iits igreat ioutcomes. iwe ipicked ithe iGoogle iIDL 

iexecution inamed iprotobuf ito iactualize icorrespondences ibetween ithe iHOs iand ithe idistinctive ilayer isegments, iand iwith 

ithe iVO. iTo iexecute ithe iVM-layer iparts, ithe iC ilanguage iwas inormally iutilized, ias ilow-level iwriting icomputer iprograms 

iare irequired ifor ithe iUVM. iNotwithstanding, ithe iHOs iand iVO iwere ipicked ito ibe iactualized iin iPython, ias ithose 

isegments ijust ineed ito itake ichoices ion ian iundeniable ilevel. i iThis ispecific iexecution iwas ideployed ias ia isecure 

ifoundation ifor ithe iFrench igovernment-supported iSelfXL iproject, ifocusing ion iself-administration iof ienormous iscope 

iframeworks, ifor iexample, idistributed icomputing ifoundations. iIt ipermits ithe iacknowledgment iof idynamic iquaran-prong 

izones ito iseclude iand iclean iconceivably iundermined iVMs. 

1.1.5 iUse iCase iImplementation 

 i i The iusage iof ithe iutilization icase idefined iin iSection 1.1.2 irequired itwo ifundamental ihighlights: i 

(1) to ieffectively icontrol ispans imade iby iKVM ifor iVMs, iand 

(2) to imove iVMs ithrough iactual itypes iof igear iwith ilibvirt. iExtension icontrol ican ibe iaccomplished ifrom inumerous 

ipoints iof iview, iyet iwe iwill izero iin ion ithe iaccompanying itechniques: 

 Each irecently imade iVM iis istraightforwardly iassociated iwith ia ivnet isub-interface, ievery ione iof ithem ibeing 

iconnected ito ia isolitary iextension. iThis iis ithe iexemplary imethod ito iperform isuch ian iassignment, ihowever, iit 

idwells ion ithe ilimit iof iKVM ito ideal iwith ithe iorganization. iUnfortunately, iduring iour itests, iwe icouldn't 

irecuperate iavailability iafter ierasing ia ivnet iinterface ifrom ithe iextension. i 

 For ieach iVM imade, ia ivirtual iinterface iis imade iat ithe ihypervisor ilayer. iAn iextension iis iadditionally iconnected 

ito ithis isub-interface iand iwill ibe ione ifinish iof ithe iVM iconnection. iSub-interfaces ican ibe iEthernet ideliberations 

igiven iby iIP iassociating, ior iKVM ivnetX iinterfaces. iThis imethodology, ialbeit imore iperplexing iduring ithe 

icreation imeasure, idoesn't iexperience ithe iill ieffects iof iany iserious iissues. iCreation iand ierasure iare iautonomous 

iand idepend ion iexemplary iLinux iorganizing itasks. 

To iappropriately imove iVMs, iall ihypervisor iinterface inames iare isynchronized. iThis iundertaking iis itaken icare iof iby 

iorchestrators ithat ideal iwith ian iaffiliation itable iamong iVM iand iorganization inames. i 

Correspondence iamong iAVM iand iUVMs, iwhile ithe iorganization iis idown, ican ibe isettled ifrom inumerous ipoints iof 

iview, iaround ione ibasic ithought: iset iup ia ishared izone. 

 Just ias iVMware iand iVirtualBox iintroduce itheir iadditional iitems, icorrespondence ican ibe iaccomplished iby 

icopying ithe iinclusion iof ia iCD-ROM. iWhenever imounted ias iperuse iand icompose, iit igives ia isimple icushion ito 

imove iinformation iback ito ithe ihypervisor. i 

 Instead iof icutting ithe iwire istraightforwardly, ithe iactivity ican ibe ito isegregate ithe iVM iin ia ispecific iVLAN. iThis 

iVLAN icontains ian iorganization istockpiling i(or isame) ithat isolitary ihandles iand iconveys istraightforward 

imessages. i 

 Virtual iMachine iIntrospection i[163] i(VMI) imethods ilikewise igive iVM iscreen iing istraightforwardly ithrough ithe 

ihypervisor. i 

 With isuch imethods, ithe iantivirus ican ifind iand isend ipatches ito ithe iVM ifor ian iinfection ithat iwas inot iidentified 

ibefore ithe iorganization iseclusion iactivity. 
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1.1.6 iBenchmarks 

 i i iThe iVESPA iself-assurance icapacities iare iassessed ias ifar ias iorganization iexecution isway, igenerally ireaction itime, 

iand istrength ito iassaults. iOur itestbed iis imade iout iof ithree iactual imachines iassociated iwith ia iGigabit iswitch. iEach 

imachine ihas i4 i2.2 iGHz iIntel iCore ii7-2720QM iCPUs iwith i8 iGB iof iRAM iand iis irunning ian iArchlinux idissemination 

iwith ia i3.2.7 ipiece. iEach imachine iruns ia iKVM ihypervisor, iwith iIntel-VT iguidelines iempowered. iFacilitated iVMs iare 

irunning iWindows iXP iwith i256 iMB imemory iand ia isolitary ivirtual iCPU. iAn iRTSP ivideo iworker iconveys iMPEG2 

irecordings iwith ipractically isteady ibitrates i(12 iMbps). iA ifirst iactual imachine iis iheld ito irun ithe ivideo iworker. iThe itwo 

iothers ihave icustomers. iOne iof ithose imachines iis idevoted ito iisolating itainted iVMs. iA icapacity ipool iof iVM iplate 

ipictures iis isituated ion ithe iisolated imachine iand iavailable ithrough ian iNFS iworker. iTransfer ispeed isensors idepend ion 

iLinux/proc iand/sys ioffices. iAll itests iwere irun imultiple itimes, ijust ithe i30 ibest ioutcomes ibeing ikept. 

1.1.7 Self-Protection iIntrusivity 

 i i This iexperience iassesses ithe ieffect iof ithe iVESPA iself-insurance ihighlights ion ithe igeneral ivideo ireal-time 

iapplication iexecution. iWe iutilize ione iactual imachine ito ihave ivirtualized icustomers iand ithe ivideo iworker, iand ianother 

imachine ito iisolate itainted iVMs. iWe iestimated idata itransmission iutilization iover ithe ilong irun iof i6 icustomer iVMs ireal-

time irecordings iwhile isecured iby iVESPA, iunder ivarious icontamination irates: ian iinfection iis idispatched ioccasionally iin 

ione iof ithe iVMs. iWe iassess ithe isystem isway iby icontrasting ithe ideliberate itransfer ispeed iand ithat iwith ino iinfection 

idispatched: ian iinfection iidentification iinfers iVM idisconnection, iaccordingly inot iburning-through itransmission icapacity, ias 

ino iinformation iis igotten ifrom ithe ivideo iworker. iThe iα iboundary iaddresses ithe inumber iof iinfection ioccurrences ievery 

imoment, igoing ifrom i2 ito i7 iminutes i(α i= i0.417 iand iα i= i0.128 iseparately). iWe inotice ithat ithe ideliberate itransfer ispeed 

iwith i(8.38 iMB/s ifor iα i= i0.214) iand iwithout i(8.98 iMB/s ifor iα i= i0) iVESPA iis iclose, ithe idistinction iis iabout i7%. iThe 

iVESPA isway iconsequently ishows iup icompletely isensible ipractically ispeaking. 

1.1.8 iOverall iResponse iTime 

 i i i This iexperience iassesses ithe igeneral ilatencies i(like ia iflash) ito ifinish ia ifull iself-insurance icircle ifor ivarious isorts 

iof isecurity itransformations ipreviously iintroduced ifor ithe isituation istudy, iboth iintra-layer iand icross-layer. iAssessment 

iresults ifor ieach iprogression iof ithe icircle. iThe igeneral ireaction itime ifor ia icross-layer icircle iis iaround i37 is. iThis iis ia 

iquick iresponse itime, iadequate ito icontain icontaminations ithat iare inot iintense, iwhich iis iregularly ithe isituation. iNote ithat 

ithe isignificant ipiece iof ithis iinactivity icomes ifrom iperiods iof imovement ito iand ifrom ithe iisolated imachine. iResponse 

i(stage i2 ion iFigure i1.1) iappears ito ibe ia idecent icompromise ibetween isolid isecurity iand ilow iinertness, imaking ithe 

iresponse itime itumble ito ijust i6 is. iIn imore idetail, iintra-layer icircle i(1) iresults ishow ithat istrolling ithrough ithe iprogression 

iof isystem ielements iduring irecognition iis iquick i(0.15s) icontrasted iwith ithe icompelling icleaning iactivity i(5.67s), iwhich 

iincludes iexamining imemory iand ifiles ifor iinfection idestruction. iAdding ilayer iconnection iwith inetwork idetachment i(2) 

ishows ithat iadding iadditional isecurity iby icutting iand ireconnecting ithe iorganization ijust icosts i13% iof ithe iabsolute 

ireaction iseason iof i(1). iAt ilong ilast, itrue ito iform, iresults i(3) iunderline ithat imovement iis icostly iand iaddresses i90% iof 

ithe igeneral iidleness. 

1.2 iRESILIENCE 

 

Fig. i1.3: iVESPA iIntrusivity ifor iVarious iVM iInfection iRates. 
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Table i1.1: iEnd-to-End iSelf-Protection iLatencies. 

 

 

Fig. i1.4: iSelf-Healing iCapabilities iwith iVESPA. 

 i i i i iTo ievaluate ithe iself-security icapacities ibrought iby iVESPA, iwe iutilize ithe iprocedure icoming ifrom 

itrustworthiness ibenchmarking iproposed. iThe ithought iis ito iinfuse iin ithe iSystem iUnder iTest i(SUT) ian iaggravation ias ian 

iassault, iand iperceive ihow ithe iframework imay irecuperate ito ia iconsistent istate, iprominently izeroing iin ion ithe ispeed iof 

irecuperation, iand ion ithe ieffect ion ithe iexhibition iremaining itask iat ihand. i iIn ithis iexperience, iwe imeasure ithe ieffect ion 

ivideo iworker idata itransfer icapacity iof iinfusing ian iinfection iin ithe icustomer iVM isecured iwith iVESPA. iWe ianalyze itwo 

isituations: iconveying ithe ivideo ito ithe icustomer iwith ior iwithout ithe iassurance isystem. iThe iinfection iis ibegun iat it i= i40s 

ifor ithe itwo isituations. iResults iare igiven iin iFigure i1.4. iIn ia isituation iwithout iassurance, iinfection icontamination ibrings 

iabout ia idrop iin itransfer ispeed. iThe iclient iloses ithe ivideo, iweb-based iis irarely icontinued, iand ithe iinfection iremains 

ipresent. iIn ithe iother isituation, ifollowing ia icouple iof imoments, ithe iinfection iis iidentified iand idealt iwith iby ithe isystem. 

iAs iof inow ifound iin ithe ipast ibenchmark, ithe igeneral iresponse itime iis iaround i40 iseconds. iIn iany icase, idata 

itransmission iisn't ipromptly ireestablished, ias ithe ivideo iplayer ineeds ito ire-haggle isome istreaming iconventions, icausing ian 

iadditional ipostponement i(around i20 iseconds). iThe ivideo icontinues iflawlessly ion ithe icustomer, ithe iclient iexperiencing ia 

irestricted ifreeze iof ithe ivideo iplayer. iIn iaddition, ithe iinfection ihas ibeen idestroyed. iRecuperation itime iis iaccordingly 

iabout ithe i60s, iwith ia idrop iin idata itransmission iof iabout i16%. iThese ioutcomes ishow ithat iwith iVESPA, ia icloud 

ifoundation ican iensure iitself iviably iwith ia isensible iexhibition ioverhead. 

1.2.1 iMobile iCloud ie2e iSecurity iSLA iManagement 

 i i Will iversatile idistributed icomputing ibring ithe ifull iforce iof ithe icloud ito irestricted igadgets? iFor iexample ito iharvest 

ibusiness ibenefits iof iconcurrent isecure iutilization iof idifferent iconditions ion ia isolitary icell iphone, ias ivirtualization igets 

iimplanted? iRegardless, ithe iportable icloud ihas itorn ia isecurity ishroud ibetween itwo iheterogeneous iuniverses. iAs ianother 

iuniverse iof ivindictiveness iis iheaved ifrom ithe icloud ito ithe iimplanted iarea, inew iinsurance ichallenges iare iraised ilike 

isecurity ideperimeterisation, imulti-tenure, ior itrust ithe iexecutives. iThese inew idangers iadditionally iunite iwith ian iundeniably 

ithriving iarrangement iof iportable imalware. iStart ito ifinish isecurity iis iin ithis imanner ino imore. iCurrent iarrangements iare 

inot iwell iset iup ito iconfront ithe isecurity iheterogeneity ichallenges. iThey ihave ihandled iit ieither ifrom ithe igadget ior ifrom 

ithe icloud ipoint iof iview. iOn ithe igadget iside, ia ifew icompartment-based ianswers ifor igadget ithe iboard ior iinstalled 

ihypervisors ifor isolid idetachment ihave ibeen iproposed ito iisolate iindividual iand iexpert iconditions ion ia isimilar icell iphone. 
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iNotwithstanding, ithose iarrangements iordinarily ithink iabout ihomogeneous iarrangements iof igadgets, iand ibarely istretch iout 

iinto ithe icloud. iThen iagain, ivarious irecommendations ihave ibeen imade ito iset iup isecure, iunique iVirtual iOrganizations 

i(VOrgs) ito ioversee iand iseparate iassets iof ilattices, imists, ior imulti-mists. iIn iany icase, ithey ias ia irule ioverlook ithe igadget 

iaspects. iTo iinterface ithe itwo iuniverses, iand ireestablish istart ito ifinish isecurity, ithree iprinciple ihighlights iappear ito ibe 

imissing: i 

Gadget ito Cloud iVorgs: i iIn ithe iportable icloud, ivarious iexecution iconditions i(EE) imay irun ion igadgets, iavailability 

ientryways, iand icloud iframeworks, ie.g., iVirtual iMachines i(VMs), ilightweight icycles, ior istrings. iEEs imight ibe itrusted iby 

ivarious ilevels. iTo iensure ithe istart ito ifinish isecurity iSLAs ion ia isubset iof ithe iframework, idynamic iEE ialliance iinside ia 

iVOrg icrossing iboth ivarious igadgets iand imists iought ito ibe iconceivable. iThe iSLA iis ithen isettled iby icharacterizing, 

idisseminating, iand iauthorizing ia isecurity istrategy iall ithrough ithe iVOrg. 

End to End Vorg iIsolation: iEEs ishare ia isimilar iframework. iThey imight ibe iconfined iby ivarious iframeworks, 

iequipment, ior iorganization iinstruments iall ithrough ithe iportable icloud. iTo iuphold ivarious iclasses iof isecurity iSLAs, iVOrg 

idisconnection iought ito ibe iperformed istraightforwardly ito ithe ibasic iinnovation. iSeclusion iought ito ilikewise iconsider ithe 

imulti-layer i(VM, ihypervisor, iequipment) imeasurement iof ithe iframework. 

Automated iSecurity iSupervision: iGiven iframework iunpredictability, imechanized icapacities iof iidentification iand 

iresponse ito idangers iare irequired, iinside ia iVOrg iand ibetween iVOrgs, ito ihelp ithe iorganization iand ilower isecurity 

iepisode ireaction itimes. iOversight iis irequired iboth ievenly i(between isecurity iareas) iand ivertically i(between iframework 

ilayers). i 

 i i This ipart ipresents iOrange iOC2, ianother iversatile icloud isecurity iexecutive's idesign iand iusage idefeating ithe ipast 

irestrictions. iOrange iOC2 isees ithe iversatile icloud ias ia isuperposition iof inumerous, ivery imuch isecluded isecurity iplanes 

ialluded ito ias iOrange iCommunity iClouds i(OC2s). i 

 i i Orange iOC2 ilooks iprofoundly iencouraging ifor istart ito ifinish iportable icloud isecurity. iTo istart iwith, ieach iOC2 isets 

iup ipowerfully ia igadget ito-cloud iVOrg iinterfacing iEEs iwishing ito ishare ia itypical isecurity iSLA iall ithrough ithe 

iframework i(gadgets, ientryways, imists). iAn iall-around icharacterized isecurity istrategy iis idispersed iand iauthorized iinside 

ithe iOC2, ibringing iabout ia ihomogeneous isecurity ilevel iamong ipart iEEs. iSecond, isevere iOC2 iseclusion iis iaccomplished 

iautonomously ifrom ifundamental iconfinement isystems ion iaccount iof istrategy-based isecurity ithe iboard istructure ito 

idisseminate iand iauthorize isecurity istrategies. iSeclusion iis iboth iflat i– iOC2s iare ioverlaying iover icloud iand igadget iactual 

isecurity ispaces i– iand ivertical i– iEEs iin ivarious ifoundation ilayers i(e.g., ihypervisor, iVM) imay ihave ia iplace iwith 

idifferent iOC2s. iThird, isecurity imight ibe iautonomically idirected iat ia ifew igranularity ilevels: iin ian iactual isecurity iarea, 

ieither iin ia iframework ilayer ior icross-layer; ior ispreading iover isecurity iareas iin ian iOC2 iscope. iSLAs iare ialong ithese 

ilines iprogressively iimplemented ithrough ireliable idanger imanagement iin iand iacross iplanes. iThe isegment ilikewise 

irepresents ithe isuitability iof iconveying ithe idesign ipractically ispeaking. iIt igives ian iaccount iof ia iproof-of-idea iusage iof 

iOrange iOC2, ias ifar ias iexercises ilearned iand iviewpoints. iWe ipresent ia icontextual ianalysis iof ia icloud-based isecure 

imulti-point iconferencing iadministration iopen ifrom icell iphones iin ia ifew ihome iorganizations. iA ifew idecisions iof isecurity 

iSLAs imight ibe iupheld istart ito ifinish iin inumerous isimultaneous iOC2s ito iaddress idiverse isecurity iassumptions. iThe ipart 

imakes iin ithis imanner itwo icommitments: i(1) ithe iOrange iOC2 idesign iand iits iexecution; i(2) ian iencounter ireport ion iits 

iorganization iin ia ihome iorganization ito-cloud isetting. 

1.3 iSECURITY iREQUIREMENTS 

1.3.1 iMobile iDevice iSecurity iChallenges 

 i i iDetonating iunpredictability iin iversatile iprocessing iinstigates inumerous idangers. iCell iphones itoday iare ia icomplex 

ilayering iof iinnovations, iboth iequipment i(e.g., ibaseband, iapplication iprocessors, isensors, istockpiling iunits, isecurity ichips) 

iand iprogramming i(e.g., ibootloader, ihypervisor, iOS, iportable iapplications). iSuch ivariety iadded ito isingle-part 

ivulnerabilities ibrings iabout ia ihuge iassault isurface. iGadgets iare ilikewise iassociated iall ithe iwhile ito ia ifew icloud 

iframeworks iand iadministrations. iEvery igadget iat ithat ipoint iturns iinto ian iexpected iwellspring iof ibargain iproliferation ito 

isuch iadministrations. iFor iexample, ithe iBring iYour iDevice ibusiness iidea imay imake iperilous ialternate iroutes idevastating 

iorganization inearby isecurity iarrangements, ifor iexample, inetwork iisolation. i iThree ikey igadget isecurity idifficulties iought 

ito ibe itended ito iEnd-to-end isecurity iSla i iGadgets iare iutilized iat ithe isame itime ifor ialtogether idifferent ipurposes i(e.g., 

iindividual iemail iperusing, iportable ibanking, icorporate iprivate iinformation ireading). iThe iclient iis iconsequently iassociated 

iwith idifferent ispecialist iorganizations iwith ivariable ihelp isecurity ilevels. iShockingly, iflow igadget ivirtualization 

iarrangements ican't ioversee iall ithe iwhile iheterogeneous ioutsider isecurity istrategies. iVarious iclasses iof isecurity iSLAs 

ishould iconsequently ibe igiven iand iimplemented ifrom istart ito ifinish, ifrom igadget ito ispecialist ico-op. iDisengagement 

iUsage idesigns iand igot ito iadministrations iought ito iemphatically ibe iisolated iutilizing igadget icapacities. iSupervision 

iGadget isecurity isystems iremain idifficult ito ifacilitate, ivertically iand ievenly. iMechanized isecurity ithe iboard iis ialong ithese 
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ilines iexpected ito irespond iefficiently ito idangers, iand iassurance iconstantly ia iQuality iof iProtection i(QoP). iQuick, ihearty 

isecurity istrategy irefreshes iare ieminently irequired. 

1.3.2 iArchitecture 

 

Fig.1.5: iSystem iModel. 

1.3.3 iSystem iModel 

 i i As idemonstrated iin iFigure i1.5, iour iportable icloud isecurity iengineering iis imade iout iof iactual ispace, iand ia ivirtual 

ispace icontaining ia ibunch iof isecurity ioverlays. 

1.3.4 iPhysical iSpace i i i i i i 

 i i We isee ithe iportable icloud iframework ias ian ialliance iof iactual ispaces, igadgets, ior icloud-based. iFor iexample, ispace 

iis ithe iedge iof igadgets iassociated iwith ian iequivalent iactual iorganization, ifor iexample, ia iLocal iArea iNetwork. iAll ithe 

imore, iby iand ilarge, ithe iidea iof iExecution iEnvironment i(EE) icatches iarea ipart ielements. iSkyline icount, iEEs imay irun 

ion igadgets i(e.g., istrings, icompartments), iavailability ipassages i(e.g., ilightweight icycles), iand icloud ifoundations i(e.g., 

iVMs). iVertically, iEEs imight ibe ifound iin ivarious ifoundation ilayers: iVMs, ihypervisor, ior iequipment. iA iDomain 

iController i(DC) iis iaccountable ifor iEE iexecutives, iwith iby iand ilarge iinformation ion iEEs iand iof itheir iabilities. iIt 

idefines ithe iEE icorrespondence imodel, iprominently iaccessible iconnections ibetween iEEs. iIt iis ilikewise ian ioccasion 

iorchestrator ifor idynamic icontrol iinside ithe ispace, ifor iexample irobotized iEE iconfiguration, ior iflaw iand isecurity 

ichecking. iSpace isecurity iis iunder iDC icontrol: ifor ievery iEE irecently iannounced iin ithe iarea, iapproved iactivities iand 

icommunications iare icaught iin ia iDomain iSecurity iPolicy i(DSP). iEEs ishare ia isimilar iframework iand imight ibe iinvested 

iwith idiffering ilevels iof itrust. iThe iDSP icombines iEE idisconnection iprerequisites, iimplemented iby iDomain iSecurity 

iMechanisms i(DSMs) ispread iall ithrough ispace. iTest iDSMs iare ia ihypervisor iinstalled ion ithe igadget, ia icloud ihypervisor, 

ior iequipment icomponents. iBetween iarea, iseclusion iis ioverseen iat ithe iorganization ilevel ithrough iMobile iCloud iSecurity 

iPolicies i(MCSPs) iand iMechanisms i(MCSMs). iFor igadget ispaces, ithe iframework imodel imay iincorporate ithe iidea iof ithe 

igadget ias ia istandard iparticular ikind iof iarea, iat ia imoderate iprogressive ilevel iamong iEEs iand igadget iareas, iwith iDCs, 

iDSPs, iand iDSMs. iTo idisentangle, iwe iconsider ia itwo-level imodel iincluding ijust ispaces iand iEEs. 

1.3.5 iVirtual iSpace i i i i i 

 i i Over ithe iactual ispace, ithe ivirtual ispace idigests iand iisolates ithe iportable icloud ifoundation iintricacy ias iindicated iby 

ilevels iof isecurity iSLA. iA ifew ioverlays inamed iOC2s i(Orange iCommunity iClouds) iare iacquainted iwith icatch idefinition 

iand iauthorization iof ia isecurity iSLA ion iEEs, itraversing iactual ispaces. iOC2s iare igadget ito-cloud iVOrgs: iOC2 iEE 

iparticipation itotals ithat iof iEEs ito ithe icontributing iactual ispaces, iyet isharing ia ihomogeneous isecurity ilevel iinside ithe 

iOC2 iscope. iConcerning ithe iactual ispace, iOC2 isecurity iis iadministered iby iDomain iControllers i(OC2DC), iSecurity 
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iPolicies i(OC2SP), iand iSecurity iMechanisms i(OC2SM). iSuch ivirtual ispace istomach imuscle idistractions iare iplanned ito 

itheir iactual ispace ipartners iabstracting iendlessly iarea ilimits. 

1.4 OC2 iLifecycle i 

 i i An iOC2 ihas ia i3 istage ilifecycle: i(1) iinstatement; i(2) idisconnection iauthorization; iand i(3) ioversight i(see iFigures 

i1.6 i,1.7, iand i1.8). 

Initialization: iA idisseminated iconvention idefines ihow iEEs imay ibuy iinto ian iOC2. iTo ijoin ithe igold-level iSLA iOC2, 

ian iEE isends ia ijoin(level i= igold) ito ithe iDomain iController iDC1 iof iits inearby iarea iD1. iThe iOC2DC imight ibe ithe iDC 

igetting ithe ifirst ijoin idemand ifor ithis iOC2. iThe ipolitical irace iamong iDCs iadding ito ithe iOC2 iis ilikewise iconceivable. 

iAfter ichecking ifor iSLA iqualification, ithe iOC2DC iregisters ithe i(EE, iD1, igold), iat ithat ipoint iconverted iinto ia i(EE, 

igold) iplanning iin iDC1. iTo ileave ian iOC2, ian iEE isends ia ileave isolicitation ito ithe iOC2DC, iwhich ieliminates ithe 

irelating ipassage, iand iproliferates ithe ichange ito iDC1. 

Isolation iEnforcement: iThe iOC2SP iπOC2 idefines irules ifor idetaching iassets iin ithe iOC2. iIt itotals ithe iDSPs iπDi iof 

ieach iactual iarea iDi iadding ito ithe iOC2, iconfining ithe iextension ito iOC2 iassets. iTo iauthorize isuch istandards, iOC2 

idisengagement iis ibased ion ithe iDSMis, iwhich iare ithe iseparation iabilities iin ieach iDi. iEmerging ithe iOC2 iwith ia 

ihomogeneous isecurity ilevel iamong ipart iEEs ihas iproceeded ias ifollows: i(1) iappropriate iπOC2 iall ithrough ithe iOC2; iand 

i(2) iimplement iit iin iEEs, idepending ion ithe iDSMis. i 

 

Fig.1.6: iOC2 iCreation. 

Step i(1) icontains itwo isub-steps: i(1a) iproliferate iπOC2 ifrom ithe iOC2DC ito ithe iDCis; i(1b) iin ievery iDCi, iinterpret 

ithe isignificant igot ipart iinto ia iDSP iπDi, ifor ithe irequirement iin isync i(2). iActualizing ithat iconvention idepends ion ithe 

iVESPA istructure, idepicted ifurther 

. 
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Fig. 1.7: iOC2 iIsolation. 

 Supervision: Automated isecurity imanagement ipermits ito ijust ireact ito idistinguished idangers iin ian iOC2. iA 

icommonplace icross-area isecurity ireaction iis: i(1) idistinguish idubious imovement iat iEE ilevel, iand iadvise ithe iDC iand ithe 

iOC2DC; i(2) iselect ia iresponse istrategy iin ithe iOC2DC; i(3) iimplement ithe iresponse iin iEEs iof idifferent iareas ithrough 

itheir iDCs. iThe ireaction imay ilikewise ibe iintra-area ijust, ifor iexample, ito iensure ithat iOC2 idisconnection iis isafeguarded 

iover ithe ilong irun. iThe ichoice iis ithen istraightforwardly itaken iat ithe iDC ilevel. iAs iEEs imight ibe isituated iin ivarious 

ifoundation ilayers, icross-layer isecurity imanagement iis ilikewise iconceivable, iwith iadditionally ibetter-grained isecurity 

itransformations iat ithe ilayer ilevel. 

 

 

Fig.1.8:OC2 iSupervision. 
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Fig.1.9:VESPA iArchitecture. 

 i i To iarrive iat iimplementable iengineering, iwe irefine ithe iframework imodel iutilizing ithe iVESPA istructure. iVESPA 

igives istrategy-based isecurity iorganization iof icloud iparts ithrough inumerous iplanned iautonomic icircles i(see iFigure i1.9). 

iWith ithis istructure, isecurity ioversight iof ian iactual ispace imight ibe iappointed ito ithe icontrol iof ia isolitary iVO, ito iexecute 

ia iDC. iThe iassets ito iensure iand icontrol iare iessentially ipart iEEs, iof iwhich ithe iVO ihas igenerally ispeaking iinformation. 

iThrough iHOs, ithe iVO iis iadditionally imindful iof iall ilayer idata iin ithe iarea. iThis iplan ipermits iboth iintra-layer iand 

icross-layer irobotized isecurity imanagement iof ithe iarea. 

1.4.1 iImplementing iInter-Domain iSecurity 

 i I For ibetween iarea isecurities, ian iOC2DC ishould ibe iactualized, izeroing iin ion idisengagement iand icross-space 

isecurity imanagement, ias idepicted ibeforehand. iThis iis iaccomplished iby isending ia ifew iVOs, iworking iin iclose 

iparticipation, iwith ia ifew ipotential iVO-to-VO icorrespondence idesigns, ie.g., iace islave, ior icompletely ishared. iThe iVO 

ideciphers iand iupholds isecurity istrategies ion iassets iin iits iarea, iand iproliferates ito ineigh-exhausting ispaces ichanges iin 

idisconnection/response iapproaches iand isecurity isetting. iThis iacknowledges iand iregulates iadequately ithe iOC2. iSegregation 

iworks iby ichoice, iappropriation, iand idispersed iimplementation iof ithe iisolation istrategy ifrom isource ito ifar-off iVOs. iThe 

imanagement iworks iby: i(1) iproliferating ito idistant iVOs isecurity-applicable ichanges iin ithe ineighborhood ispace; i(2) 

idefining iand ispreading iarea ispecific ireactions idependent ion inearby iand ifar ioff isecurity idata; i(3) iauthorizing igot ifar ioff 

iresponse iarrangements, ilikewise idependent ion ithe ineighborhood isecurity isetting. iHow isuch iactivities imight ibe 

iacknowledged iby iand iby, izeroing iin ion idetachment, iis irepresented istraightaway. 

1.5 iA iSCENARIO iFOR iMOBILE iCLOUD 

1.5.1 iScenario iand iImplementation iOverview 

 i i To iapprove iour iengineering, iwe iconsider ia icontextual iinvestigation iincluding idifferent ihome inetworks iassociated 

iwith ithe icloud. iIn ieach ihome, iseen ias ia igadget iarea, ia ifew iclients, iwith itablets, icell iphones, iworkstations, ior iTVs, 

ibuy iinto inumerous iService iProviders i(SP) ithrough ithe ihome ientryway. iFor ieach iSP, iits ihosts istructure ia icloud iarea. 

iWe icenter iaround ian iSP igiving isecure igatherings ion irequest. iA ifew idegrees iof isecurity iare iaccessible ifor ihelp, icaught 

iby ithe iSLAs ithat iappeared iin iTable i1.2. 

Table i1.2: iClasses iof iSecurity iSLAs. 
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       On ievery ihardware, iVESPA ispecialists iscreen iand iauthorize ithe iSP isecurity istrategy iπSP. iTo ioversee igadget ito-

cloud iSLAs, iOC2s iare iset iup ias ifollows i(see iFigure i4.10): i(1) ithe iSP idefines iπSP; i(2) iπSP iis ienacted iin iSP icloud 

ihas; i(3) iπSP iis iproliferated iinto ipassages, istretching iout ithe iOC2 ifrom icloud ito ihome iareas; i(4) iπSP iis ishipped ioff 

ispecialists iin iclient igadgets iand iimplemented iutilizing itheir ihidden isecurity icomponents. i 

 

Fig. i1.10: iEstablishing ithe iOC2: iPrinciple. 

 

Fig. i1.11: iEstablishing ithe iOC2: iTypical iVESPA iDeployment. 

 i i iWe iconsider i3 iclients itelecommuting ibuying iinto ithe ihelp. iThe irelated ifoundation icontains ione iSP i(cloud) iarea 

iassociated iover ithe iInternet ito ithree igadget ispaces. iPassages iare isensible ihome iswitches idealing iwith iall iorganization 

itraffic. iEvery igadget ispace iis imade iout iof ian ientryway iand ia iclient iPC. iOne ispace ilikewise icontains ian iextra itablet 

i(iPad) iconsidered iuntrusted, ifrom iwhich ithe iclient imay ifollow ithe igathering. iEvery iPC icontains ithree iEEs: itwo iVMs 

iand itheir ihypervisor. iOne iVM iis idevoted ito iproficient iuse. iThe iother iVM iis ifor iindividual iuse iand iis iuntrusted. iThe 
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iSP iarea icontains itwo isorts iof iEEs: ion-request igatherings iVMs iand ithe icloud ihypervisor. iAn ionline iinterface iVM 

ilikewise ioffers ian iadministration iinterface ifor iassistance. i 

 i i i In iour isituation, ithe icoordinator isets iup ia igathering iwith ithe iStandard isecurity iSLA: ian iexpert iVM iopens iup ion 

iworkstations iof imembers iwith isecure iVPN ibetween iassociations; iuntrusted igadgets iare iadditionally iapproved iin ithe 

igathering. iTo imake ithe iOC2 iand iauthorize ithe iSLA, ithe iStandard iπSP iis iintroduced ion ithe icloud ihas iand ispread ito 

ientryways iand iclient igadgets. iSpecialists iset iup ithe iVMs, iVPN, iand ipermit ithe iiPad ito ijoin ithe igathering. iThe 

icoordinator iat ithat ipoint iupdates ithe iSLA ito iGold ifor igreater iconfidentiality: iuntrusted igadgets iare inot, iat ithis ipoint 

ipermitted iin ithe igathering, iand iweb ifiltering iis iimplemented. iThe igathering imeeting iis iaccordingly ishut ion ithe iiPad. iAt 

ilong ilast, ithe iPremium iSLA iis ipicked: ithe iexpert iVM ihas irestrictive iadmittance ito iPC iassets. iExecution iof ithe 

iindividual iVM ion ithe iPC iis ihence ifrozen. i iFigure i1.11 ishows ithe ilaunch iof iour iengineering ifor ithis isituation. iOne 

iVO iand itwo iHOs, idealing iwith iVM-and ihypervisor-layer iundertakings iare isent iin ievery ientryway. iSending iis 

icomparable ion ithe icloud iside. iVESPA ispecialists iare iavailable iin iall ilayers iand ihave ito ideal iwith ithe iEEs irecently 

iportrayed. i iTeaming iup iVOs istructure ia idisseminated iOC2DC iexecution. iVOs iroutinely iscreen iand itrade iDSPs ito 

ifabricate ibetween iarea iOC2SP iinformation. iEach iDSP iis iput iaway iin ian iapproach ifile iappended ito ithe iconnected iVO. 

iUpon ia iDSP imodification ioccasion, ia iVO iapplies iexecutive idefined iresponses ito ispace iand iproliferates irefreshed 

istrategy ifiles ito idifferent iareas. iFor iexample, iwhen ithe igathering iis iintroduced iwith ithe iStandard iSLA, ia ispecialist 

irefreshes ithe iSP iVO istrategy ifile iwith ithe icomparing iOC2SP. iThe iapproach iis ideciphered iby ithe iVO, iand iengendered 

ito iVOs iof igadget iareas ifor iauthorization ithrough ispace idetachment iinstruments. iN i iDiscovery ibegins iwhen ithe idirector 

ichooses ianother isecurity iSLA ion ithe ipresent ience ionline iinterface i(1). iA iVESPA iDA ichecks ithe ilegitimacy iof ithe 

isolicitation iand inotifies ithe icloud iorganization iplane i(2). iThe iCloud iVO ichooses ia iresponse istrategy idependent ion ihead 

idefined imethodologies i(3). iThe iresponse istrategy iis ithen ishipped ioff ithe iHO iof ithe icloud ispace i(4), iwhere iit iis imental 

isoundness ichecked i(5). iCloud isegregation isystems i(e.g., iOpenVPN, iDNS ifiltering) iare ithen iapplied ito iauthorize ithe 

inecessary isecurity ilocally i(6). iIn iequal, ithe isecurity istrategy iis iengendered ito idifferent ispaces iin ithe iOC2 iscope ito ithe 

iconference. iFinally, ithe iCloud iVO ichecks ithat iOC2 ienforcement iis ieffective i(12), iand inotifies ithe iuser iof ithe iachieved 

iisolation ilevel i(13). 

Table i1.3: iEnd-to-End iLatencies. 

 

1.5.2 iExperimental iResults 

 i i iWe iadministered ithe ifollowing itests iof iour iproof-of-concept. iWe icheck ithat iprotection ichanges ican ibe idone iin 

inear ireal-time, ieven icalculating ithe icontribution ito ithe iresponse itime iof ieach ipoint. iWe itest ithe iframework's iability ito 

imanage imultiple irealms iwith iminimal ioverhead. iWe idemonstrate iend-to-end idefense iguaran- itees, idemonstrating ihow 

iOC2s iwith ishort irecovery itime iare iimmune ito inetwork iattacks. iAnswer iTime iTable i1..3 iindicates ilatencies ifor ivarious 

ilevels iof iselection, idelivery, iand iimplementation iof iintra-domain iand icross-domain iregulation iin ithe iusage icase. iWith ia 

icumulative iperiod iof iroughly i1s ito iset iup ithe iOC2 ion ithe icloud iside iand i8s iend-to-end, ioverall iefficiency iis 

iappropriate. in. iIsolation icompliance iis icostly ifor iintra-domain idefense, icovering i99.6 ipercent iof ithe iresponse itime. iA 
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ipotential ireason iis ithat, ito ideploy inew isecurity iconfigurations, icertain iisolation iservices ineed ito ibe irestarted. iThe 

iremaining i0.4 ipercent iis ithe iVESPA iframework's ioverhead. iDue ito iquick iinter-agent icommunications iand iminimum 

ipolicy irefinement iprocessing ifrom ithe iCloud iHO ito iMCSMs, idetection iand ireaction iare ilightweight. iThe ihigher icost iof 

ithe idecision ireflects ithe imapping iof isecurity iSLA/SLOs ito ia ihigh-level isecurity ipolicy iconfiguration ito ibe iapplied iwith 

ieach isecurity imetric. iThis iinvolves ibalancing ithe isecurity istate iwith ipolicies iidentified iby ithe iadministrator. iRegulation 

iexecution iis iswift ifor iinter-domain iprotection iowing ito ian iefficient inetwork iprotocol ifocused ion iflooding. iThe imain 

ireaction ioverheads icome ifrom iI/O islowdowns iin ithe ihypervisor iand iVMs iin isystem ienforcement imechanisms. iSimilar ito 

ithe icloud iexample, iother ioverheads isuch ias iSystem iVO idecision-making, ior iVESPA ireaction iagents iare iinsignificant. 

iHowever, ithe itotal ianswer itime iis istill ireasonably ireasonable. 

 i i i We ialso icalculated ihow ilatencies ifor iprotection iadaptation idepend ion idevice isize, icaptured iby ithe inumber iof 

iphysical idomains. iThe ifindings iare ishown iin iFigure i1.12. iWith ithe inumber iof idomains, idetection itime iincreases 

imarginally. iAdministrator-defined iOC2 ipolicies iwith imore idomains iare ibecoming iwider. iTherefore, ito ialign ithose 

ipolicies iwith iincoming iagent inotifications, imore itime iis irequired. iPolicy idiffusion itime iis iproportional ito isystem iscale: 

ithe ipropagation iprotocol ihas ito ibe ireplicated ifor ieach idevice idomain iin iour iproof-of-concept. iWith ia itransmitted 

iprotocol, iinstead iof ithe iexisting imulti-unicast iprotocol ito itransmit isecurity ipolicies, iperformance ican ibe ienhanced. 

iReaction itime iis inot iimpacted: iafter iall, ireactions ito iensure ieffective icross-domain iSLA icompliance, ionly ilight ispread 

iverifications iare icarried iout. iIn iterms iof idomains, iwe iconsidered ilatency ifindings ifor icombined iidentification, idelivery, 

iand ireaction ito iscale iwell. iEnforcement iperiods, ihowever, icrushed iall iother istages' ioutcomes. iTherefore, ito itest ioverall 

iarchitecture iscalability, imore iwork iis irequired. iCurrently, iour ilatest iproof-of-concept iembraces i4 irealms. iNevertheless, 

ibefore ithe isystem ioverhead ihits icompliance iexpenses, iwe ibelieve iour isolution icould ihelp ifar imore idomains. 

 

Fig. i1.12: iLatency ivs. iNumber iof iDomains 

 End to End Security: iDemonstrating ihow ithe imobile icloud irecovers ifrom ia isecurity iSLA ibreach, iwe itest iend-to-end 

isecurity iassurances, itaking ia inetwork iassault ias ian iexample. iWe irecognize ithree idegrees iof iisolation: iextreme i(fully 

iimplemented iSLA), imiddle i(partially ienforced iSLA), iand ilow i(SLA iviolated). iWhen ithe imeeting iis iat ia ihigh istage, ian 

iOpen iVPN ilink iis iattacked. iFigure i4.13 iillustrates ihow ithe iassault iis itreated iby iour iself-protection iframework. iIn 

ispecific, iwe icalculated ithe itime ineeded ifor ithe ibest idegree iof iisolation ito irecover. 

 i i IThe iOC2 ibegins iat ia ihigh ilevel: iits ilimits iare iestablished iand iits iresources iare itracked i(t i[0-8.47s]). iBy 

idestroying ione iOpenVPN iclient ion ia irandom iOC2 icomputer i(t i= i14.33s), ithe iattack iis istarted. iThe iOpenVPN iclient iis 

inot itracked iby ithe isystem, ibut icommunication ifailures iare idetected ion ithe icloud iside: ithe iOpenVPN ilogs iparsing 

iVESPA iagent inotices ithe imistake, isends ia iwarning ito ithe iCloud iHO, iforwarded ito ithe iCloud iVO. iBy ipropagating i(t i= 

i14.49s) ia inew iLow-Level iCompliance iProtection iProtocol i(t i= i24.69s) iin ithe iOC2, iCloud iVO inotifies ithe iOC2 iof ithe 

iSLA iinfringement. iThe iCloud iVO ithen isends ithe iMiddle-Level iPolicy ito iOC2 iSystem iVOs ias ia ifirst istep iin irestoring 

iHigh iIsolation iConditions i(t i= i24.79s). iThis istrategy iis iobtained iand iapplied i(t i25.26s) i(t i= i26.34s). iFinally, ithe 

iSystem iVO iagrees ito ienforce ithe iHigh iStandard, iapplied ion ithe iside iof ithe icloud i(t i= i30.2s) iand icomputer i(t i= 

i38.8s), ireturning icomplete iisolation. iResults iindicate ithat iδ i= i0.16s iis iobserved ias ian iattack. iThe isecurity iSLA ican ibe 

irestored ito iHigh i= i24.47s, iwhich iseems ivery ifair ifor iend-to-end imobile icloud isecurity ito ibe iretrieved. iSlow 

iBeagleBoard iSD icard iI/O ispeeds icreate isome ihigh ilatencies iin iSLA ilevel ipropagation. iTo iincrease ithe iresponse itime, 

icertain iproblems iare iunder ireview. 
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Fig.1.13: iSecurity iEvaluation. 

1.5.3 iLimits iand iPerspectives 

 i i iSeveral idrawbacks isuffer ifrom iour ipresent iimplementation. iFor ieg, iwhen ian iEE idoes inot irespond idue ito ia 

iDenial iof iService, ithe irelated iVO idoes inot idetermine iif ithe iEE iis icorrupt, ibuggy, ior ishut idown. iWhen isuch ia iscenario 

iarises, ia idefault ioption ican ibe iestablished, ihowever ifurther iin-depth ianalysis iis inecessary. iReal icommunications iare 

icurrently ineither iencrypted inor iintegrity-checked ibetween iframework icomponents. iThus, iby ifaking iEE iwarnings iand 

ipressuring ithe iVO ito istretch ithe iOC2 iand iloosen iisolation, ia iman-in-the-middle iintruder ican icircumvent iimposed 

iisolation. iThis iattack, ihowever, iinvolves iknowledge iof ithe idesign iof ithe isystem iand ithe iunderlying ipolicies. 

iNevertheless, ito isolve ithis iconstraint, iwe isee itwo isolutions: iusing iVPN ibetween imodules, ior idefining ia inew 

icommunication icomponent ito iuse iSSL iin iagents. iThe ilatter iis iunder iproduction iat ipresent. 

 i i i The ifindings iof ithe icase istudy iappear ito idemonstrate ithat ithe iproposed iarchitecture iis ipromising ifor iend-to-end 

iscalable imobile icloud idefense. iOrange iOC2 ialso iopens iup ia ihost iof imarket iprospects ifor itelecommunications ioperators. 

iConsideration ishould ibe iprovided ito iat ileast ithree imain idesign icategories iand irelevant istakeholders: i(1) iend-user imobile 

idevices i(OS icreators, imobile inetwork ioperators); i(2) iresidential igateway iand ibroadband iconnectivity i(fixed inetwork 

ioperators); i(3) icloud iproviders i(cloud iservice iproviders). iIn ithe idelivery, icreation, iand iservice iof iall ielements, ia ifixed 

iand imobile inetwork iprovider iis iinvolved iand iis ialso ia ilegal iand iresponsible iparticipant iin iensuring ithe ismooth 

ioperation iof ithe iwhole iarchitecture iin ia icohesive iway. iConvergent ioperators iwill iuse ithis iplatform ito isignificantly 

isimplify itheir icustomers' idigital ilives iby iproviding ithem iwith iworkable iand iadaptable iend-to-end iprotection. 

 i i IA imain ipending iissue iis: iwhich iaspect ishould ibe iresponsible ifor ithe iimplementation iof ioperational isecurity ipolicy 

iand isupplying iother iactors iwith ienablers? iIt iis iimportant ito ifirmly iprotect ithis idecision iand icontrol ipoint, ias ithe 

istability iof ithe iwhole iarchitecture iimplies ifaith iin ithis iindividual. iIt imay ibe iuseful ito ihave iit iinstalled iin iend-user 

ipremises ito iprevent iexposing ithe imachines ito ithe iInternet isince ithis iorganization iwould ihave istrong icontrol iover 

idevices. iFor ithe iwhole iinfrastructure, ithe igateway imay ieasily iserve ias ithis iconfidence ianchor, ithe icontrol ilogic ibeing 

ieither ihosted iin ithe igateway ior iunder ithe igateway's icontrol iin ia icloud iprovider. iFixed inetwork iproviders iretain icontrol 

iof ithe iresidential igateways' iapplications iand ihardware ithey isupply itheir icustomers iwith. iLocating ithe itrust ianchor iin ithis 

igateway iwill ialso iallow ithese ioperators ito igive itheir icustomers' imobile idevices isafe iaccess iand icontrol ito icloud iservice 

iproviders. 

 i i iWith ithe iOrange iOC2 iarchitecture, ithis isegment itackles ithe idifference ibetween icloud iand imobile idevice 

iprotection. iFor iexecution ienvironments iin isystem ior icloud idomains iwith ithe iOC2 iabstraction, idifferent iclasses iof 

isecurity iSLAs ican ibe ispecified iand iuniversally iimplemented. iStrict iOC2 iseparation iis iaccomplished iindependently iof ithe 

ifundamental iprocesses iwithin ithe iSecurity iPolicy iDelivery iand iCompliance iSystem iof iVESPA. iProtection imay ibe 

iautonomically iregulated iinside iand iacross iOC2s, iacross idomains, iand iinfrastructure ilayers iat imany ilevels iof igranularity. 

iResults iof ithe itest idemonstrate ithat ithe iarchitecture ican ibe isuccessfully ideployed iin ioperation. iEnd-to-end imobile icloud 

iprotection, isuch ias ithe iquick irecovery iof iSLA ibreaches, icomes iwith ia irelatively ilimited iperformance itag. iOrange iOC2 

iopens iunique iinsights ifor iinterconnecting ifragmented ienvironments iwith ivarying isecurity irequirements ibetween ivarious 

iservice iproviders ior ipooled ion isingle icomputers, isuch ias iÃ ila icarte isecurity iabstraction ilayers. 
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 i i Currently, iVOs idrive idefense imeasures iwithout itaking ithe ipeer isecurity istate iinto iaccount. iTo ideal iwith 

idisagreements, iwe iexamine ioptions iaround ipolicy inegotiation. iSafe ipolicy idissemination iis ianother iproblem. iWith ibuilt-

in iprotections, isuch ias icontact iintegrity iand ireplay iattack iprotection, iwe iare iworking ion ia ilighter iprotocol. iWe iare ialso 

iworking ito iexpand iour iplatform ito isupport iTrustZone itechnologies, isuch ias imaintaining ithe ireputation iof ithe iVESPA 

iagent. iFinally, ithe ipresent ideployment iof ithe isystem irequires imanual iintervention. iThus, ifor iexample, iwe iaim ifor ifully 

iautomated ideployment iof isecurity iagents. 

1.5.4 iFuzzing iInterrupts 

 i i i So ifar, iwe ihave iseen ihow ito iuse ithe iVESPA iarchitecture ito icreate ia isecurity isystem iand ihow iit ibrings iabout 

iautonomous idefense. iWe iopted ito istress ithe isystem iby ifuzzing ithe iinterrupts iof ithe iKVM ihypervisor ito ibenchmark 

iVESPA iinteractions iand iinternal iframeworks. iWith ia iclose ipartnership ibetween ithe iVM iand ithe ihypervisor, iit iis ian 

iattacker-oriented iuse icase. 

1.5.5 iFrameworks 

 i i iA ifew ifluffing istructures igive ioffices ito ithe iinstrument iand itest iusage ilimits. iFrom inetwork iconvention ito icloud 

ientry ipoints, iprogramming iprojects iare itried iagainst istrange idata isources iand iunder ia isolid iburden. iThe iyield icomprises 

iof idelicate iproduct iconduct, iparticularly idivision iissues, iwhich iare ithe ifavored imethod ito iacquire iadvantages ithrough 

imisuse. i iConsequently, ito iassess iexhibitions iof ithe iVESPA istructure, iwe iuse iit ito iinstrument ithe ihypervisor iand 

iproduce icontributions iat ithe igreatest ispeed. i 

 i i Engineering: iOur iengineering i(see iFigure i1.14) iis imade iof itwo ihosts: i(1) imanagement ihas icontained ithe 

iarrangement ipart iof ithe iVESPA istructure, iand i(2) ia ivirtualization iprepared iworker iwith ia iKVM ihypervisor iand ia 

ivirtual imachine. i iThe isituation iis ithe iaccompanying: iThe ivirtual imachine isends ian iinterfere iwith, ithat iis ihandled iby 

ithe ihypervisor iand isent ito ithe iQemu isegment. iThe ilast iexecutes ia icapacity iif ithe iI/O iport iis iright, iand igives icontrol 

iback ito ithe ihypervisor. i 

 i i i The iinitialization istep icontacts ithe ihypervisor iand iparses ithe iQemu ilog ito irecord ia isubstantial iI/O iport. iAt ithat 

ipoint ithe iVO istrategy iproduces ian iintrude ion isolicitation itoward ithe iHO_VM, isending iit ito ithe ifluffing ispecialist. iThis 

ispecialist iaccumulates iroot iadvantages iand isends ian iout iactivity icomparing ito ithe iVO idemand. iThe ihinder iexperiences 

ithe ihyper-visor, iwhere iwe ilog ieach ihinder iand isend ia irundown iback ito ithe iVO. iAt ilast, ithe iVO iexamines ithe 

isynopsis, iand iproceed iif ithe ihinder iwas ieffectively itaken icare iof, iin iany icase, ithe iVO igoes iinto ithe irecuperation icycle. 

iFirst, ithe istack ifollow iis iput isomething iaside ifor iadditional iinvestigates, isecond ithe iVM iis irestarted ias ithe igadget 

iemulator islammed. iOn ithe ioff ichance ithat ithe iissue icaused ithe ihypervisor ito icrash iand ihang ithe iworker, iwe ican 

iimitate iit iafter ia ireboot iand icontinue ito ithe imanual iinvestigation. i 

 i i i The isend iand ia istand-by icomponent iof ithis ibasic icircle iaren't iefficient, iand iwe iwill iperceive ihow ito ioffload 

ifigurings iand iinfluence iexhibitions. iAnother iissue iis ito imanage ihinders irebooting ithe imachine iwithout icomposing iinto 

ilogs. iTo ibe isure, ithe iVO iis ihanging itight ifor iI/O iresults ieither iby ithe ispecialist icontrolling ithe ifluffing iapparatus ior 

iwith ithe iqemu ilog. iHere ithe imachine ireboots iwithout iallowing ito iget isome idata iand ifreeze ithe istructure. iOur ianswer 

iis ito idispatch ithe ispecialist iproducing ifluffing iwith iinit iscripts ito iassociate iback ito ithe istructure, iand ihave ithe ioption 

ito icontinue ithe ifluffing. 
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Fig.1.14: iHypervisor iFuzzing iArchitecture. 

1.6 iPOLICIES 

 i i iThe iarrangements iutilized iin ithe iutilization icase iare iaddressed iin iFigure i1.15. iIt iis ithe iportrayal iof ithe imeans 

idepicted ialready. iWe ican imove ifrom ia istate ito ianother iwhen iconditions iare imet. iNotwithstanding ithe ilanguage, iit ivery 

iwell imay ibe iexecuted ias ia iswitch-case isituation. 

 

Fig.1.15: iFuzzing iI/O iFinite iState iMachine. 

1.7 iPERFORMANCE iEVALUATION 

 i I  iWe iassess ithe ifluffing isituation iregarding idifficulty iof ivariation iand itime isaved icontrasted iwith iempiric 

iexecution. i iImprovements iThe ifirst iresults iindicated ia imoderate i300KB/s ias ithe imost iextreme iband-width itook icare iof 

iby ithe istructure ion ia i100mbps iconnect. iWithout ia idoubt, ithe icoordinated ipart iof ithe isystem ihinders ithe imessage ito 

ispread. iIn ithis imanner, iwe imodified ithe iVESPA icorrespondence isegment ito icoordinate ioffbeat ioccasions. iWe ilikewise 

istretched iout ithe iarrangement imodel ito ideal iwith ifluffing iwithout imessage iaffirmation. i iThis iimprovement icomes 
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iwithout isway ion ipast iarrangements idefinition, ias imessages iare isent isimultaneously inaturally. iWith ithe inew iapproach, 

iwe ican iarrive iat ithe imaxi-mum iconnection itransfer ispeed iat i100MB. iIn iany icase, iwe ineed ito ioffload isome ihandling ito 

isave isome idata itransfer icapacity. iConsequently, iwe iutilize ithe itotal istrategies ito iadvance iI/O idata, ifor iinstance, ia ivector 

iis icommunicated iwith ithe ifirst iand ithe ilast iqualities. iThe ispecialist icushions i0xffff ilog ilines iand ichange ithe ivector i< 

i[0, i1][0, i2][0, i3]...[0, i0xfa][0, i0xfb][0, i0xfc] i>to i< i[0, i1][0, i0xfc] i>, iimplying ithat iall iqualities ibetween iare iavailable. i 

icompromises iWe iunderline ithe icompromise ito ipick ibetween inetwork iutilization iand iCPU iuse ito iadjust ithe istructure. iAt 

iwhatever ipoint ia ibottleneck ishows iup, iwe ican ipart iit iamong idifferent ilayers, ifor iexample ion ithe ioff ichance ithat ithe 

iCPU iis iabove i80% iuse. iWe ican iutilize ianother ipressure icalculation iwith iless iCPU iuse, iand isubsequently iless ipressure, 

imoving ithe iheap ifrom ithe iCPU ito iarrange itransfer ispeed. i iThe itime iexpected ito isurvey iall ipotential iqualities iis 

iadditionally ihigh. iFigure i4.16 isubtleties ithe iI/O iports iaccessible ion ia inormal imachine iunder iQemu. iWe ihave i0xffff 

iports iwith i0xffffffff ipotential iqualities, iwhich imeans i281470681677825 itests. iAnyway, iwe iestimated ithat iour istructure 

ican iperform i58374.570763 iI/O/s ion ia isolitary iVM, iand iclear istraight ifluffing irequires i55807.9 idays. 

(1.1) 

 i i i i i iRestricting ithe iI/O iports ito ionly iregistered iinterrupts ihandlers idivide ithe ipossible iports ito iaround i600, iand 

iour ilinear ifuzzing ineeds i465.8 idays ito ibe ifulfilled. 

 i i i i i i i i i i i i i i i i i i i i i(1.2) 

 i i i Presently ithe iVESPA istructure icomes iin ireal ilife iand ienables ithe ifluffing iby idistributing ithe icalculation iover 

idifferent icloud iIaaS. iA isensible itradeoff ibetween ithe inumber iof imachines iand ithe ifluffing itime iis iwith i1000 iVMs. iA 

isolitary iworker imay iuphold iup ito i50 ilight iVMs, ihence iwe ineed i20 iworkers. iDispersed ifiguring iis idirect iwith ithe 

istructure iin iour isituation iand ithe isolitary iissue iis ithe iorganization. iWe ididn't iincorporate ithe iVAMP istructure, iand iparts 

iare ipushed ion ithe iVM itemplate. iIf ithere iis ian iautomatic iblunder, iall iparts iare ithen ipushed ithrough iSCP. iThe itotal 

ifluffing inow itakes iaround i11 ihours ito ibe ifulfilled iin iprinciple, iand i15h ias iindicated iby iour iinvestigations. iThe ithing 

ithat imatters iis iclarified iby ithe ibreak iwhile iloos-ing ithe iagent_gen_fuzz ispecialist iand ithe itime itaken iby ia iVM ito 

ireboot iwhile ithe iCPU iis ifocused. 

 i i i i i i i i i i i i i i i i i i(1.3) 

 i i iiIn iconclusion, ithis ifluffing iuse icase itold ithe ibest iway ito iassemble ivirtualization imindful iapplication iwith icross-

layer iand icross-space icommunications. iWe iinvestigated iVESPA iadvantages ito iadjust ia icostly iissue irequiring inumerous 

ilong iperiods iof icalculation, ito ijust ieleven ihours. iConversation itesting ithe ihypervisor iis iimportant ito ifind ishortcomings. 

iAnyway, iour itests izeroed iin ion ithe ibenchmark iof ithe iVESPA isystem, iand ia ifew idifferent iways imust ibe iinvestigated. 

iOur ifluffing iis ivery ifierce iand ican ibe iadvanced ifor ia imore ieffective iweakness iappraisal. iTo ibegin iwith, ithe icode 

iinclusion. iA idecent ipractice iwith iregards ito ifluffing iis ito iutilize ithe ilittlest iinformation ithat iwill iexperience ithe ilimit iof 

icode. iFigure i35 isubtleties ithe itime iexpected ito isend i0xffff iqualities ion ieach ilegitimate iport. iEach ibar iaddress ithe imean 

ifor ithe inumber iof ihinders itried ion ia iport iduring i10 itests, iand ithe istandard ideviation iis iat ithe ihighest ipoint iof ibars iin 

idark. iThe ispeed idiffers ifrom ione ito ithree, iimplying ithat ithe irelated icode iis imore iintricate ito ideal iwith. iWhile iit's 

ianything ibut iimmediate iramifications, iit iis ihelpful ito iidentify ithe ibiggest ipart iof icode. iThe ianomaly iover i300000 iIO/s 

iis iplaying iout ia ino iactivity, iwhile ithe itwo ibars iunder i10000 iaddress iCPU idevouring ischedules. 
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Fig. i1.16: iInput iper isecond ifor ivalid iI/O iports. 

 i i i The isecond, ithe ibackhanded ieffect ion ithe ihypervisor. iA ifew ibugs iare iset ioff iquite ia iwhile iafter ithe isuccessful 

iarrangement iof iinterferes. iFor iinstance, iwhen ia imalignant imemory icomposes ifocus ion ia icapacity ijust icalled iby ia iclock, 

ithe ibug iwill ipossibly ishow iup iwhen ithe iclock ifinishes. iThe icurrent iuser idoesn't iaddress ithese ikinds iof ibugs 

istraightforwardly iand imust ibe iinvestigated ion ithe ioff ichance ithat iwe ithink iabout ithe iquantity iof ithis iclass. 

1.7.1 Results i 

The ifluffing imeetings iuncovered ivarious icopying idisappointments ithat iprevent ithe idisengagement iamong iVMs iand ithe 

iframework istrength. iThose iimperfections iare iassembled iin ia idata iset ias ia irundown iof ihinders ito istay iaway ifrom, iused 

ito itake icare iof ithe iinstrument iintroduced iin ithe ifollowing iChapter, iHypervisor. 

1.8 iHYPERVISOR 

 iThis ipart idepicts ithe ipossibility iof ia iself-rulingly iensured ihypervisor icoordinating iour iVESPA iarrangement. 

1.8.1 iProtecting ithe iHypervisor 

 We ifeature ithe iissue ipresented iby icurrent ihypervisors iand iwhy iexisting iarrangements idon't ifull iautonomic iproperties. 

1.8.2 iThe iProblem 

 i i The ivirtualization ilayer, ithe iestablishment iof ia icloud iframework, iis iespecially ivulner-ready ito iground-breaking 

iassaults idependent ion ishared iassets. iSabotaging ia ifacilitated iVM ior ithe ihypervisor imay iprompt ibreaking iVM 

idisengagement, igiving ithe iassailant icomplete iframework icontrol. iUp iuntil ithis ipoint, ia ilarge iportion iof ithe iconsideration 

ihas izeroed iin ion isecuring iVMs. iSadly, ithe icomparing iarrangements ibecome iincapable iif ithere ishould ibe ian ioccurrence 

iof ihypervisor ibargain, ias ithey iaccept ia iconfided iin iVMM. iThe igenuine itest ilies iin ithis iway iin isecuring ithe ihypervisor 

ilayer. i iA ifew iongoing iassaults ishow ithat ithe iprinciple idanger ito ihypervisor isegregation ibreakout icomes ifrom ia icarriage 

ior imalignant igadget idrivers iinside ithe ihypervisor: iportion iabuse iis iempowered iby ihelpless idriver iconfinement. iWe ihave 

iadditionally iperceived ihow ito iassemble iinformation ion ihypervisor iintrudes ion itaking icare iof iand iavaricious ipractices. 

1.8.3 iLimitations iof iExisting iSolutions 

 i i To iendeavor ito itake icare iof ithe iissue, ian iassortment iof iprocedures iwere iproposed. iFor iexample, idriver 

ivirtualization iaccomplishes isolid iconfinement, iyet idoesn't iaddress ithe isecurity iof ithe ivirtualization ilayer. iBelieved 

ifiguring imodels igive isolid icertifications iconcerning ihypervisor icode ihonesty. iShockingly, ithey itypically ijust irecognize 

ihonesty iinfringement iand ido iexclude iremediation itasks. iUprightness ichecking iis ilikewise icommonly istatic i– idynamic 

iobserving iall ithrough ithe iframework ilifetime ibeing ia ilot iharder ito iaccomplish. iDriver isandboxing ihas ilikewise ibeen 
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ivigorously iinvestigated: ia ireference iscreen iintercedes iaccess iamong idriver iand igadget, ipart, ior iclient iland: iHowever, 

iarrangements istay irestricted ito ibasic icontrol, iproposing ino iactivities ito iclean ithe ipiece. iSecurity iarrangements iare 

iadditionally ifrequently ihardcoded iin ithe icapture iattempt isystems ithemselves. iDynamic, ireceptive isecurity isystems iare iin 

ithis imanner ihard ito iset iup, ias istrategies ishould ibe idesigned iand irefreshed iphysically. iTo idecrease ithe iassault isurface 

ifurther, inew iplans itowards icomponentized ihypervisor isecurity istructures ilikewise iintend ito ifortify idriver iseclusion. iBe 

ithat ias iit imay, ithey ifrequently irequire ibroad icode irevamping, imaking ithem idifficult ito iapply ito imost iheritage 

ihypervisors. i iGenerally ispeaking, icurrent ihypervisor istructures ioffer ino i– ior, ibest icase iscenario, isimple i– iinsurance ifor 

ithe iVMM ilayer. iPast iendeavors iexperience ithe iill ieffects iof i(1) istatic, idifficult-to-oversee isecurity iarrangements, inot 

ivery imuch iisolated ifrom iimplementation iinstruments; iand i(2) ino ire-intervention iagainst idangers. 

1.8.4 iHypervisor iOverview 

 i i To idefeat ithe ipast ilimits, iwe ipresent iHypervisor, iautonomic isecurity ithe iexecutive's istructure ifor ibuilding iself-

protecting ihypervisors. iThis istructure ipermits isetting iup ia ifew icontrol icircles ito imanage ihypervisor iassurance, iwith 

irecognition, ichoice, iand iresponse isteps. 

1.9 iATTACKS 

1.9.1 iThreat iModel 

 i i The iaggressor imay ihave isubjective ipower iover iVMs. iWe iaccept ialter isafe ihard-product iand irelated ifirmware i(CPU, 

iBIOS), iand iboot-time ihypervisor ihonesty. iHowever, iVMM igadget idrivers imight ibe idefective iand ihence ialtered ito iabuse 

ia iVMM iweakness. iA inormal iricochet iassault isituation isourced ifrom ia iVM imay ibe: i(1) iper-structure iVM isegregation 

ibreakout ithrough ia icart iVMM idriver; i(2) ichange iand iundermine ithe idriver; i(3) ifrom ithat ipoint, ibargain idifferent ipieces 

iof ithe iVMM iand ico-found iVMs. iSuch iabuse imay ifor iexample iresult iin irootkit iinfusion iwith ibetween iVM itraffic 

isniffing iover ithe ihypervisor ivSwitch. 

1.9.2 iFlawed iDevice iDrivers 

 i i iWe idetail i2 iadventures ipointed itoward igetting iaway ifrom ithe iconfinement igiven iby ithe ihypervisor. iThe imain 

iadventure, iCloudBurst, ibreaks iout iof ithe iVMware iESX ihypervisor. iThe isubsequent ione, iVirtunoid, ibreaks iout iof ithe 

iKVM/Qemu ihypervisor. 

1.9.3 iCloud iBurst iExploit 

 i i This iadventure idepends ion ithe icapacity ito iperuse iand iwork imemory iout iof ithe idispensed iMemory iMapped iI/O 

i(MMIO) iranges ifor ivideo icopying. iA ifirst iMMIO iaddress ispace iconveys ithe icasing icradle ipixels. iA isubsequent ione iis 

ia iFIFO iputting iaway iorders ito ibe ideciphered iby ithe ihost. iThese itwo ilocation ispaces iare idivided iamong ithe ihost iand 

ithe ivisitor. iHowever, iparsing ithe iFIFO iincorporates ia imarked iactivity, icausing ian iout-of-bound ireference ito ithe icasing 

icradle ipixels. i iUtilizing ian ioff-base isource ito imove ito ia ireal iobjective iempowers idiscretionary icompose i(mov ihackersrc 

i=> idest) iwhile iutilizing ian ioff-base iobjective iempowers iself-assertive icompose i(mov isrc i=> ihackerdest). 

1.9.4 iVirtunoid iExploit 

 i i iThe ibug iused ito iget iaway ifrom iKVM iseparation iis ithat ithe ilater idoesn't ioverlook ivisitor isolicitations ito iunplug 

isegments. iUndoubtedly, ia ifew isegments, ifor iexample, ithe imotherboard, ican't ibe ihot istopped. iDoing iso ileaves ia 

iconflicting istate iand ihanging ipointers. iN. iEl-have idecided ito iunplug ithe iIntel iPIIX4 ichip isince iit iadditionally iunplugs 

iall iimitated iISA isegments. iNonetheless, ithe icallback ienrolled iby ithe iReal-Time iClock i(RTC) igadget iis ifired iopportune 

iinto ithe iQemu iinterior icircle iand igives ian iexploitable iuse isans iafter icondition. iBesides, ithe iassault idepends ion iQemu 

iclock icallbacks ito imake ia isolid imisuse irather ithan imore iconventional iReturn-Oriented iProgramming i(ROP) iabuses. 

1.9.5 iBluePill iAttack 

 i iiThe ifirst ipiece iof iprogramming ito irequest iequipment ivirtualization iis iknown ias ithe ivirtualization iroot i(VMX-root). 

iIn ithis iway, iif ian iassault ifocuses ion ithe ivirtualization iroot iand ivirtualizes ithe irunning iOS ion-the-fly, iit ibenefits ifrom 

ithe itypical ihypervisor iseclusion iinsurance ito iremain icovertness iand ioccupant. iThis iassault iis iconsidered ihypervisor-layer 

ispoofing. iWe ihave ilooked iinto ithe icutting iedge ion ithe idiscovery iof ivirtualized iconditions. iFrom ithose ioutcomes, iwe 

ipermit iour iassurance istructure ito iensure iagainst ilayer iridiculing iand igive ian iadditional ionce-over ito iverify ieverything iis 

iok. iSegment isubtleties ivarious iprocedures ito iundermine ihypervisor idisengagement. 
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1.9.6 iCold iVirtual iDrives iAttack 

 i I iAnother inormal iassault iis ito iadjust ithe ivirtual ihard idrive iof ithe iVM iutilizing ithe ibasic iorganization ishare ifor 

icircles. iCurrent iorganization ifile iframeworks iexperience ithe iill ieffects iof ian iassortment iof idisadvantages ithat iconflict 

iwith isecurity. iThe ioffers iare itypically ion ia icommitted i(V)LAN. iAll ihypervisors iare iutilizing iit ias ia itypical, iquick, 

istrong ihard idrive ito istore iVM ivirtual ihard idrives. iIn iany icase, ithis ishared iorganization idrive imust ibe ilucid iand 

iwritable ito iall ihypervisors. iOn ithe ioff ichance ithat ione iof ithem iis iweak, ithe ientire iframework iis ijeopardized. 

1.10 iMODEL 

1.10.1 iDesign 

 i i iOur iassurance isystem iworks ithrough iwell-defined icapture iattempt ifocuses i(snares) iin ithe idistinctive ihypervisor 

ilayers. iHypervisor isnares iintercede icollaborations ibetween igadget idrivers, igadgets, iVMs, iand iother ihypervisor iinformation 

istructures. iIn ithis iway, idynamic ichecking i(identification) iand iaccess icontrol iauthorization i(response) iover iinterchanges 

ibetween ithe idriver iand iits icurrent icircumstance imight ibe iaccomplished. iIt iadditionally iempowers isimple iintegration iinto 

imost ihypervisors, igave ithat idenned isnares iare iaccessible. iNote ithat iregulation iisn't irestricted ito imemory-based 

iconfinement i(e.g., iutilizing iprocessor-related isystems, ifor iexample, ithe iIOMMU i[192]): iauthorized iresponse iapproaches 

imay iapply ito iother icorrespondence ichannels ibetween ithe idriver iand iits icurrent icircumstance ito icover ian ienormous 

irange iof iknown iabuse imethods i(I/O, iawful iCPU iimitating, iand iother iintroduced. iThe isecurity iof ithe iexecutive’s iplane 

igives ia iunited iperspective ion ithe ichoice irationale. iThis iplane icontains iarrangement ioffices ito iacknowledge iexpand 

iidentification iand iresponse ipatterns i– iboth iin ieach ilayer, iand iacross ilayers, iand iamong ifiguring iand isystems 

iadministration iperspectives ion iassets. iThis iplan ibrings itwo ifundamental ibenefits: i(1) iindependent ihypervisor isecurity 

iauto-mates istrategy iorganization, ipermitting idynamic iimplementation iof iflexible idriver iseparation iarrangements; iand i(2) 

icoordination iof ivarious iautonomic isecurity icircles iempowers ito itrigger ia irich iarrangement iof iremediation iactivities iover 

ivarious ipieces iof ithe ihypervisor. 

1.10.2 iHypervisor iModel 

A i3-Layered iModel 

Fig. i1.17 iA i3-Layer iHypervisor iModel. 

We iconsider ithe iconventional i3-layered imodel iappeared iin iFigure i1.17 ifor ithe ihypervisor idesign. i 

 Layer1(L1) icontains ithe icondition iof iequipment iprocessing iand isystems iadministration iassets: iCPU, iactual 

imemory, iand igadgets i(stockpiling, inetwork icard). i 

 Layer2(L2) icontains ithe ihypervisor-level iperspective ion iL1 iassets, ireferred ito iin iHypervisor ias ihRSCs 

i(hypervisor iReSourCes): ivirtual iCPU, ihave iOS ivirtual imemory, ior imore iall igadget idrivers. ihRSCs iare ithe 

ipowerless ipurpose iof ihypervisor isecurity, iand iought ito iin ithis iway ibe isandboxed iand isterilized icautiously. i 

 Layer3(L3) icontains ivarious iadministrations iconveyed iby ithe ihypervisor ito iVMs ias ihypercalls, ifor iexample, 

iuncovering ior iadjusting ithe icondition iof ia igiven ihRSC i(e.g, ia ivNIC isecurity iconfiguration). 
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1.10.3 iInterfaces 

 i i  iEach ihRSC ispeaks iwith icontiguous ilayers ithrough i3 iinterfaces. iThe iL1 iinterface iis iutilized ifor iexample ito ideal 

iwith iequipment ithat iinterferes. iThe iL2 iinterface ipermits ithe ihRSC ito iassociate iwith iother ihRSCs ithrough ia itheoretical 

iCommunication iBus icatching ibetween inal ihypervisor i(e.g., iIPCs, ifor iexample, isignals, ishared imemory, ior iattachments) 

ior ivSwitch-level icorrespondences. iAt ilong ilast, ithe iL3 iinterface iassociates ithe ihRSC iwith iVM iassets ithrough ispecific 

ihits iin ithe ihypervisor. 

1.10.4 iProtection iFramework 

 

Fig. i1.18: iHypervisor iSelf-Protection iArchitecture. 

1.10.5 iMultiple iLoops 

 i i i Hypervisor iself-protection iis iaccomplished ithrough ia ibunch iof iautonomic icircles iworking iover ivarious isegments 

icoordinated iinto i3 iplanes i(see iFigure 1.18). iAt ithe ilast, ian iasset iplane icontains ithe ihRSCs ito isecure. iOver iit, ia 

ispecialist iplane icontaining ia ibunch iof ispecialists iis idefined ifor iperforming idiscovery iand iresponse iover ihRSCs. iAt ithe 

imain, ian iorganization iplane idirections idynamic ibetween iself-security icircles. 

1.10.6 iMonitoring iand iReaction 

 i i i iSpecialists iare icoverings iaround ihRSCs iwhich iintervene icorrespondences iover iseptic ihRSC iinterfaces ithrough ithe 

isystem isnares, ito iscreen iaction i(e.g., idistinguish imama ivicious isummons), ior ito iperform iresponses i(e.g., idisallow 

iadmittance ito ian iinterface). iThe isystem iis ifreethinker ias ifor irecognition iand iresponse isegments: isuch idedicated iparts 

ican ibe iconnected ito imoderate iseptic iassaults. iFor iexample ifor idetection, iany isort iof ilightweight iIDS i(signature-, 

iinconsistency, ior iclassier-based) ichecking ithe iLx iinterface icapacities iand iboundaries. iWhat's imore, ifor ia iresponse, 

irecalling iactive iLx icalls, ior ipurifying ithe idriver iby iinner istate imedication. Our imethodology iis ilike iframework icall 

imediation i(SCI) ihowever ifor iinterferes. iThe ibenefits iwere icontemplated. iWe iprofile ia irunning iframework iguessed inon-

contaminated iby isocial ioccasion iinterferes iwith idesigns. iFor iinstance, iduring iboot, idesigns ishow iup iwith iseveral idiverse 

iI/O iports iand iqualities ithat iare iadded ito ian iintrude ion ithe iwhite irundown. iOn ithe iopposite iside, iwe ikeep ia iboycott iof 

iexamples igot ifrom ithe ifluffing isystem iinformation. iAt ithe ipoint iwhen isuch ihinders iare idistinguished, iHypervisor ialters 

ithe iintrude ion ivector ion-the-fly. Either iby icleaning iesteem iwith ithe igenuine ione, ifor iexample, iknown ito inot iaffect ior 

idisposing iof ithe isolicitation iquietly iif ino iother ichoice iis iaccessible. The igeneral iinformation iis iconstantly irefreshed 

iduring iframework iruntime ito ienlist imore iexamples. Hypervisor icarefully ireplays idesigns ion ia isandbox iVM ito iseparate 

ithe irisky iintrudes, iand ican ieither iexperience imanual iexamination ito isupport ithe ilast irundown ichoice ior iadd ithem 

iconsequently. 

1.11 iDECISION-MAKING 

 i i  The iself-insurance ichoice irationale iis ipart iof itwo ikinds iof iorchestrators. iEach ihypervisor ilayer iLx icontains ia 

iHorizontal iOrchestrator i(HO) igiving ia ilayer iperspective ion ithe isecurity iof ithe iexecutives. iThe iHO iis ia istraightforward 

iautonomic isecurity idirector iplaying iout ia ireflex, ineighborhood ireaction ito idangers itargetted iat ia iparticular iarrangement 

iof ihRSCs iapproaching iand iproliferating ithrough ithe iLx ilayer iinterface. iThe iHO iregulates ispecialists ijoined ito ithe iLx 

iinterface iof ichecked ihRSCs, itotaling igathered idata, iand idispatching ipicked iresponses. iA iVertical iOrchestrator i(VO) 

iacknowledges ia imore isignificant ilevel, imore iextensive irange iof isecurity iresponses. iBy iassessing idata igiven iby iHOs iin 

ieach ilayer, ithe iVO iorganizes ilayer-level ichoices ito igive ia ireliable, icross-layer ireaction ito iidentified idangers. 

iOrchestrator iinterchange ibrings iabout ia itruly iadaptable iself-security imodel ipermitting ito iauthorize ia irich icontinuum iof 

iremediation iprocedures, iboth iinside iand iacross ilayers, iand iamong iprocessing iand isystems iadministration iperspectives ion 
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iassets. iFor iexample, idubious iconduct i(e.g., imemory ialtering) iidentified iin ia ifiguring ihRSC iobserving ithe iequipment 

ilayer imay itrigger iresponses iover isystems iadministration ihRSCs iin ianother ilayer i(e.g., idisable ia ivNIC).implementation 

1.11.1 iMapping 

 i i i The iinsurance isystem iis iplanned ito ithe ihypervisor imodel iby isetting iall isubstances iof ithe iboard iand iorganization 

iplanes istraightforwardly iinto ithe ihypervisor. iExplicit isnares iat ithat ipoint iassociate ispecialists ito ithe isignificant ihRSC 

iinterfaces. iThis iplan irestricts ithe iassault isurface, ias iall istructural ielements iare iin ithe ihypervisor iitself, iwithout iinterfaces 

iintroduced ito ithe ioutside i(i.e., ino iindirect iaccesses). iBesides, iit idiminishes ithe ieffect ion iheritage ihypervisor icode, ias 

ispecialists ihave isimilar ioutside iinterfaces ias ihRSCs. iThe ipresentation ioverhead iis iadditionally iexpected ito ibe 

iinsignificant, ias ithe istructure icode iis iinterfaced ito ihRSCs iutilizing ibasic icapacity icalls. iMoreover, iwe iupgrade ithe 

iinsurance iof ithe iKVM ihypervisor isecurity iby iapplying inotable iassurances iof iWindows ispecial icase ioverseers. iThe istatic 

irundown iof iclocks ishield ithem iand iforestall ithe inew imisuse iclass ipresented iby iNelson iElhage i[70]. i iWe iadditionally 

iconfirm iif ithe iQemu iprogram iis iPIE-ordered iwith ia isolid iASLR isetting. iThis igives ianother icompelling isecurity ilayer 

iagainst icutting-edge imisuse. iROP iassaults irequire isome iposition iinformation ito ifind ithe idevices, iinaccessible ihere ias iall 

ilocations iare irandomized. 

4.11.2 iQemu ihooks 

 i i iNear ithe iVM ireflection, iwe iwrap ithe iQemu iwork inearest ito ithe iIN iand iOUT iguidance ipreparing iintrudes 

icpu_in* iand icpu_out*. iThe ipreparing iflow ifor ian iout iguidance ithrough iQemu iis iitemized iin iFigure i1.19. iThe ilibc iand 

ilibpthread ilibraries imake ia istring i(in iblue) ifor iequal ihandling ion iSMP. iAt ithat ipoint, ithe iTiny iCode iGenerator i(TCG) 

iparses ithe iguidance ito icopy, isay iout. iThe iguidance iengineering idense ithe iexecution icontroller ito ichange iover ithe 

iguidance iinto ithe iQemu iIntermediate iLanguage i(IR). iOur imodel iis ifor ithe iIntel ix86 iguidance iset, iso ithe icpu_x86_exec 

iis icalled. iThe iguidelines iare ichanged iinto ia iTranslation iBlock i(TB) istoring ifurther iinterpretation iof ithe icurrent iBasic 

iBlock. iThe icode_gen_buffer iwork itakes icare iof ithe iTB istructure iwith ithe iconsequence iof ithe ihelper_outb iwork. iThe 

ilast iform ithe iIR iportrayal iof ithe iout iguidance. iAlong ithese ilines, iwe isnare ithe ipartner icapacities iand idivert ithe icontrol 

iflow itoward iKFV ispecialists. iThe iequipment ihelped ivirtualization ishroud inumerous ibasic icollaborations ias ithe igenuine 

iCPU ihandles ithe ipreparation. iBe ithat ias iit imay, iwe iare ias iyet iready ito isnare ibasic icapacities i(Figure i4.20). iIt ipermits 

isemantic ilearning iof iguidelines iexecuted iby ia iVM. iWe ican ilook iat ire-quested iI/O iwith ithe irundown iassembled ithrough 

ifluffing iand ipublic iassaults. iOn ithe ioff ichance ithat ione iof ithem iis icalled, iwe isend ia icaution ito ithe iVO iand iapply ia 

iwide iassortment iof iresponses, ifor iexample, idisregard, istop ior ireboot ithe iVM. 

 

 

 

Fig.1.19: iHypervisor ihook ifor iout ion iQemu. 
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Fig. i1.20: iHypervisor ihook ifor imemory_write ion iKVM/Qemu. 

 

Fig. i1.21: iHypervisor ihooks iin iQemu. 

Figure i1.21 igives ithe iHypervisor ihooks iinto iQemu, ifunctions ithat ican ibe iredirected ito icontrol icommunications iwith 

ithe ihypervisor. 

1.11.3 iEvaluation 

 i i iWe iassess ithe iHypervisor iarrangement iregarding iexecution ioverhead ito iboot ia iVM iand ithe iadditional iassault isurface 

iwith ia isecurity iinvestigation. 

1.11.4 iPerformance iOverhead 

   Several iproblems iappeared iusing ithe iPython iimplementation iof iVESPA iseen. 
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1.11.5 iVESPA iComponents iPlacement 

  Placing ithe iVESPA isystem iin ithe iclient ispace irequires isetting iexchanges ifor ieach iintrude. iOur ifirst itests 

idemonstrated i10000% ioverhead iand irequired i6 idays ito iboot ithe iVM! iBe ithat ias iit imay, ithis iarrangement iisn't 

imeddlesome iwith ijust i20 iSLoC iadded ito ithe ihypervisor iTCB. i iOff istacking ia itotal iof ihinders ito ithe ihypervisor 

iduplicates iby i5 ithe ieffect ion ithe iTCB isize icontrasted iand ithe ipast iarrangement. iAnyway, ithe ipresentation ioverhead 

igoes idown ito i800%, iand ithe iVM iboot iin i8 ihours. iCoordinating ithe ispecialist iof ithe iVESPA isystem istraightforwardly 

iinto ithe iTCB iis iundeniably imore iweighty. iChanging iover ithe icenter iNode iclass iof iVESPA, iwith iaround i3000 iLoC iin 

iPython iwith icontemplation iwould iresult iin iat iany irate i10 i000 iLoC iin iC iand iisn't ipractical. iBe ithat ias iit imay, iwhen 

ithe itransformation iis idone, ia ilightweight iform iof ithe isystem imight ibe ifinished iwith ispecialists iand isecurity isegments iin 

iapproximately i5000 iC iLoC igiven iour iC icode ibase. iReusing ithe iC iadaptation iof iVESPA iguess ithe imix iof ithe iCecilia 

istructure istraightforwardly iinto ithe ihypervisor. iThis imethodology iwas iabandoned. iThis iwould ibring iabout ia iconsiderably 

igreater icode ibase. iWe icultivated ithe ilittle iTCB isize ias iit iis iless idifficult ito iacknowledge ia ilittle ifix ifor ilow-level 

iaccess iif iwe isubmit iit ito ithe iKVM iengineers. 

1.11.5 iLighter iInterposition 

 iThe ioverhead iwith iVESPA iarrangement iplane iin iclient ispace iis iunsatisfactory iwith ino iguarantees. iIn ithis imanner, 

iwe ibelieved irecognition iand iresponse ito ibe ioffbeat iand inot ihanging itight ifor ithe iVO ireaction. iThis iimplies ithe ialarm 

iis isent ias ibefore ihowever ithe ihinder iis iconstantly isent ito ithe irelated iQemu icontroller. iVESPA ican iplay iout ithe ialarm 

igathering iand ithe ichoice iin iequal. iThe isignificant iresource iof ithis iarrangement iis ithat ithe ioverhead idrops ito i12%, iand 

ithe iTCB iis ias iyet iinsignificant. iAnyway, iit iaccompanies ia isignificant isecurity idownside: iif ithe iassault iis iquicker ithan 

ithe iVESPA iautonomic icircle, ithe ihypervisor ican ibe imisused iand inot irecoverable. iIt iis iaccordingly idifficult ito iadhere ito 

ithe ioffbeat iway ito ideal iwith igetting iquick iassaults. iMore islow iassault ican ibe iidentified iutilizing ithis imethodology. 

1.11.6 iDynamic iInterposition 

 iWe idecided ito iembrace ia itwo-level igranularity iblending isimultaneous iand ioffbeat imethodologies. iThe ifirst icircle 

ihung itight ifor ithe iVESPA ireaction iand icouldn't ideal iwith ithe iI/Os iadequately iquick. iWe iexamined ifurther iand ibroke 

idown ithe iquantity iof iI/O iperformed iby ithe iVM ilife-cycle i(Figure i1.22). iThe imost idevouring ipart iis ithe iboot iwith ithe 

iheap iof inumerous ifiles i(plates iI/Os) iand ifringe iarrangements. iTo ibe isure, iwhen ithe iVM iis iinactive iand idoesn't iperform 

ia ilot iof iI/Os, ithe iframework ireacts icharacteristically iand ithe iclient ijust iencounters isome ibrief ipauses. iThe iI/Os 

iperformed iat it i= i1800s iis ia iWeb iprogram imeeting, iand iat it i= i2600s iwe iplayed iout ian iinquiry iwith ithe igrep idevice 

iall iin iall iplate ifollowed iby ipower ioff. iThe ithought iis ito imake ithe isynchronization iversatile iduring ithe iVM ilife-cycle. 

iThe iVM iboot iis iundated ito iplay iout ithe iassault, ias ithe iframework iisn't icompletely istacked iand ithere iis ino iorganization 

iaccessible. iIt iis iconceivable ito isecure iin ithe iboot iwith ifixed ipieces iand imodules iby ithe isupplier ifor igreater isecurity. 

iThis istage iis ithen iviewed ias iprotected iand iVESPA ilets ithe iI/O/s ibe isent ito ithe iQemu icontroller iduring ithe 

iinvestigation iin ithe iVO. iAt ithe ipoint iwhen ithe iquantity iof ihinders iis iunderneath ithe idefined iedge, iVESPA ichanges ithe 

idriver ispecialist ito ithe isimultaneous imode: iall ihinders iare ialtered. iThe ispecialist iwill ibecome inonconcurrent iwhen ithe 

iframework iis iunder isubstantial iI/O iload. 

1.11.7 iMicro iBenchmarks i i i i i 

 i We iutilized ithe istandard ibenchmark isuites ito iassess ithe iim-agreement iof iVESPA ion ithe iframework. iThe iLMBench 

ibenchmarks iframework idata itransmission iand ilatencies iat idifferent ilevels. iFigure i1.23 ilooks iat ithe ioccasions igiven iby 

iLMBench ion ia ivanilla iQemu iand iKFV iin imicroseconds. iThe ifirst ieight ifigures imeasure isetting iexchanging ifor i2, i8, 

iand i16 icycles iand iwith ia iwork isize igoing ifrom i0 ito i64KB. i 
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Fig. i1.22 iNumber iof iI/Os iduring ia iVM ilife icycle. 

 i i iFor imodel, i2p/0K idemonstrates itwo icycles iwith ino iremaining iburden ithat isolitary ipasses ithe itoken ito ithe 

ifollowing icycle. iAt ithat ipoint,t iwe iestimated iinterprocess icorrespondence ilatencies ithrough iPipe, iAFUNIX, iRPC iwith 

iUDP iand iTCP. iTwo icycles iare imade iand itrade iinformation. iDocument iCreate iand iFileDelete idemonstrate ithe ifile 

iframework ilatencies ifor ithe icreation iand icancellation iof i0KB iand i10KB ifiles. iAt ilong ilast, ithe iProtFault iand iPageFault 

itests ishow ihow iquickly ia isupportive iof icess iand ia ipage iof ia ifile ican ibe iblamed. iThe ifile iis iflushed ifrom i(nearby) 

imemory iby iutilizing ithe imsync() iinterface iwith ithe idiscredit iflag iset. iThe igenuine ioverhead irate iis ishown iin iFigure 

i1.24 iwith ithe ivanilla iQemu ias ithe ibase. i iThe ioutcomes iindicated ithat iHypervisor ican iupgrade ihypervisor isecurity iwith 

ia i12% ioverhead ion ia inormal iVM ilife-cycle. iThis imeans iguesses ithat iall itests iare isimilarly icirculated iduring ia iVM 

ilife-cycle. iAnyway, ithe isecurity iissue isignal iinactivity iis iuncommon icontrasted iwith iothers. iWe icouldn't idiminish ithe 

isign idormancy iand iin ithis imanner, iit imust ibe iavailable ion ithe ioverhead idiagram, iyet ithe iworldwide ioverhead iis iunder 

i12%. iFinding ithe ispecific irepartition iof iclassifications irequires ia ibroad isemantic iremaking ithat iwas inot iperformed ihere. 

1.11.8 iOptimizations 

 The irundown iof idefective iI/Os igiven iby ithe ifluffing iuse icase iis ireserved ifor ithe idriver ispecialist ias ia iradix itree 

iwith ia iprofundity iof i8. iIt iempowers iquick iquery istraightforwardly iinto ithe ipiece iwith ian iadditional i30 iSLoC. iThe 

ihinders iare ianalyzed, icoordinated, iand isent. i iThe icorrespondence iwith iVESPA iwas iadditionally iadvanced ito ilessen ithe 

ioverhead. iThe icorrespondence iconvention iis iUDP iwith ia iflimsy ilayer iof iblunder irectification icode. iInformation iis 

ineither ipacked inor iscrambled ias iit ibuilds ithe inumber iof iCPU icycles iper iI/O. 
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Fig.1.23: iComparison iof iLM iBench iresults iwith iand iwithout iHypervisor. 

1.12 iDISCUSSION 

 i Our ipresent iusage iis iadjusted ifor ibasic iframeworks iwith ian iadequate ioverhead iand iimproved isecurity. iThe ilimit ito 

iswitch ibetween isimultaneous iand inonconcurrent imust ibe ideliberately ipicked. iIf itoo ihigh ithe iframework iwill ihang iand 

igive ian iawful iclient iexperience iif itoo ilow isecurity iis ibrought idown. iThe iexecutive ineeds ito icharacterize iVM isecurity 

ilevels iand ipartner ia ipredefined ilimit. iBelieved iVMs iwill iremain igenerally ioffbeat iwhile iuntrusted iVMs iwill ibe 

iobserved isimultaneously. 

1.12.1 iSecurity iAnalysis 

  The iCloudBurst iassault iwas ieffectively iforestalled iby iremoving ithe iI/Os iof ithe ipublic iadventure. iAnyway, ithe 

imemory idebasement ifocuses ion ithe iVMWare i3D idriver ithat iis inot ipresent ion iKVM. iA iphony iQemu idriver icopies ithe 

ifirst idriver ifor iour itests iand igives ian ioutline iof ithe iconduct. iThe igenuine ieffect ineeds ito ichange ithe iI/O idealing iwith 

ithe iroutine iof iVMWare ihypervisors, iwhich iisn't iopen isource. iAlong ithese ilines, ithe isuccession iof ihinders imay ibe 

icleaned iin ithe imisuse iclimate. i iThe iVirtunoid iassault iwas iforestalled ion ithe imost irecent ivariant iof iKVM ipowerless 

iagainst ithis iassault. iThe isuccession iof ihinders iwas iremoved iand isifted, isecuring ithe ihypervisor iwithout ifixing. iSuchan 

ithis ielement iis isignificant ias iit iis ian iapproach ito ishield iold ihypervisors ifrom ipublic iassaults ithat idon't ihave ifixes. iThe 

imanager iexamines ithe iendeavor, iruns iit ion ia iVM, iand iadds ithe imark ito ithe iVESPA iinformation ibase. iWith iadditional 

itests, iit iis iconceivable ito ireceive iHypervisor ias ian ialong-haul ihypervisor ithat ican ibe iremotely ifixed. iA ipublic iendeavor 

idoesn't ithwart icloud isecurity iand ican ibe ifixed iwithout irestarting ithe iactual iworkers. i iThree idifferent iassaults icreating 

iI/Os iwere iforestalled, iyet iweaknesses iconcerning ihypercalls istay iexploitable. 
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Fig.1.24: iNormalized iOverhead iof iHypervisor. 

1.12.2 iUnexpected iBehaviors 

  We iaccessed ithe iinterrupt iattack ivector iin ithe iprevious ichapter ito istress idrivers iand iremove iunpredictable ibehavior. 

iTo itackle inew iattack ivectors, iour iarchitecture ican ibe iquickly iadapted. iThe' itension' imodule, iagent igen ifuzz, iis ia 

iwrapper ifor iinterrupts iaround ithe iC ilibrary. iFor iexample, iby ireplacing ithe iout iwith ithe isyscall iassembly, iswitching ito 

isyscalls ito istress ithe ikernel imay ibe idone iwhile ifuzzing ithe iCPU iinstructions ican irequire ifurther iwork iwith ilibraries iof 

iassembly iparsing. iWith ithe ifuzzing isessions, iHypervisorcano istops iQemu's iweak iemulation. iIn ithe iVESPA idatabase, 

iloops, iinvalid iwriting, iand isegmentation ierrors iare idynamically iintroduced. iTo idecrease ithe iinfluence iof iagreement, ithe 

inew icomponents iincorporated iby iHypervisor iare idisaggregated. iThe isystem iof iVESPA, iwhich iis ithe ifoundation iof iKFV, 

icollects iinformation iand iorchestrates idecisions iagainst iinterruptions. iThus, iby idetecting iVESPA, ian iintruder iwill ihijack 

iinformation. iEntry ito iadministrator irules iand ito ifind ia ilogic ihole iwithin iis ineeded ito itake iadvantage iof iVESPA ito iset 

iup ian iattack. iHowever, iVESPA iand iKFV ido inot iguarantee iformal ipolicy isecurity. 

1.13 iMAIN iRESULTS 

 In ithis ipaper, iwe ihave idemonstrated ithat icloud iprotection ican ibe imodeled iin iterms iof isystem icomponents. iTo 

iaddress ithe ilimits iof ithe iexisting icloud iinfrastructure, ifour idesign iprinciples ihave ibeen idefined: ipolicy-based iself-

protection, icross-layer isafety, imultiple iself-protection iloops, iand iopen isecurity iarchitecture. iThis iapproach irequires 

imodular icloud iservice isecurity ito ibe iset iup, ifrom istatic ilocal isecurity ito idynamic iseparation iof imultiple idomains. iUsing 

itwo iimplementations iin iPython iand iC, ithe iVESPA imodel iwas ivalidated. iThese iframeworks iexpose imodules iaccessible 

iat imany igranularity ilevels: ithe ideveloper imay iinterface iwith ithe ientire isolution iAPI ior icreate icommunication iwith ithe 

iprecise iportion iof ia idevice icomponent. iThe icomposition iof iheterogeneous ibuilding iblocks ioffers ithe iopportunity ifor ià ila 

icarte iempowerment iof ithe iIaaS iinfrastructure. iToo iunderline ithe ipromise iof iVESPA, iseveral iuse icases ihave ibeen 

iapplied, idemonstrating ieasy iand ifast iadaptation iin idiverse ienvironments. iAlso, iwith ia iminor ioverhead, ithe iresults iare 

inot ioutdone. iThe iquantitative ievaluation iof ithe icomponents iwas ienabled iby ithe iextension iof iVESPA ito ithe ihypervisor. 

iTo ibecome ia ifeasible isolution iwith ienhanced iprotection, iHypervisor ineeded imany ichanges. iThe ihypervisor iis imore 

iresilient iagainst itacks iand imalicious iinterrupting isequences ithat iare ipublicly idisclosed. iThe iquestion ihas ibeen ianswered 

isuccessfully, idemonstrating ihow iadaptable iVESPA iis. iArchitecture iand itesting iwere inecessary ito ideliver igood iefficiency, 

ibut ithere iis ino ineed ito ialter ithe ifundamental ielements, icoordination, iand ipolicies. iWe iclaim ithat ithis iis ia ipromising 

isecurity iarchitecture iwith ia iflexible inature ithat isolves imany icloud isecurity iconcerns itoday. iTable i1.4 isummarises ithe 

ifulfillment iof ivalues iand igoals. i 

1.13.1Policy-based iSelf iProtection 

  A iclean ipolicy iguide ishows iour iVESPA iarchitecture. iHowever, ithere iis ia iparticular iimprovement iinvolved iin ithe 

iincorporation iof ipolicy imodels. iThe iRBAC[77] iexample idemonstrates ithat iwe ihave ito idelegate itasks ito iobjects, iand ithe 

iOrBAC imodel isticks ito iorganizational icapital. iVESPA idoes inot ithoroughly icontrol ithese iprinciples, iand ilaws iare 

iexpressed ias iFinite iState iMachines. iOrBAC isupport iis ipartial, iallocating iresources ito idomains ithat iare isimilar ito ithe 

iorganizations ispecified iin iOrBAC iby ithe iuser. iEven iif ithe ipolicy iinterface iis ispecified, iit iis inot isufficient ito isatisfy 

iour ipolicy-based i iself-protection icriteria. 
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Table i1.4: iExtended iProperties iFulfillment 

 

1.13.2 Cross-Layer iDefense 

The iplan iof iVESPA icoordinates ithe icross-layer iprotection iinto ithe idesign, iapproving iour inecessity. iThe iVMs, 

ihypervisors iand iactual igadgets ican icorrespondence isafely ithrough isevere iinterface idefinition. iNonetheless, ithe iHypervisor 

iis ispecific ito ithe ihypervisor ilayer. iIt idoesn't iuphold icommunity-oriented iguards iwith iother ihypervisors. iThe iKFV idesign 

iadjusts ithe iVESPA ilayers ito ithe ihypervisor icode isetting iand ieliminates icross-layer iprotection ias idefined iinto ithe 

inecessities. 

1.13.3 iMultiple iSelf-protection iLoops 

 If ithe irelated iimplementation imeets ithe idesign iof ithe iarchitecture, iVESPA ioffers iseveral iself-protection iloops. iUsage 

iinstance iand ithe icondition iare iinherited iby iKFV. iThe iadministrator ican iinterconnect ithe iinfrastructure isecurity iportion iin 

imany iways. iA iparticular iprotection ifunction iis inormally iallocated ito ieach iloop, ie.g. ito iavoid inet-work iintrusions, 

iisolation ibreakout, ior idenial iof iservice. iWith inew idevelopers icoming iinto ithe iproject, iwe iexpect ithe iloop ito imushroom. 

iNew isections iwill ibe ideveloped iand ithe iexisting iimplementation iwill ibe iimproved iwith inew iloop ipatterns. 

1.13.4 Open iArchitecture 

 iIn imany icases, ithe iopen idesign icriterion iis imet. iThis iresearch iand iadditional iinformation iin ithe icode idocuments 

idescribe ithe iinterface ifor icontact. iFor inew iuses iand iexperiments, iit iis iversatile iand iadaptable. iAlso, ithe iRemote 

iProcedure iCall i(RPC) iinternal iinterface iis iprovided ito ieasily iimplement imodern ilanguages. iThe ihierarchical istructure iis 

iseparated iinto iindividual ifunctions iusing icode iintrospection. iThis ifunctionality iis idifficult ito iport, iand iother iways ito 

ifind iusable iattributes ican ibe iintroduced iby idevelopers iinto ia inode. iBoth iVESPA iarchitecture icomponents iand iuse icases 

iare iavailable ion iGithub iand iorange ito iforget iunder iLGPL. iThe iusable inodes ican ibe iupdated, iexpanded, iand icorrected 

iby idevelopers ito imatch itheir ineeds. 

1.13.5 iMulti-Cloud 

 The iOC2 iuse icase iallows iother iinstances ito iinteract iwith ithe iVESPA isystem. iVia ipeer-to-peer icontact, ithe iVertical 

iOrchestrators i(VOs) iwill ialert ieach iother iand irespond iaccordingly. iThis iis ithe iexpansion iinto iheterogeneous irealms iwith 

iseveral iself-protection iloops. iKFV iis iunable ito ihold idiscussions iwith iother ihypervisors, ias ipreviously ireported. iWe 

iclaim ithat ia icrucial iaspect ishould ibe iviewed ias ia ibackdoor. 

 

1.1.4 iCONCLUSION 

 i i i This ipaper iexplained ihow iwe iset iup ithe iVESPA isystem iin ithe isense iof ithe ihypervisor iand ishowed ithat isubtle 

itrade-offs iare ineeded ifor iadaptation. iAlthough iour iassessment ishows imitigated ioutcomes ifor iquick iintegration, iwith 

isome ituning, iwe ithink iit iis ian iappropriate iapproach. iThe ilatest ipublic ivulnerabilities ihave ibeen ieffectively istopped iand 

ithe isimultaneous ifuzzing iof idrivers idynamically iexposes ihidden iweaknesses. iMixing iboth isecurity iand iattack ioffers ia 

imodern, inot iwell-tested isolution ito ithird-party icode. iIt iis iexpensive ito iincorporate iVESPA ifeatures iinto ithe ihypervisor 

iand iimprove ithe iTCB, ibut iit iwill ialso iboost iperformance. iFor imore istudy iinto ithis ilayer, ia ilighter iversion iof ithe 

iframework iwithout ithe iunused ifeatures i(policy istructures, idynamic ireconfiguration,multi-domain) iis ia istrong icandidate. 
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