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Abstract- An emerging paradigm of IoT is Social IoT (SIoT). In SIoT, different IoT devices interact and create relationship with
each other to achieve a common goal. In essence, Social IoT adapts a service-oriented architecture where heterogeneous IoT
devices can request or offer autonomous services and collaborate on behalf of their owners. Operating Systems (OS) are employed
in IoT devices because they offer threading support, access to development libraries and portability; thus allowing simplicity in
IoT application development. Several OS are available for IoT devices, but selecting a hardware and OS befitting for a particular
IoT application is a crucial task. In case of SIoT, the selection of specific OS for hardware devices in various applications is even
more challenging due to their collaborative nature. Existing surveys on OS are mostly lack the discussion on domain oriented and
hardware architectural features. As a consequence, it results in under performance in many application scenarios as it is infeasible
for developers to choose best-suited OS for various hardware platforms. This paper provides an OS-to-hardware architectures
features-mapping while searching the unique requirements of SIoT applications and considers quality features of OS as well as
hardware IoT platforms. In doing so, resource-constrained IoT devices are particularly highlighted due to their power limitations
and memory constraints. Further, OS architecture model is associated open research challenges and proposed for devices in SIoT
applications are identified. This research will benefit developers to utilize IoT platform resources and to envisage an efficient OS
for futuristic SIoT applications.
Keywords: - Social IoT, Operating Systems, Microcontroller Architecture, Embedded Systems.
I. IntroductionSocial infrastructure is converging with the Internet of Things creating a new phenomenon known as Social IoT (SIoT), IoT meets
social infrastructure. This is a NEC’s special feature named ‘IoT Meets Social Infrastructure’.
Household garbage is picked up by garbage collectors following a particular route and on a specific timetable. But on days when
the amount of garbage is less or more than usual, the collection route and timetable may need to be adjusted. Making these
adjustments is not this easy, and it is an issue that providers of garbage collection services face every day. Now there is a solution,
by attaching sensors to garbage containers, real-time data on garbage amounts can be transmitted to the control center via the
network. All collection locations are managed on a map and displayed on a large screen at the control center. The data collected
from the sensors is analyzed and sent to the garbage collectors, allowing them to prioritize collection of full containers and move
more efficiently around their collection routes. This solution has already been adopted by the City of Santander in Spain.
The solution is just one of the ways that social infrastructure is converging with the Internet of Things, creating a new phenomenon
known as Social IoT. Social IoT uses distributed sensors and other connected devices to improve the efficiency of social solutions
in fields such as energy, utility services, and transportation. There is no doubt that sensor for collecting huge amounts of data are
set to become an integral part of our lives. This article examines the convergence of ubiquitous connectivity and the task of
managing related data and analytics output. So, how can firms get the most out of IoT technologies in terms of data?
Both sensors and devices have, indeed, allowed the collection of huge amounts of data. Yet the real importance lies in how, and
how quickly, the collected data is processed and analyzed so that firms can use such data effectively. If processing is not optimal,
for instance, there is a high risk the data will lose its effectiveness. NEC offers various technology solutions to enable quick and
effective data analysis for the benefit of society. The strength of NEC’s Big Data analytics is seen, for example, in innovative
solutions for analyzing customer voice data. These solutions go further than simply looking at a list of problems—they are able to
account for the surrounding situation as well.

II. Literature SurveyThe currently available research work in the literature on OSs can be broadly classified into two major areas including Wireless
Sensor Networks (WSNs) and IoT.
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1. WSNs
In last decade or so, many research studies are conducted on the suitability of OSs for constrained environments. The design of a
lightweight Linux Security Module (LSM) is presented in which claims implementation with minimal changes in the kernel. The
LSM module design ensures generality and its access control for other modules. In this, the performance analysis of tailored Linux
OS on different microcontrollers is provided. The paper discusses the memory management and processes running in the tailored
Linux design while also describing some key differences in the kernel with that of Desktop Linux. While the majority of other
survey papers on constrained OSs are domain oriented as they describe features and layers of OSs which are appropriate for
particular domains. Primarily these surveys are focused on WSNs. For instance, a research paper has discussed the support for
different programming languages framework along with the networking protocols supported by various OSs for WSNs. The
hardware platforms on which these OSs can be ported are also figured out. Authors discussed multiple OSs while considering
various features required for WSNs. These features are discussed in the light of architecture, programming model, scheduling
techniques, memory protection and management, communication stack, resource sharing algorithms and real-time capabilities.
This research work also considered the requirements and key challenges for any OS to run in domain-specific hardware in
constrained environments. The software stacks of the OS are taken into consideration and availability of some core libraries in
software development kit (SDK) is investigated as well.
2. IoT
The majority of research works on the OS selection specific to IoT domain are either focused only on a certain OS or have limited
scope. For instance, the technical aspects of various OSs are individually considered in several papers. Some major concerns in the
design of OSs for typical network domains are highlighted. In this context, the architecture of these OSs is elaborated, and
corresponding advantages and disadvantages due to the underlying architecture for these domains are reviewed in these papers.
The algorithms developed for resource sharing, memory protection, and management of these OSs are also discussed. Moreover,
these papers describe design and implementation of typical modules/layers in specific OSs. Similarly, features of specific layers or
modules of OS to serve in a certain domain are also emphasized in some research studies.
Specifically, a comparative survey on existing OSs for IoT is conducted. Therein, authors comprehensively discussed all the
potential OSs for IoT and compared them according to a specific set of criteria. In this, a short survey on the selection of suitable
OS for two different classes of IoT platforms is presented. The survey briefly discusses the requirement of choosing the right OSs
for IoT hardware platform architectures including the Cortex-M and TI MSP430 microcontrollers. Another brief survey on the
different available options of OSs for IoT devices is presented. The paper discusses the desired features of an OS for IoT while
presenting a comparison of existing OSs based on these features and a generic framework for designing a potential OS for IoT. We
have opted a similar approach, but in our case, the hardware architectural features of IoT devices are also highlighted while
suggesting specific OS for IoT device(s). In addition, the application specific scenarios where device-level interaction and
socialization become the key requirements of SIoT are also particularly emphasized.

III. Applications of Social IoTSeveral SIoT application scenarios can emerge involving the continuous and evolving interaction among a variety of devices.
Some of the prospective socialization opportunities in IoT applications are as follows1. Smart Shopping Mart Retailing
2. Healthcare and Telemedicine
3. Intelligent Multimedia Streaming System
4. Smart societal interaction
5. Traffic surveillance and road safety

IV. OS RecommendationsThe constrained devices in SIoT applications have different requirements such as device-level interaction, socialization,
trustworthiness evaluation, among others. These requirements can be enabled through specific features in embedded OSs and
hence should be explored prior to an OS selection. Moreover, to efficiently manage the hardware resources, the selected OS, in
turn, needs to be run on suitable hardware architectures. In this Section, an OS-to-hardware architectures feature-mapping is
provided so that the corresponding features meet the requirement of SIoT applications. Firstly, several unique features of
embedded OSs are identified which are significant for SIoT paradigm. These features are taken as performance metrics for
choosing an OS and stated along with their corresponding support capabilities desired for hardware platforms.
The SIoT devices are heterogeneous and every device has to go through and perform different phases of friendship establishment
with other devices to avail some service(s) or compose entirely new ones. So at each phase, the devices perform some type of
ranking to evaluate and assess the available options according to different SIoT components. To make this ranking and evaluation
easy and efficient, we provide a mapping of features of devices (software and hardware resources) on different SIoT components.
Thus, the complete SIoT cycle of social relationship establish, starting from service discovery up to relationship management. For
instance, considering the transitivity property in case of trustworthiness, a device can get more trust opinions from other devices if
it is supported by rich communication interfaces ('σ') offered by its OS and the hardware.
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1. 8051architecture
2. Peripheral Interface Controller (PIC)
3. Advanced Harvard architecture (AVR)
4. ARM Architecture

V. Open Research ChallengesIn this Section, we highlight the most significant challenges in realizing the proposed features in model OS.
1. Optimized resource utilization
2. Security and trust management
3. Compatibility
4. Accuracy and reliability
5. I/O handling
6. Cost effectiveness

VI. ConclusionThis research work describes the key features of the latest available resource constrained hardware platforms for SIoT applications.
Based on these features, specific OSs are recommended for each platform to utilize their hardware capabilities efficiently.
Structure, architecture and operational features of recommended OSs are described that make efficient use of hardware
architectural potentials of devices employed in SIoT applications. Therefore, a comparative study is presented on features of OSs
and hardware architectures particularly focused on resource-constrained devices. While enabling these necessary features in OS
architecture, associated challenges that may arise and should be taken into account are also articulated in this paper. Thus, the
study opens doors for future work since following the proposed recommendations, more robust algorithms can be implemented to
better utilize the specific hardware architectural features of devices in SIoT applications. Moreover, this research can be taken as
initiating guidelines for developers to design an efficient OS to meet the demand of futuristic IoT and SIoT applications.

VII. References1. Gubbi, Jayavardhana, et al. "Internet of Things (IoT): A vision, architectural elements, and future directions." Future generation
computer systems 29.7 (2013).
2. Yaqoob, Ibrar, et al. "Internet of things architecture: Recent advances, taxonomy, requirements, and open challenges." IEEE
Wireless Communications 24.3 (2017).
3. Ejaz Ahmed, and Mubashir Husain Rehmani. "Introduction to the Special Section on Social Collaborative Internet of Things."
(2017).
4. Rixner, Scott, et al. "Memory access scheduling." ACM SIGARCH Computer Architecture News. Vol. 28. No. 2. ACM, 2000.
5. Mutlu, Onur, and Thomas Moscibroda. "Stall-time fair memory access scheduling for chip multiprocessors." Proceedings of the
40th AnnualIEEE/ACM International Symposium on Microarchitecture. IEEE Computer Society, 2007.
6. Gerstlauer, Andreas, Haobo Yu, and Daniel D. Gajski. "RTOS modeling for system level design." Embedded Software for SoC.
Springer US, 2003.
7. Gaur, Padmini, and Mohit P. Tahiliani. "Operating Systems for IoT Devices: A Critical Survey." Region 10 Symposium
(TENSYMP), 2015 IEEE.
8. D. Guinard, M. Fischer, V. Trifa, Sharing using social networks in a composable web of things, in: Proc. of IEEE Percom 2010,
March–April 2010.
9. Borgohain, Tuhin, Uday Kumar, and Sugata Sanyal. "Survey of Operating Systems for the IoT Environment." arXiv preprint
arXiv:1504.02517 (2015).
10. Atzori, Luigi, Davide Carboni, and Antonio Iera. "Smart things in the social loop: Paradigms, technologies, and potentials." Ad
Hoc Networks 18 (2014).
11. Nitti, Michele, Luigi Atzori, and Irena Pletikosa Cvijikj. "Network navigability in the social internet of things." Internet of
Things (WFIoT), 2014 IEEE World Forum on. IEEE, 2014.
12. Kranz, Luis Roalter, F. Michahelles, Things that twitter: social networks and the Internet of things, in: Proc. of the Pervasive
2010, the Citizen Internet of Things 2010 workshop CIoT 2010: What Can the Internet of Things Do for the Citizen? May 2010.
13. Reddy, V., et al. "Operating systems for wireless sensor networks: A survey." Int. J. Sens. Netw 5 (2009): 236-255.

IJCRT2103262

International Journal of Creative Research Thoughts (IJCRT) www.ijcrt.org

2062

