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1. INTRODUCTION

Cryptography is the study of building ciphers to ensure the confidentially and integrity of information. With the advent of
e-commerce and electronic transactions, the need for development of secured system has grown tremendously. This paper describes
an activity build around one of the techniques that illustrates on security of Hill cipher using rhotrices. The method involves the
concept rhotrices of which one is used to encrypt the plaintext and the other one to decrypt the cipher text. The characters, in the
original message or stream are assigned numerical values and the rhotrix must be invertible for use in decryption. The proposed
method is very simple representing great potential age is done confidentially. We mathematically analyze some problems from the
field of theory of rhotrices. In this context we study the basic properties of rhotrices and investigate some application of rhotrices in
cryptography. The study of the problem involves the multiplication of two rhotrices and its basic properties and relationship between
invertible rhotrices and associated non-singular rhotrices. The concept of Secure communication & Digital signature verification
through RSA discussed by Kumar and Sharma (2013). Rhotrix is a new concept introduced in the literature of mathematics (Ajibade

2003). It is a mathematical object which is in some way between 2 x 2 - dimensional and 3x3 - dimensional matrices. A rhotrix of
dimension 3 is defined as

&
R=(a a a

8

where 8;,d,,8,,8,,3; €R.

The investigations on rhotrices were given by various authors viz. concept of heart-oriented rhotrix multiplication (Absalom et al,
2011), natural rhotrix (Isere , 2016), Rhotrix to a coupled matrix, (Sani 2018) linear system over rhotrices, circulent rhotrisces,
circulent —like, cauchy rhotrices, Sylvester, toeplitz rhotrices over finite fields (Sharma et al, 2015, Sharma et al, 2017, Sharma
2017ab, Sharma and Gupta 2017), On the linear systems over non commutative rhotrices (Okon et al, 2018), even dimensional
rhotrix (Isere 2018), general rhotrix (Aminu and Michael 2015) and rhotrix system of equation (Aminu 2009, 2012). On
constructions of MDS matrices from companion matrices for lightweight cryptography is discussed by Gupta and Ray (2013). On
constructions of MDS matrices from circulant-like matrices for lightweight cryptography discussed by Gupta and Ray (2014). On
generalization and algorithmatization of heart-based method for multiplication of rhotrices given by Mohammed et al. (2011). An
alternative method for multiplication of rhotrices discussed by Sani (2004). Theoretical development and applications of rhotrices,
Ph. D. Thesis is prescribed by Mohammed (2011). The row-column multiplication for high dimensional rhotrices is discussed by
Sani (2007). On construction of involuntary MDS matrices from VVandermonde matrices is given by Sajadieh et al. (2012). Algebra
and analysis of rhotrices is discussed in literature (Sharma and Kanwar 2013, Sharma and Kumar 2013, Sharma and Kumar 2014 abc,
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Sharma et al, 2013 ab, Sharma et al, 2014, Sharma et al, 2015ab). Applications of Hill Cipher algorithm in securing text messages
discussed in (Siahaan and Siahaan 2018).

Il. HIGHER DIMENSIONAL RHOTRICES:

Ezugwu etal. (2011) introduces the concept of heart —oriented rhotrix multiplication and the the ¥i—dimensional rhotrix represented
as

a
a, & 3
& & & % EY
a a o
Lyt L) Lyt
R _ 4 2 4 4 2
=
a a a a a
%(n%ya %(nzﬂ)ﬁ %(nzﬂ)fs %(nzﬂ)fs %(n2+1)—4

Birme Urae L
2 * 2 * 2 *
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%(nzﬂ)
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REMARK-1: The total number of entries in a rhotrix R, is equal to

A. HEART ORIENTED MULTIPLICATION:

a
PR=(b ¢ d
e
and
p
Q=(qg r s
t

be any two 3—dimensional rhotrices, then their heart oriented multiplication is defined as

2 p ar + pc
PoQs=(b ¢ d)o(qgq r s)=(br+gc cr  dr+sc (2.0.2)
e t er +tc

B. INVERSE OF A RHOTRIX UNDER HEART ORIENTED MULTIPLICATION:

Let P be a 3-dimensional rhotrix and h( P ) # 0. If there exists a rhotrix Q such that
PoQ =QoP=1,

then Q is called the inverse of P .

_]_ 1 a
Q=P _;—Zb—cd
e
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Table 1
Numerical values for alphabets and some symbols used in the Paper

A B C D E F
1 0 1 2 3 4
H [ J K L
5 6 7 8 9 10
M N o) P Q R
11 12 13 14 15 16
S T U V] w X
17 18 19 20 21 22
Y Z [ / A @
23 24 25 26 27 28

C. ALGORITHM OF PROPOSED CRYPTOSYSTEM

ENCRYPTION
1. Converting the message M; of length L in to a stream of numerals using a user friendly scheme for both the sender and
receiver.

2. Place the numerals in to a rhotrix of order N © L where N depends on the size of the message and call it as a message rhotrix

and L is length of stream numerals.
3. Multiply this message by the encrypted rhotrix of the size N (normally a induced diagonal rhotrix compatible for the

product G = MK ) and got the encrypted rhotrix G .
4. Converting the message of length L in to a stream of numbers consisting of encrypted message and send to receiver.

DECRYPTION
1. Place the encrypted stream of numbers that represent the encrypted message in to a rhotrix.

2. Multiply the enccrypted rhotrix of numbers with the G with the decoder K™ (the inverse of K) to go back the message

rhotrix M.
3. Converting message rhotrix in to a stream of numbers with the help of originally used scheme.
4. Converting this stream of numerals in to text of the original message.

D. ILLUSTRATION

Let us consider the message which is to be sent on the insecure channel is
HIMACHALPRADESHUNIVERSITY

Stepl. Sender considers the non singular rhotix of order seven K and shares it with receiver.

8
9 10 11
12 13 14 15 16
K=(6 5 4 1 0 2 3
17 18 19 20 21
22 23 24
25

Step 2. Sender converts the above plain text in to numerical values using Table 1 whichgives6 7 11 -1 1 6 -1 10 14 16 -1
2 31176 19 12 7 20 3 16 17 7 18 23. Now we rearrange these numbers in to a rhotrix .
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6
7 11 -1
1 6 -1 10 14
M=( 16 -1 2 3 17 6 19
12 7 20 3 16
17 7 18
23

Step 3. Multiply this message M by the rhotrix of the size 7 compatible for the product G = MK and got the encrypted rhotrix G, .

30
34 41 32
37 45 41 55 62
34 14 14 3 17
63 61 77 63 79
83 76 90
98

MK =

12 28

=G(say)

Step 4. The encrypted numeric message to be sent to the receiver

30 34 41 32 37 45 41 55 62 34 14 14 3 17 12 28 63 61 77 63 79 83 76 90 98

DECRYPTION

Step 1. Place the encrypted stream of numbers that represent the encrypted message in to a rhotrix.

30
34 41 32
37 45 41 55
34 14 14 3 17
63 61 77 63
83 76 90

98

MK =

62
12 28
79

= G(say)

Step 2. After receiving the encrypted message from the sender, receiver find the inverse of the sharing key

-8

-9 -10

-12 -13 -14

K'=( 6 -5 -4 1
-17 -18 -19

-22 -23

-25

~11
~15 -16

0 -2 -3
20 -21
—24

Step 3. Receiver multiply the rhotrix G with the with the inverse of the key K .
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6
7 11 -1
1 6 -1 10 14
GK*'=( 16 -1 2 3 17 6 19
12 7 20 3 16
17 7 18
23

Step 4. Now receiver decryptthemessage 6 7 11 -1 1 6 -1 1014 16 -1 2 3 1 176 19 12 7 203 16 177
18 23 with the Table 1 and get original message HIMACHALPRADESH UNIVERSITY.

111. CONCLUSION
The proposed cryptosystem is based upon the rhotrices multiplication , which is extension of the original Hill cipher. This result is
still open for the researchers in future studyof rhotrices if we use of matrix multiplication of the rhotrices instead of heart oriented
multiplication.
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