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Abstract:  In this modern age there is a rapid increase in the number of vehicles and so is the number of car theft attempts as well. With the 

growing and strong stealing techniques, owners are in fear of having their vehicles being stolen from common parking lot or from outside 

their home, thus the protection of vehicles from theft becomes important and crucial due to insecure environment. Real time vehicle security 

system based on computer vision provides a solution to this problem, many of recent vehicle security systems performs image processing 

based and real time user authentication using face detection and facial recognition techniques and run on microprocessor control system fixed 

on board with the vehicle or online application on the cloud. The system also adds an extra layer of security thru a custom authenticating 

driver list of the vehicle before it could even power up which offers a safe environment [1]. This paper is covering the design of an integrated 

anti-theft control system for an automobile that primarily based on an advanced communication technology identified as LTE. Integrating 

with GPS and GSM, the vehicle location will be located and tracked as well. In the event of theft attempt or unauthorized person’s trial to 

drive the vehicle, a text in format of Multimedia Messaging Service (MMS)/ Short Message Services (SMS) will be sent to the owner along 

with the location followed by a choice of actions such as tracking the vehicle, shutting it completely down, or locking all doors and calling 

the authorities [2]. This anti-theft control system could also be integrated the national Digitized ID card or UniCard as well.  

 

Index Terms - IoT, Face Recognition, Vehicle Security Systems, National Identity ID, Digitized ID, Unified Card, Vehicle security, 

Anti-Counterfeiting, eID, Mobile ID, Authorization. 

I. INTRODUCTION 

In recent years, the popularity of the automobile sector is increasing all over the world, unfortunately there is an exponential increase in 

vehicles crime. At the present time, most vehicles are controlled using mechanical keys, security cards, and password/pattern but with the 

development of IoT technologies and many embedded mechanisms, the vehicle security systems are continuously improving. These 

improvements are depending on the vehicle’s owners and law enforcement requirements. Whereas, they are not only concerning with the theft 

of vehicle contents, but also the loss of vehicles and the personal security requirements of the vehicle’s owner. Many well-known biometrics-

based identification and verification techniques existed such as fingerprints, facial features, and iris have been integrated in various security 

applications. Face recognition is considered the growing common technological choice biometric technique for vehicle security and alarm, 

meanwhile, the face recognition process uses some complex calculations [4]. 

In addition, the proposed anti-theft system utilizes GPS, GSM or other radio or satellites navigation systems to locate the vehicle. The 

conventional products of anti-theft are typically categorized into three classes: vehicle tracking and recovery systems, the alarm system, and 

vehicle locking mechanical system. The proposed system targeting a better-guaranteed security solution with low cost, Google map and other 

similar services are also integrated [3]. This research paper introduces a fully reliable IoT system based on Digitized ID or Unicard as a guard 

against vehicle theft. The anti-theft system offers the availability to disable or bypass the authentication process under certain circumstances  

[5], and the owner is able to decide who could or could not operate the vehicle [6]. Section 2 of the research paper explain the driving license, 

biometrics, and Anti-Counterfeiting of drunk driving, while section 3 presents the connected cars via communication networks concepts. GPS 

and IoT tracking system are discussed in section 4 along with IoT fleet tracking and Cellular tracker as well. Section 5 and section 6 

demonstrates detailed information about eSIM and the Governmental identity respectively. Finally, section 7 expands on the proposed vehicle 

security systems design. 
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II. DRIVING LICENSE AND BIOMETRICS 

The Victorian Government has joined the Commonwealth Government’s National Driver License Facial Recognition Solution. The 

National Driver License Facial Recognition Solution (NDLFRS) will protect Victorians from identity theft, prevent crime and improve road 

safety and UniCard or Digitized ID verification. It is part of the Government’s National Identity Matching Services (NIMS). Once in use by 

the government, the NDLFRS will mean (See Fig. 1):  

 Citizens will be better protected from identity theft and crime.   

 Getting dangerous drivers off our roads.  

 Increased capabilities to prevent, detect and investigate identity crime.  

 Everyone can easily and securely verify their identity.  

 Locating missing persons will be easier.  

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1: Australia driver license Model 

 

2.1 Personal Information protection 

Citizens driver license data will be stored in the NIMS. In the unlikely event that the system is hacked, the Citizens Government will follow 

the cyber incident response steps. Notification will be of any serious data breach involving the personal information and recommend the steps 

which should be taken in response [8]. 

 

2.2 Driver-License Databases Authentication by FBI  

United States immigration officers have used facial recognition technology to search drivers' licenses in states that issue licenses to 

undocumented immigrants. This is thought to be the first known case of FBI agents using facial recognition technology to scan drivers' licenses 

for surveillance purposes [9]. 

 

2.3 Anti-Counterfeiting of Drunk Driving 

In recent years, the government increases the fine and the penalty for drunken drivers to curb the drunk driving. However, many drunken 

drivers rely on luck to drive a vehicle, with the result that there are many casualties in the traffic accidents. Obviously, the prevention of the 

drunk driving is important for traffic safety. Accordingly, many automotive manufactories have implemented the “Alcolock” successfully, 

such as the “Alcoguard” system of Volvo, and the “Alcokey” (breathalyzer car key) of Saab. Most of these products analyze the breath alcohol 

concentration of the driver to determine if the vehicle can be started. There are several related laws in the United State, Canada, and Australia. 

To be enforced on the recidivist of the drunk driving. Currently, the technologies of the anti-counterfeiting of drunk driving include the analysis 

of the driver’s physiological signal, the behavioral analysis of the driver, the alcohol concentration analysis via alcohol detector, and the driver’s 

face recognition system, also some important special information like the Digitized ID or Uni-card. However, the driver may suffer discomfort 

because he/she should wear the physiological sensors. For the behavioral analysis of the driver, the driving control signals of the vehicle are 

used to construct the control model of the driver. Moreover, the control signals and their corresponding recognition mechanisms are utilized to 

estimate the driver status. 

One of  the benefits of the suggested system is the anti-counterfeiting of drunk driving, which prevents drivers from drunken driving and 

cheat of driver’s alcohol detection. It depends on the driver’s facial image match by a serial image processes. It is suitable to be applied under 

the internal environments of cabin. By analyzing the facial features of drivers, the time of driver’s exchange is detected, and the driver’s identity 

is identified. Then the Digitized ID or Uni-card step come it after the facial process to check if the identified drivers registered before as drunk 

or not. When the cheat act of driver’s alcohol detection occurred, the system will generate warning signals through a buzzer to notice the driver 

to take alcohol detection. The system detected the time of driver’s exchange effectively, and identified different driver’s identity successfully 

[10]. 

 

III. CONNECTED CARS VIA COMMUNICATION NETWORKS 

“Connected car” has become one of the buzzwords of the last few years as the potential for combining the automotive and Information and 

Communications Technology (ICT) industries becomes clearer. It’s important to understand what the car can be connected to, and how these 

different connections an create opportunities for services and applications. Connecting the car to the passenger creates an infotainment 

opportunity including multimedia, and when GPS data is added, enables mapping and direction applications. Connecting to the cloud opens 

up telematics applications, including the potential to change the way insurance services are delivered, or cars are maintained. Connecting to 

other cars if done with a technology that enables acknowledgement of the message) enables fuel-efficiency and safety applications. Connecting 

to transport and other infrastructure also provides for better traffic management. The term for all of these connections together is V2X – vehicle-

to-everything. Major players from the automotive and technology industries have stepped up connected car research activities over the last five 

years.  Between 2010 and 2015, over 2,500 inventions relating to V2X (vehicle-to-everything) technologies were filed, while a further 22,000 

patents relating to self-driving cars were also submitted during the same period.  
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Currently, every major automobile manufacturer is actively testing integral technologies for future connected vehicles.  New players such 

as Tesla, Google, Apple, and Faraday Future are also investing heavily in this area. In 2016, every new car has the potential to be a “connected 

car” as infotainment services and software updates are provided via the Internet, and increasing numbers of vehicles are being fitted with lane 

changing, assisted braking and cruise control systems. Tesla’s Autopilot feature, currently in beta mode, already provides a limited amount of 

hands-free driving and is being continuously refined with over-the-air updates .  

Between 2015 and 2020 nearly 184 million new connected cars will be produced, according to analyst company Gartner .  The industry 

consensus is that we still have some way to go before we see mass production or adoption of autonomous cars, but that the technological 

developments available today will move us closer to that objective.  The self-driving market is expected to reach critical mass within 15 to 20 

years. By the end of 2035, 76 million cars will be in circulation worldwide . Connected and self-driving vehicles will have a profound impact 

on many industries, particularly in automotive, telecoms, logistics and insurance. The more intelligent cars become, the greater the need there 

is for them to incorporate cellular connectivity as standard. A report from Allied Market Research suggests that the global connected car market 

may generate revenues of $141 bn in total by 2020 as shown in Fig. 2. This paper looks at some example connected car applications, and the 

networks that will enable them – now, in the next five years, and further into the future. 

 

 

 

 

 

 

 

 

 

 

Figure 2: Connected car technology evolution 

 

There are very many connected car applications, but it is helpful to look at some examples and assess the demands that will place on 

communications networks.  An early use case is infotainment: connection directly to the car can overcome some limitations of using 

smartphones in vehicles, such as the shielding of the metal structure inhibiting network performance. An integrated LTE module with an active 

antenna can significantly improve the user experience. Looking beyond the provision of infotainment, there are other types of use cases 

requiring advanced mobile connections, illustrated in the Fig. 3. Different types of communications are needed between vehicles and other 

vehicles, transport infrastructure, cloud-based and other applications, and even pedestrians or cyclists [11]: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3: Various types of advanced Mobile Connections 

3.1 Connected Services: Available LTE Wi-Fi Hotspot 

The built-in LTE Wi-Fi Hotspot* (vehicle must be on or in the accessory position for Wi-Fi to function) turns your vehicle into a reliable 

mobile hub, with great signal quality and bandwidth. It provides a better in-vehicle experience than your smartphone and is powered by your 

vehicle, so you’re not reliant on a mobile device battery. The built-in LTE Wi-Fi Hotspot* provides a better in-vehicle experience than your 

smartphone. The stronger signal means you have a fast and reliable connection. It is powered by your vehicle, so you are not reliant on a mobile 

device battery, and you can access your hotspot up to 50 feet (vehicle must be on or in the accessory position for Wi-Fi to function) from your 

vehicle. The built-in LTE Wi-Fi Hotspot is easy to use because it’s automatically on after initial setup and ready to connect to your mobile 

devices. The vehicle ignition needs to be in the “Run” or “Accessory” position for the Wi-Fi Hotspot to be active. The coverage for the built-

in Wi-Fi Hotspot* depends on the wireless carrier network coverage. When you are in areas where coverage fluctuates, performance may be 
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impacted. In a 2G-coverage area, the Wi-Fi Hotspot will not work. In a 3G-coverage area, streaming data or video to your devices may result 

in the degradation of your service. View the coverage map. Also, the vehicle ignition needs to be in the “Run” or “Accessory” position for the 

Wi-Fi Hotspot to be active [12]. 

 

IV. GPS AND IOT TRACKING 

Since the turn of the millennium, one of the technical megatrends observed on the market is the replacement of isolated control units by 

intelligent (inter)connected devices, named today as the Internet of Things (IoT). Fundamentally, the IoT is considered as a network of physical 

objects with embedded sensors and communication capabilities allowing remote control or monitoring via an internet-like structure. Among 

the myriad of IoT devices available on the market today, GPS trackers are offering a wide scope of applications and benefits. The use of GPS 

trackers may be a great help in various situations, as their satellite-controlled positioning function can help to find persons in need of protection 

such as children, patients suffering from alzheimer disease, elderly persons or even pets who ran away. Being able to locate and find our loved 

ones using easy-to-use tracker systems offer security and peace of mind. But GPS trackers can also be used to locate and protect various types 

of assets such as vehicles, cars, bicycles or any valuable (and moving) object. In a business environment, fleet management is one of the 

applications offering immediate benefits and quick ROI of using tracking devices. 

 

4.1 Fleet Tracking 

Many applications and services can be offered using a combination of GNSS (“Global Navigation Satellite System”) and IoT technologies. 

In a GPS tracker, the positioning sensors can calculate at any time the exact position of a moving unit and send it to a central system. This is 

the case for fleet management solutions which can use trackers in various situations. Fleet managers can use products like the MiniFinder® 

Zepto which is the world’s smallest GPS tracker for fast connection via the vehicle diagnostics socket, OBD port. Once connected to the on-

board diagnostics socket, it allows the fleet manager to monitor the position of the vehicle in real-time. The device being “Plug & Play”, it can 

be installed and ready to run in less than a minute. 

Several types of alerts can be configured with a GPS tracker designed for fleet monitoring: speed alert (to find out when a vehicle exceeds 

the preset speed), anti-sabotage alert (to detect unauthorized access and use of a vehicle) and geo-fencing alert (to be notified when the vehicle 

is located outside of the authorized perimeter). Once their vehicles on the road, fleet managers often lack insights on the performance and 

utilization of their fleets. Using GPS tracking technology bring many benefits to fleet managers: more accurate billing, lower costs for fuel and 

maintenance, use of the vehicles (detection of private use for example)… Doubtlessly, logistics and transportation is one of the application 

fields which can get immediate benefit of using IoT associated to GNSS. With such a technology combination, companies have the opportunity 

to efficiently organize and manage their fleets of vehicles without heavy investments [16]. 

 

4.2 Cellular IoT GPS Tracker 

Whether it is scooters or shipments, the ability to keep track of your IoT devices as they travel in real time is crucial. Without this, businesses 

can be left scrambling, unaware of when their asset will arrive at its destination. Most asset tracking projects rely on cellular connectivity due 

to its nation-wide coverage and pre-built infrastructure. After all, connecting to 3G/4G using our smartphones is easy as long as we have a SIM 

card. But there’s more to building asset tracking than simply relying on strong cellular connectivity. You need to choose hardware that will 

provide value to your operations year in and year out. It is important that you invest in a SIM-powered GPS tracker that enables you to 

consistently keep a watchful eye over your fleet of IoT devices. However, finding the perfect match is more difficult than it sounds as there are 

multiple variables to consider before you can confidently make a final decision.  

Depending on your business, an “asset” can be anything from people to produce. As a result, there are certain qualities that a cellular GPS 

tracker should have to fit the specific needs of your project. For instance, industrial IoT projects would likely require a ruggedized cellular IoT 

GPS tracker that can handle extreme temperatures, dust, humidity and vibrations. For those that may be placed deep underground, antenna 

length can drastically affect coverage strength and range. Within flatbeds, reefers and tankers, cellular IoT GPS trackers that are waterproof or 

water resistant could provide additional flexibility in the case of a leak or flood. 

In addition, industrial cellular GPS trackers that are used in hard-to-reach places and harsh environments are ideally power-efficient with 

some even boasting recharging capabilities. This is because limiting the amount of time and energy spent swapping batteries or performing 

maintenance cuts costs and keeps upkeep low. Some GPS trackers on the market will last as long as 10 years on a full charge depending on 

usage, providing IoT project managers with tons of valuable uptime to gain insight from. However, for wearable devices and other commercial 

applications, having a ruggedized cellular GPS tracker is not only unnecessary but could also be worse due to additional weight and size.  

In many projects that involve wearable devices and asset tracking, cellular IoT GPS trackers need to be as small as possible to save space, 

lower weight and optimize power. Plus, it can provide IoT project managers with more design flexibility an important part of wearables. While 

this may have applications for industrial IoT projects as well also known as IIoT — geo-fencing can allow users to set geographical boundaries 

that assets cannot travel past without sounding an alert. This has a variety of different applications, from monitoring an e-scooter to make sure 

it doesn’t leave the city limits, to ensuring an elderly relative does not leave the safety of their caregiver [17]. 

 

V. ESIM TECHNOLOGY  

The ordinary SIM card has survived for quite a while, but it now finally looks like it is on its way out, instead, the eSIM, a much smarter 

technology, is here to save the day. Before we dive into what an eSIM is, it might be helpful to understand what a SIM is. As known SIM, 

which stands for “Subscriber Identity Module” basically contains the information that authenticates your identity to a carrier. In other words, 

the SIM card is what tells a carrier that you are you — and without it, carriers would not know that you’re subscribed to their network, and 

thus would not let you use their cell towers. But learning about a standard SIM card is not why you’re here. New phones like the Pixel 4, 

iPhone 11 Pro, and Motorola Razr boast of eSIM support, so it is a good idea to know exactly what that means. Here’s everything you need to 

know about the new eSIM (See Fig. 4). 
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Figure 4: New eSIM Technology 

 

An eSIM is exactly what it sounds like: An electronic, or embedded, SIM. Instead of a physical card, SIM technology is built right into 

your phone. It’s a small chip that’s used to authenticate your identity with your carrier. Of course, you probably have some questions about 

that. When traveling with a traditional SIM card, you may have to swap to another carrier’s SIM card to keep your coverage. If you want to 

change carriers at home, you’ll also have to physically replace your SIM card. With that in mind, does a built-in SIM mean you have to switch 

phones? Thankfully, no. In fact, one of the advantages of eSIM technology is that it makes it much easier to switch carriers. Instead of having 

to order a new SIM and wait around for it to arrive, you can switch to a new carrier straight from your phone. If you’re a dual-SIM user, eSIM 

technology supports multiple accounts — and switching between them is super easy. With an eSIM, your phone has a few new settings devoted 

to your SIM card that allow you to switch between lines and carriers and manage accounts.  

The Google Pixel 2 was among the first phones to support eSIM technology, and an app for managing your eSIM is available from the 

Google Play Store. Then, the iPhone XS came out, and it offered both a physical SIM card and an eSIM as a secondary, though the eSIM was 

only enabled later down the line through an iOS software update. Unfortunately, the Chinese version of that iPhone did away with the eSIM 

altogether instead offering a dual-SIM slot (a practice continued with the iPhone 11). That could suggest that Chinese carriers are less interested 

in adopting the new tech, which is bad news for those who were looking forward to using an eSIM to travel to China. The eSIM is helpful for 

another reason: It helps make devices smaller. Now, that may not matter all that much for phones (although a little extra room for battery 

capacity is always nice), but it could be extremely helpful for wearables. The Apple Watch Series 5 and Series 4 already have eSIMs, and that 

helps Apple keep the overall size down, which is vital for something you wear on your wrist [15]. 

 

VI. GOVERNMENTAL IDENTITY 

Trusted identity is a vital component of a well-functioning society. That is why improving security, slashing ID fraud and identity theft and 

creating an infrastructure of trust for new online access are high on every government's agenda, with a call for greater security features and the 

necessary legislation to implement them. Many advanced countries are now demonstrating that, beyond the security benefits for both states 

and individuals, national ID cards with their derived digital IDs can provide citizens and businesses with real services and benefits, without 

infringing upon new rules on data protection and civil liberties (See Fig. 5).  

 

 

 

 

 

 

 

 

 

 

Figure 5: Secure national ID cards 

 

Many countries are now upgrading their national documents and rolling out government-issued IDs in the form of a credit card which is 

called Uni-Card. These new ID documents are including high-security printing features to deter fraud [13].  

6.1 Digital Identity Revolution  

6.1.1 Fundamentals of digital identity 

Digital identity can apply to things as well as to people. This is important to keep in mind in our world of connected devices and things. 

Just as businesses and systems need to know who they’re interacting with, a thing (such as a connected car) needs to be able to recognize 

another thing (such as another car, a charging station, a drive-through payment terminal, a tollbooth, etc.) to enable secure new mobility 

functions and experiences. 

Authentication is simply the trusted recognition of the user’s digital identity: Who is this? Is it really who he claims to be? 

Authorization goes one step further: Based on their authenticated digital identity, what should this person be allowed to do? What 

applications and data should he be able to access based on factors such as his business role or relationship, customer subscriptions, account 

status, current scenario and so on? 

Single sign-on simplifies the customer journey by allowing customers to log in once for access to all of your applications that they’ve 

signed up for, rather than having to log in application-by-application. Frictionless login across applications isn’t just convenient; it’s also fast 

becoming an industry standard. Meeting this expectation is increasingly important for maintaining a brand’s credibility and trustworthiness. 

Federation extends single sign-on beyond your organization to encompass your ecosystem partners as well. In addition to making life 

easier for customers, federation positions your company as a trusted identity provider and go-to access point for a broad range of content and 

services. 
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Simple multifactor authentication is, as its name suggests, the use of multiple factors to authenticate who someone or something is. 

Multifactor authentication typically uses a combination of identity types such as something they know (e.g., a password), something they have 

(e.g., a key fob or an iPhone app) and something they are (e.g., biometrics, such as a thumbprint or retina pattern). 

Privacy is critical. Personal digital data is precious — customers have to be able to trust you with theirs. As the number of connected 

devices and things grows, companies must be able to secure the user experience wherever and however services are used, tailor it to the 

customer’s data-sharing preferences and ensure that their data is never used in a way they haven’t approved. 

Security becomes more challenging all the time — and more important. As consumers become more mobile and do more online in more 

ways, businesses need to ensure continuous protection not just at login, but throughout each digital session. This includes responding to threats 

in context by asking for additional identity verification when something unusual takes place, like a resource request from an unfamiliar location 

or device. 

 

6.1.2 From eID to Mobile ID 

The delivery of successful and secure digital identity is fundamental to the modernization of states and the dematerialization of public 

services. It is also critical to support the digital transformation of their economies and the development of trusted public and private digital 

services. Governments are ideally placed to deliver this foundation for our digital future. Whether they are seeking to protect citizens online, 

boost economic growth, achieve greater efficiency or reduce the spiraling cost of public services, what is certain is that any national digital 

identity platform must be based on a backbone of Trust. One of Thales' greatest assets is the ability to extend smartcard-based national eID and 

digital identity schemes to mobile.  

 

6.1.3 Mobility and Convenience 

Accessibility is key to the success and adoption of digital services. Given the sheer volume of devices worldwide, smartphones offer a 

compelling proposition for governments seeking to provide citizens with secure and convenient access to online public services. The latest 

report from Juniper Research even forecasts over 3 billion citizens around the world will be equipped with a government-initiated mobile ID 

app by 2024 Users want a secure digital identity and frictionless mobile experience when transacting online. They are ready for mobile identity 

and want to replace passwords with simple mobile-based PINs and/or biometric authentication to take full advantage of the wealth of fast and 

convenient digital services available. 

 

6.1.4 Mobile ID Schemes 

Governments around the world are capitalizing on the mobile revolution. Many national mobile ID initiatives are underway, notably 

including Estonia, Norway, Belgium, Qatar, Oman, The Netherlands, Iceland, Finland, Moldova, etc... Many of these initiatives are either 

government-driven or government-supported to serve the entire economy by providing a single trusted digital identity to protect both public 

and private online services. Government-backed digital ID schemes can quickly achieve critical mass by focusing initially on public services 

and then expanding out to serve the broader economy. Once a scheme has a critical mass of active users, it becomes an extremely attractive 

proposition for the private sector, which can leverage the national digital ID scheme to secure their online channel or securely integrate new 

customers [14]. 

 

6.2 New Mobility and Digital Identity: The vehicle for success 

In the physical world, each person is unique, with their own set of relationships, personal preferences, financial profile, physical 

characteristics, past behaviors, future plans and so on, the attributes that make up their identity. Being able to recognize each customer’s unique 

identity makes it possible for companies to do business with them to know what kind of services to provide and recommend, charge and track 

payments accurately, measure and enhance satisfaction, and provide the kind of continuity that delivers optimal value for customers and 

providers alike. Digital identity is the extension of this concept into the digital realm and it’s central to modern connected life. The ability to 

recognize and manage individual customer identities effectively is the foundation of: 

 Trust, as companies safeguard each customer’s personal information and use it with consent for their benefit. 

 Consistency, by harmonizing identities and connecting user identity record across organizations and industries. 

 Experience, making it possible for companies to know their customers, personalize services, simplify online interactions and 

increase satisfaction. 

 Privacy, allowing customer transparency and choice on what where, and how their personal data is used. 

 Security, helping companies protect against identity fraud, hacks and breaches. 

 Innovation, as companies use identity across industries to capitalize on synergies and deliver new and dynamic connected 

experiences powered by context. 

 

Most fundamentally, digital identity makes it possible to take a customer-centric approach to business. By building trusted relationships 

and delivering more personalized and consistent experiences, companies can improve customer retention, strengthen their brand, increase their 

share of wallet and achieve competitive differentiation. So, digital identity is the ultimate “vehicle for success” that must underpin the new 

mobility. To have a clearer understanding of that role, it’s helpful to review a few of its core concepts. There are many ways the tools we use 

to provide and protect a secure digital identity can add value to the present-day development trends in connected and autonomous cars. For 

example: 

 Personalization and services: Feature on demand 

For the most part, today’s cars are personalized during the purchasing process not afterwards. If buyers subsequently wish they’d opted 

for more horsepower, matrix-LED lights or additional connectivity or GPS features, their only option is to try their luck with expensive 

after-sales projects. With digital identity, both owned and shared connected cars can allow flexible personalization of their software-

enabled features on either a per-ride or ongoing basis. The identity of the user is linked with the identity of the car to sync the user’s 

preferences with the car’s configuration and trigger the corresponding monetization processes. 

 Identity for privacy and compliance 

Some connected car capabilities raise delicate issues for user privacy. As part of predictive maintenance, a car’s ECUs may push alarm 

messages to the carmaker’s back end to signal a problem with the engine, gearbox or brakes. This message can include driven speeds, 

gear and RPM history, and geographical locations. And there’s the catch: A driver or user may appreciate the alert there’s something 
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wrong with the car and where to find the next garage, but may not necessarily want to share information about how the car is being 

used. The carmaker needs a way to let users and drivers choose which data to share a preference that can be linked to their digital 

identity. 

 Connected car security and safety 

A modern car’s functions and features are controlled by upwards of 100 complex ECUs whose interaction is critical for the safety of 

the passenger and of the car. Equipping each ECU with its own unique and secured digital identity makes it possible for these control 

units to identify themselves to each other when sending messages, helping prevent hackers from injecting malicious messages to cause 

malfunctions. These examples show how much even today’s connected cars depend on secure identification of different parts of the 

cars to each other, as well as of the entire car to its driver or owner, to ensure both a good user experience and the protection of the 

data being generated during each ride. Designing digital identity and its corresponding tools into the vehicle from the very beginning 

provides a vital backbone for security, privacy and monetization. 

 

6.3 IAM and CIAM 

Initially, digital identity was used primarily as a way for businesses to control access to their systems by their own employees. Based on 

your digital identity, verified through your username and password, you would be granted to the appropriate applications and data for your 

role. By the same token, you would also be prevented from accessing applications and data that you shouldn’t, aiding customer privacy and 

security. Digital identity also makes it possible to track your behavior over time, helping companies meet requirements for auditing, regulatory 

compliance, internal security and the like. Within the tech industry, technologies to manage digital identity fall into the Identity and Access 

Management (IAM) category. 

Digital identity has now expanded to encompass personalization and quality of experience as well. As any successful business knows, the 

better you know your customer, the better service you can provide, helping you drive loyalty, growth and revenue. The personal information 

customers share with you to establish an identity with your organization, complemented with personal data from additional sources, helps you 

understand their individual needs more fully. This in turn helps you cross-sell, upsell and deliver more personalized experiences. Of course, 

security and control remain paramount as well. Reflecting the customer-centric orientation of this way of thinking about digital identity, this 

technology category is called Customer Identity and Access Management (CIAM). 

 

VII. VEHICLE SECURITY SYSTEMS 

The Vision Sciences Society (VSS) which is a nonprofit membership organization of scientists who are interested in the functional aspects 

of vision. VSS hold an annual forum scientists from the broad range of disciplines that contribute to vision science [7]. Nowadays, the 

automobile sector is one of the hottest applications, where vehicles can be intelligent by using IoT technology. But unfortunately, these vehicles 

suffer from many crimes. Hence it has become a big challenge for the IoT to avoid such these crimes from professional thieves. This paper 

presents a proposal for the development of a vehicle guard and alarm system using biometric authentication based on IoT technology. Whereas, 

for vehicle security issues; the proposed system VSS - IoT gives only full access for authorized vehicle’s driver based on the interface of 

Communication unit inside the vehicle with the internet which is linked by the Pi camera, PIR sensor, and smart-phone. 

Access rejection to the vehicle security system from the unauthorized person is a problem, but unfortunately, the actual problem is how to 

identify him/her face. Most robbed vehicles systems will help to get recovered, but the crime has already happened. Therefore, a good vehicle 

systems should be developed to offer a security based on new technologies like the Internet of Things (IoT). The vehicle system must employ 

user authentication for access control using biometric authentication based on IoT in a real-time. Moreover, the system should monitor the 

vehicle for any suspicious activity inside it. The surveillance system must keep the vehicle secured by notifying the authorized driver via his/her 

Mobile Application/Email in case of any unauthorized person, or any intrusion try to access the vehicle security system. The introduced system 

will add an alternative method for authentication instead of biometric which depends on the saved images even if in the communication module 

inside the vehicle or using IoT services by using the national digitized ID card or which is called UniCard. Also, the system should provide 

some extra features like vehicle location, within the same hardware without increasing complexity and cost. 

The IoT performs intelligent functions, which lead to avoid vehicle theft. Many authors have been working on vehicle security systems to 

provide the best mechanisms not only concerning with the theft of vehicle contents but also the loss of vehicles, and the personal security 

requirements of the vehicle’s owner. According to their works; they have developed a vehicle security systems based on "Biometric 

Authentication" type such as eye, finger, face recognition, etc. This section describes some relevant collaborations which are proposed in recent 

years. The recent systems used biometric authentication to access the vehicle. They showed that the system was simple and provided better 

results in various light conditions.  

The objective here is offering advanced security system for any vehicle which is based on wireless communication and Bluetooth module. 

GSM module should be used for sending and receiving messages. The vehicle’s owner can control the engine/ignition and turn it off at any 

time. Authors also suppose the system can use a password through the keypad (supposedly with ⪯ 3 chances), that beside the using of national 

digitized ID card or which is called UniCard which controls the safety of vehicle locker door and wearing of a seat belt. Also, The controller 

is connected to a Bluetooth module. 

 

7.1 Proposed Vehicle Security System 

The main goal of the proposed system is to detect and recognize the faces of professional thieves. Moreover, the proposed system provides 

a low cost, increase the simplicity and user-friendly is the most important to implement an embedded real-time vehicle security system which 

using the national digitized ID card or which is called UniCard. Therefore, the system must get the identity of owner vehicle’s driver first, then 

provide him an authorization to access his/her vehicle system. The proposed system has a combination of biometric techniques, embedded 

devices and IoT technologies to design effective surveillance and alert vehicle security system. Fig. 6 shows the basic flowchart of the entire 

vehicle security system. It illustrates the series of events starting from intrusion event up to the point when it sends out an alert.  
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Figure 6: Basic Flowchart of entire Vehicle Security System 

Fig. 7 shows the suggested Embedded system architecture of Vehicle Security System served by IoT. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 7: Embedded system architecture of Vehicle Security System 
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The proposed system’ network also connects to other networks via Wi-Fi. Also, this system executes the following tasks: 

 Importing libraries and packages: These libraries are predefined and help to make the interface modules work properly. 

 USB Camera setting and configuration : After these configuration settings of USB Camera, the system was rebooted. This was 

done to ensure that the camera was allocated enough space in memory.  

 Generating and sending Messages or Emails : It is necessary to generate and send Message or Email to the predefined subscriber 

after configuring the system. Multipurpose Internet Mail Extension (MIME) package used to generate the attachment mail. MIME 

supports characters and non-text attachments like (audio, video and application programs), etc [4].  

 

VIII. CONCLUSION  

This paper introduces an intelligent vehicle security system powered by IoT capabilities using a secure, efficient, low-cost, and low power 

processing microchips and connected to the  Internet all the time. The new system uses camera for facial recognition that captures digital image 

by extracting the best features offering improving to the security of the automobile sector. It is integrated with Global System for Mobile 

(GSM) and Global Positioning System(GPS) for real time monitoring and also to send text messages and the vehicle location on Google map 

or similar services. With the adoption of standards and community awareness, this technology will become more and more acceptable. 

Integrating the Digitized ID or the UniCard governmental system offers additional layers of security and more authentication and authorization 

features to come. The system can be used to reduce the growing vehicle theft and allows the owner to identify the intruder through the face 

recognition system, correlating with law enforcement and authorities’ databases ensure safety of vehicle and the driver. The vehicle owner has 

full control to stop the vehicle at any location and controlling the engine remotely. The vehicle status at all time is reported directly to law 

enforcement. Multiple communication methods are utilized such as LTE, GSP, GPS or even WiFi, the system operates properly in all-weather 

condition. 
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