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Abstract:  Every individuals has multiple bank accounts in different banks, people’s need to carry multiple ATM cards for transaction, 

there may be different PIN’s for every account. In traditional system, ATM terminal customer recognition systems only rely on bank 

cards, security pin number, and such identity verification methods which measures are not perfect and functions are too single and at 

times there are incidents where we forget our security PIN number, lose our cards, cards get stolen, stolen PIN numbers. To overcome 

the bugs in traditional ATM system, introducing a new ATM terminal customer recognition system, “One touch Multi-banking 

Transaction system using Biometric and GSM Authentication”. Biometric based fingerprint authentication technique is one of the most 

secure systems, unauthorized accesses are restricted, as this makes fingerprint a unique identification for everyone. This system also 

assures a secure GSM (OTP :- One time Password) based transaction. Here the proposed system has no risk overhead in managing 

multiple account transactions and achieves high security as compare to the traditional ATM system 

 

Index Terms - ATM, One touch Multi-banking, Biometric, OTP, GSM. 

I. INTRODUCTION 

 

An ATM (Automated Teller Machine) is a machine that enables bank account holders to complete transaction at 

any time without human intervention. In an ATM system customer authenticate themselves by using a plastic card 

on which magnetic stripe is mounted known as ATM card. The magnetic stripe carry details related to customer. 

Sometimes it happens that data on magnetic stripe can be easily destroyed by strong magnetic fields. About PINs 

(Personal Identification Number), each account has distinct PINs in traditional ATM system occasionally we forget 

PINs or chance to get confused. So the ATM card have number of drawbacks like breaking card, losing card, stolen 

card, losing PIN, forgot PINs, etc. due to such issues there are maximum chances of frauds. All the users of ATM 

always finding to keep their every transaction under the secure surveillance in the case of finance still sometime 

security becoming major problem, While considering the ATM machines, the main concern is physical security that 

focuses on ensuring restriction of access, Recognition and Validation. The traditional approach for banking 

transaction authentication of user which is based upon PIN is becoming scanty now days. Biometric technique is 

based upon user’s physical attribute that is unique and permanent for everyone. The uniqueness of fingerprint of 

every individual makes the fingerprint recognition as the most secure system. This prevents the illegal access to the 

bank account of a customer. It acts as a latch which opens only if correct key i.e. authorized fingerprint is found. 

Biometric authentication has been proved its accuracy because the skin on our hands and feet show a stream 

arrangement of hills on every tip of the finger which is exclusive. Over the past few years, extensive research has 

been done on the field of face recognition which is one of the best ways to finding the human identity. Face 

recognition from images is a popular research in biometric. One of the most useful applications of face recognition 
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understands the image analysis, there are many biometric methods like finger analysis and retinal scan for human 

identification, they need human cooperation. Whereas, human identification from facial images do not need it. 

Hence, the method of face recognition plays a crucial role in finding the human being identity as it does not require 

the human cooperation which is the unique advantage of face recognition from other biometric methods. 

 

II. PROBLEM STATEMENT : 

Every individual has multiple bank accounts in different banks, people need to carry multiple ATM cards for 

transaction, there may be different PINs for every account. At times it happens that we forget ours PINs, lose our 

cards, cards get stolen, stolen PINs such scenario are faced in our daily life, so to overcome these problem, “One 

Touch Multi-banking Transaction System using biometric and GSM authentication” is proposed. 

III. METHODOLOGY: 

Fingerprint is one of the type of biometric system. Instead of using ATM card, here we are using fingerprint and 

facial expression for accessing the ATM machine for transaction. The working process of ATM’s fingerprint deal 

with accessing the data from server. Bank employee scan fingerprint using biometric machine. Biometric machine 

extract the feature of fingerprint and store into database this complete process is called enrolment process. When 

customer want to do transaction then the facial expression will be compared with already saved expression, then the 

person is allowed for transaction otherwise it will not allow further process. 

IV. SCOPE FOR FUTURE WORK: 

Changes to software are must. Changes could be to improve the performance of the system. All projects are bound 

to time constraints and are feasible if infinite time and abundant resources are given. The following are the features 

that can be added to our system: - Performance can be increased in terms of speed and memory. This can be achieved 

by using an alternative for the SMS gateway. SMS gateway has a delay issue. Further enhancement can be done by 

focusing on speed at which messages are sent and received. A speaking voice alarm can be used to indicate 

unauthorized person accessing the ATM. An unauthorized person should be warned. The warning can include a 

speaking voice alarm at the security sector outside the ATM. 
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V. SCOPE OF PROJECT 

The scope of this project is to enhance the security of the existing ATM (Automated Teller Machine) system by 

integrating the fingerprint of the user into the bank’s database as to further authenticate it. This is achieved by 

modeling and building an ATM system which has a fingerprint scanner. 

  

RESULT 

     

If the person who is operating ATM passes two levels of security system without any authentication problem. Then 

he/ she will be allowed to transaction. 

 

Otherwise transaction will be canceled 

VI. CONCLUSION: 

In the proposed one touch Multi-banking Transaction ATM system, replaces the traditional ATM system. It has 

advantages such as saves manufacturing cost of cards and overcomes drawbacks of the traditional system like 

carrying multiple cards, losing of card, losing PINs, remembering multiple PINs, fraud calls related to ATM card, 

etc. and provides high security by using authentication like fingerprint, face recognition and OTP system; therefore 

making it easy to use multiple bank account transaction in a single touch 
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