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Abstract: The main objective of Cybernetic Protectors is to provide a secure way of communication and transferring   evidences in Secret 

Intelligence Agency of defence system which has always uses undercover agents to solve complex cases and dismantle criminal 

organizations. 

We are conceptualizing this software as a solution so that Secret Intelligence Agencies and their agents can communicate through this 

Software for the exchange of evidences in a secure way. And maintain the details of the Defence Minister. 

 

Index Terms - Secret intelligence agency (SIA), Security. 

I. INTRODUCTION 

 

1.1Existing System 

 This existing system is not providing secure registration and profile management of all the users properly. 

 This manual system gives us very less security for saving data and some data may be lost due to mismanagement. 

 The system is giving only less memory usage for the users. 

 The system doesn’t provide facility to track all the activities of Agency-Chief and under working Agents. 

 The system doesn’t provide any facility to maintain any tips & suggestion for Citizen. 

 The system doesn’t provide any functionality to upload evidences in encrypted format. 

 This system doesn’t provide recruitment of agents through online. 

 The system doesn’t provide any functionality to Defence Minister/Secrete Agency-Chief/Agents for online chatting. 

1.2 Proposed System 
The development of this new system contains the following activities, which try to automate the entire process keeping     in the 

view of database integration approach. 

 This system maintains user’s personal, address, and contact details. 

 User friendliness is provided in the application with various controls provided by system rich user interface. 

 This system makes the overall project management much easier and flexible. 

 Various classes have been used for maintain the details of all the users   and catalog.  

 Authentication is provided for this application only registered users can access. 

 Report generation features is provided using to generate different kind of reports.  

  The system provides facilities to track the all activities of Agency-Chief and Agents. 

 System also tracks the tips and suggestion online. 

 System provides facility to recruit Agents in online. 
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 System also provides facility to upload evidences in encrypted format and view cases, related resources.        

 This system is providing more memory for the users to maintain data.  

 This system is providing accessibility control to data with respect to users. 

 This system provides citizens to view success Stories. 

 This system provides the functionality to Defence Minister/Secrete Agency-Chief/Agents for online chatting. 

II. PROPOSED ALGORITHM OF PROJECT 
 

2.1 RSA Algorithm 

 The RSA algorithm was publicly described in 1977 by Ron Rivest, Adi Shamir, and Leonard AdlemanThe RSA algorithm 

involves three steps:  

2.1.1 Key generation- 

RSA iiinvolves iiia iiipublic iiikey iiiand iiia iiiprivate iiikey.  The iiipublic iiikey iiican iiibe iiiknown iiito iiieveryone iiiand iiiis iiiused iiifor iiiencrypting iiimessages. 

Messages iiiencrypted iiiwith iiithe iiipublic iiikey iiican iiionly iiibe iiidecrypted iiiusing iiithe iiiprivate iiikey. The iiikeys iiifor iiithe iiiRSA iiialgorithm iiiare iiigenerated 

iiithe iiifollowing iiiway: 

1. Choose iiitwo iiidistinct iiiprime iiinumbers iiip iiiand iiiq. iii 

 For iiisecurity iiipurposes, iiithe iiiintegers iiip iiiand iiiq iiishould iiibe iiichosen iiiat iiirandom, iiiand iiishould iiibe iiiof iiisimilar iiibit-

length.ii 

2. Compute iiin iii= iiipq. 

 n iiiis iiiused iiias iiithe iiimodulus iiifor iiiboth iiithe iiipublic iiiand iiiprivate iiikeys. iiiIts iiilength, iiiusually iiiexpressed iiiin iiibits, iiiis iiithe 

iiikey iiilength. 

3. Compute iiiφ(n) iii= iii(p – 1)(q – 1), iiiwhere iiiφ iiiis iiiEuler's iiitotient iiifunction. 

4. Choose iiian iiiinteger iiie iiisuch iiithat iii1 iii< iiie iii< iiiφ(n) iiiand iiigreatest iiicommon iiidivisor iiigcd(e, iiiφ(n)) iii= iii1; iiii.e., iiie iiiand iiiφ(n) iiiare 

iiicoprime. 

 e iiiis iiireleased iiias iiithe iiipublic iiikey iiiexponent. 

 e iiihaving iiia iiishort iiibit-length iiiand iiismall iiiHamming iiiweight iiiresults iiiin iiimore iiiefficient iiiencryption iii– iiimost 

iiicommonly iii216
 iii+ iii1 iii= iii65,537. iiiHowever, iiimuch iiismaller iiivalues iiiof iiie iii(such iiias iii3) iiihave iiibeen iiishown iiito iiibe 

iiiless iiisecure iiiin iiisome iiisettings. 

5. Determine iiid iiias iiid iii≡ iiie−1
 iii(mod iiiφ(n)), iiii.e., iiid iiiis iiithe iiimultiplicative iiiinverse iiiof iiie iii(modulo iiiφ(n)). 

 This iiiis iiimore iiiclearly iiistated iiias iiisolve iiifor iiid iiigiven iiide iii≡ iii1 iii(mod iiiφ(n)) 

 This iiiis iiioften iiicomputed iiiusing iiithe iiiextended iiiEuclidean iiialgorithm. 

 d iiiis iiikept iiias iiithe iiiprivate iiikey iiiexponent. 

By iiiconstruction, iiid⋅e iii≡ iii1 iii(mod iiiφ(n)). 

The iiipublic iiikey iiiconsists iiiof iiithe iiimodulus iiin iiiand iiithe iiipublic iii(or iiiencryption) iiiexponent iiie. The iiiprivate iiikey iiiconsists iiiof iiithe iiimodulus iiin iiiand 

iiithe iiiprivate iii(or iiidecryption) iiiexponent iiid, iiiwhich iiimust iiibe iiikept iiisecret. iiip, iiiq, iiiand iiiφ(n) iiimust iiialso iiibe iiikept iiisecret iiibecause iiithey iiican iiibe iiiused iiito 

iiicalculate iiid. 

 An iiialternative, iiiused iiiby iiiPKCS#1, iiiis iiito iiichoose iiid iiimatching iiide iii≡ iii1 iii(mod iiiλ) iiiwith iiiλ iii= iiilcm(p − 1, iiiq − 1), 

iiiwhere iiilcm iiiis iiithe iiileast iiicommon iiimultiple. iiiUsing iiiλ iiiinstead iiiof iiiφ(n) iiiallows iiimore iiichoices iiifor iiid. iiiλ iiican iiialso 

iiibe iiidefined iiiusing iiithe iiiCarmichael iiifunction, iiiλ(n). 

 The iiiANSI iiiX9.31 iiistandard iiiprescribes, iiiIEEE iii1363 iiidescribes, iiiand iiiPKCS#1 iiiallows, iiithat iiip iiiand iiiq iiimatch 

iiiadditional iiirequirements: iiibeing iiistrong iiiprimes, iiiand iiibeing iiidifferent iiienough iiithat iiiFermat iiifactorization iiifails. 

2.1.2 Encryption – 

Alice iiitransmits iiiher iiipublic iiikey iii(n, iiie) iiito iiiBob iiiand iiikeeps iiithe iiiprivate iiikey iiisecret. iiiBob iiithen iiiwishes iiito iiisend iiimessage iiiM iiito 

iiiAlice. 

He iiifirst iiiturns iiiM iiiinto iiian iiiinteger iiim, iiisuch iiithat iii0 iii≤ iiim iii< iiin iiiby iiiusing iiian iiiagreed-upon iiireversible iiiprotocol iiiknown iiias iiia iiipadding 

iiischeme. iiiHe iiithen iiicomputes iiithe iiiciphertext iiic iiicorresponding iiito 

 
This iiican iiibe iiidone iiiquickly iiiusing iiithe iiimethod iiiof iiiexponentiation iiiby iiisquaring. iiiBob iiithen iiitransmits iiic iiito iiiAlice. 
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2.1.3 Decryption – 

Alice iiican iiirecover iiim iiifrom iiic iiiby iiiusing iiiher iiiprivate iiikey iiiexponent iiid iiivia iiicomputing 

 
Given iiim, iiishe iiican iiirecover iiithe iiioriginal iiimessage iiiM iiiby iiireversing iiithe iiipadding iiischeme. (In iiipractice, iiithere iiiare iiimore efficient 

iiimethods iiiof iiicalculating iiicd
 iiiusing iiithe iiiprecomputed iiivalues iiibelow.) 

 

III. OVERVIEW OF THE PROPOSED PROJECT 
 

3.1 Modules 

3.1.1 Citizen:- 

a. Ability to see Success Stories. 

b. Ability to view for a job in Secret Intelligence Agency. 

c. Ability to give tips & suggestion. 

3.1.2 Under Agent:- 

a. Able to view case details. 

b. Should be able to encrypt & upload evidence or data to Data Base. 

c. Able to view resources from ministry or chief. 

d. Generate Report. 

3.1.3 Defense Ministry:- 

a. Should be able to send resources to Secret Agency. 

b. Receive reports 

c. Ability to assign cases to the Agency. 

3.1.4 Secret Intelligence Agency’s chief:- 

a. Chief should be able to create/edit/view Agent’s profile 

b. Appointing of Agent to a particular case. 

c. Secure retrieval of evidences received from Agent. 

d. Access to Data Base logs. 

e. Generate Reports 

f. Ability to store data with history (archive cases). 

3.1.5 Security and Authentication Module:- 

The user details should be verified against the details in the user tables and if it is valid user, they should be entered into the 

system. Once entered, based on the user type access to the different modules to be enabled / disabled and individual user can change their 

default password or old password. 

 

IV. SYSTEM REQUIREMENT  
  

4.1 Software Requirements 
Operating System  :  Windows XP/07 or Linux  

User Interface   :  HTML, CSS 

Client-side Scripting  :  JavaScript 

Programming Language :  Java  

Web Applications  :  JDBC, Servlets, JSP  

IDE/Workbench  :  My Eclipse 8.6  

Database   :  Oracle 10g/11g 

Server Deployment  :  Tomcat 6.x/7.x 
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 4.2 Hardware Requirements 

Processor   :  Core 2 duo 

Hard Disk   :  160GB 

RAM   :  1GB or more 

 
V. ARCHITECTURE DIAGRAM 

 
 

VI. RESULT DISCUSSION 
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VII. CONCLUSION 

It has been a great pleasure for us to work in this project. This Cybernetics Protector project is successfully designed for crime 

investigation and is tested for quality and accuracy. During this project we have accomplished all the objectives and this project meets the 

needs of the organization. This will provide better opportunities and guidance in future in developing projects independently. The 

developed will be used in searching, retrieving and generating information for the concerned requests. 
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