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ABSTRACT

FingerprintBasedATMisawebbasedapplication

wherefingerprintoftheuserisusedasanauthentication.

Thefingerprintminutiaefeatureisuniqueforeachhuman

beingsotheusercanbeidentifieduniquely.Insteadofusing

ATMcardPINnumberFingerprintbasedATMissaferand

secure.ThereisnoworryoflosingATMcardandnoneedto

memorizeATMcardPINnumber.Thecustomerhastologin

usinghisfingerprintinordertodofurthertransactionwhere

theIOTisbeenusedforidentifyingthefingerprintusing

mappingsegmentationinGaussianSmoothingAlgorithmof

theuserfromthemultipleuser.Thecustomercanwithdraw

cashfromhispersonalaccount.Customercantransfercash

tovariousaccountsbymentioningaccountnumber.In

arrangetowithdrawcashuserhastogothroughtheamount

hedesiretowithdrawandhastotalkaboutfromwhich

accounthedesiretowithdraw(i.e.savingaccount,current

account).Theconsumermusthavesuitablebalanceinhis

ATMaccounttodotransaction.

Keywords:ATM,FingerprintbasedATMGaussianSmoothing

Algorithm,PIN

I.INTRODUCTION

Fastgrowthofbankingmachineryhaschangedthe

waybankingactivitiesaredealtwith.Bankingtechnology

thathasimpactedabsolutelyandnegativelytobanking

activitiesandtransactionsistheadventofautomatedteller

machine(ATM).Itisamechanizedmachineintendedto

dispensecashtobankcustomerswithoutneedofhuman

interaction.They use the ATM cards forbanking

transactions like balance enquiry,mini statement,

withdrawal,etc.ATMsareconnectedtoahostprocessor,

whichisacommongatewaythroughwhichvariousATM

networksbecomeavailabletousers.Differentbanks,self-

governingserviceprovidersownedthishostprocessor.

Accountinformationofuserisstoredonthemagneticstrip

presentatthebacksideoftheATMcard.ATMcardholder’s

pinisdifferentfromeachother.Thepasswordistheonly

identitysoanyonecanaccesstheaccountwhentheyhave

thecardandcorrectpassword.Oncethecardandisstolen

bytheculpritandifhe/shecomestoknowthepasswordby

anymeansthentheculpritcantakemoremoneyfromthe

accountintheshortestperiod,itmaybringhugefinancial

lossestotheusers.Intherecentdays,therehavebeen

manysuchATMfraudcases.Duetosomeoftheflawsinour

presentATMsystemsuchasuseofstaticpinandATMcard,

itsusersfacemanykindsofproblemandtherehavebeen

manyissuesassociatedwiththepresentsystem.To

overcometheproblemsassociatedwiththepresentATM

System,inourprojectweareusingbiometricfeatures.

AnAutomatedTellerMachineisanelectronic
telecommunicationdevicethatenablesthecustomersofa
financialinstitute to perform financialtransaction,
particularlycashwithdrawal,withouttheneedforahuman
cashier,clerkorbankteller.OnthemajoritymodernATMs,
thecustomerisidentifiedbyinsertingaplasticATMcard
withamagneticstripeoraplasticsmartcardwithachip
thatcontainsaexclusivecardnumberandsomesecurity
informationsuchasanexpirationdate.Verificationis
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providedbythecustomerenteringapersonalidentification
number(PIN).UsinganATM,customercanaccesstheir
bankdepositorcreditaccountsinordertomakeavariety
oftransactionssuchascashwithdrawals,checkbalances,
orcreditmobilephones.

TouseanATMwithFingerprintrecognitionsystem
itneedsdigitalcamera.Inaday,computerwillautomatically
initiate a face recognition procedure,wheneverthe
computerdetectsafingerinfingerprintthatobtainsa
pictureofyourfinger,thenthecomputerwillcomparesthe
imageofthefacetotheimagesofregisteredcustomersin
itsdatabase.Ifthefinger(asseenbytheATMsMachine)
matchesthepictureinthedatabase,itautomatically
authenticate.Themachinewillthenplayarecordingthatwill
beheardthroughaloudspeaker,whichsays”yourfaceis
recognized”.ATM isamachinewhichmademoney
transactionseasyforcustomers.Thispaperproposesan
automatictellermachinesecuritymodelthatwouldcombine
aphysicalaccesscard,aPIN,andelectronicfinger
recognition.

2.LITERATURESURVEY

RogerA.Leite[1]thispaperoneoftheprimary

concernsoffinancialinstitutionsistoguaranteesecurity

andlegitimacyintheirservices.Thecredibilityofthese

Detectandavoidfraudulentschemesinstitutionsalso

enhanced.Currently,stilllackVisualAnalyticstechniques

stilllacksthefrauddetectionapproaches.Thispaper

proposedaVisualAnalyticsprocessthattacklesthemain

challengesintheareaoffrauddetection.Financialfield

becomesthemainchallengesoffrauddetection.While

existingapproachesemploystaticdatadisplaysaVA

approach,focusingonfrauddetection,andcustomer

monitoring.Theneedofthepipelinecombinesefficientfraud

detectiontechniques(i.e.,AItechniquesandfrauddetection

metrics)withVAmethods.

RogerAlmeidaLeite[2]paperfinancialinstitutions

arealwaysinterestedinensuringsecurityandqualityfor

theircustomers.Banksneedtoidentifyandavoidinsecure

transactions.Todetectfraudulentoperations,datamining

techniquesbasedonverificationandcustomerprofile

generationare commonly used.StillVisualAnalytics

techniqueapproachesarenotsupported.Theproposeda

VisualAnalyticsapproachforsupportingandfine-tuning

profileanalysisandreducingfalsepositivealarms.Basedon

thesechallengesweproposeaVAapproachforprofile

analysistosupportfrauddetectionandusermonitoring.An

integratethisVAapproachintothefrauddetectionprocess

toefficientlycombineAItechniqueswithinteractivevisual

means.

WilliamN.Dillaa[3]interactivedatavisualizationis

potentiallyusefulfordetectingfraudulenttransactions.

Analyzefactorsinfluencingtheefficiencyandeffectiveness

ofthistechnology.Thisanalysisincludesasetoftestable

researchpropositions.Todetecttransactionanomaliesisan

importantfrauddetectionprocedurethedataareanalyzed.

Tochangetherepresentationofdatafromtexttographics

and filter outsubsets oftransactions for further

investigationhave ability tomake the detectionof

fraudulenttransactionsmoreefficienttheinvestigators

allows the Interactive data visualization tools.This

frameworkwilldevelopedresearchquestionsandtestable

propositionsrelatedtothistopic.Thepaperconcludesthat

howacademicresearchmightproceedininvestigatingthe

efficacyofinteractivedatavisualizationtoolsforfraud

detection.

JohnatanS.Oliveira[4]thesecurityoftransactions

iscurrentlyoneofthemajorchallengesfacingbanking

systems.Thebiometricauthenticationusingtheface

becomestheadoptedtechniquedueitsconvenienceand

acceptability.Nowadays,almostallmobileandcomputers

devices have built-in cameras.User authentication

approachisattractedbythelargeinvestmentsinbanking

and financialinstitutions,especially in cross-domain

scenarios,wherethefacialimagesfromIDdocumentsthat

arecomparedwithdigitalself-portraits(selfies)takenwith

themobiledevices,fortheimmediateopeningofnew

checkingaccountsorfinancialtransactionsauthorization.

T.Suganya[5]ATMthoughbankingbecomeseasier,

italsobecamefeeble.Therehasbeeninfinitegearofabuse

inbankingtransactions.Itisessentialtoprovidehigh

security.In this paperthe amalgamation ofFace

Recognition System identifying verification process

engagedinATMstoenhancethesecuritysystemisbeen

proposed.Facialverificationsoftwareatpresenthavethe

taskofprovidedthatimportantmatchratesforuseinATM

transactions.Byaddingthefacialrecognitionsystemsto

theidentityconfirmationprocessusedinATMswillreduce

transactionstoagreatextent.

3.METHODOLOGY

3.1EXISTINGSYSTEM

EstablishedATMsystemconfirmusuallybyusinga

card(credit,debit,orsmart)andapasswordorPINwhich

nodoubthassomedefects.Thecurrenttechniqueofuser

verification,whichinvolvetheuseofmoreoverpasswords

anduserIDs(identifiers),oridentificationcardsandPINs

(personalidentificationnumbers),undergofrommorethana



www.ijcrt.org ©2020IJCRT|Volume8,Issue6June2020|ISSN:2320-2882

IJCRT2006508 InternationalJournalofCreativeResearchThoughts(IJCRT)www.ijcrt.org 3719

fewlimits.PasswordsandPINscanbeillegallyacquireby

directcovertobservation.CreditandATMcardsarelostor

stolen,anunauthorizedusercanoftencomeupwiththe

correctindividualcode.Recentcasesofidentitythefthave

heightenedtheneedformethodstoprovethatsomeoneis

trulywhohe/sheclaimstobe.

DISADVANTAGE

 Lesssecurity

 Customerexperience

 Canbeforgottenorlost

 Environmentandusagecanaffectmeasurements

 Systemsarenot100%accurate.

3.2PROPOSEDALGORITHMS

Withtheexistingsystemthenumberofcriminal

casesisincreasingfrequentlyinrecentyears.Alotof

casesassociatedwithATMcrimehavebeenregistered

wherethehackerstamperwiththeATMsystemandsteal

customer’scarddetailsbyunauthorizedways.Iftheuser’s

ATMcardisbeenstolenandthePINishackedthenthe

user’saccountisexposedtoattack.Sotheexistingsystem

isnotfullysecuredtoprovidesecuritytotheauthorized

user.Toovercomethesesecurityrelateddisadvantageof

theexistingsystemwehaveproposedasystemwhere

authorizeduserisverifiedwiththefingerprinttechnology.

Theproposedsystem usesthefingerprinttechnology

becausethefingerprintprovidesuniquenesstoidentify

authorizeduseranditismostreliableandaffordablethan

anyothertechnology.Theproposedsystemoperatedusing

onlyATM cardandfingerprintscanner.Thissystem

provideshighlevelofsecuritytocardholderssincethereis

lowpossibilityofmisuseofcardandtheft.Withthis

proposedsystemthecustomerhasnoneedtoworryabout

themoneyevenifthecardisstolenasthecustomerknows

thatnoonecanreplicatehis/herfingerprintandwithdraw

themoney.

ADVANTAGE

1.FingerprintscanningtechnologyinATMprovidesaccuracy

becauseidenticalmatchesoffingerprintsarenearly

impossible.

2.Theimagetemplateofscanfingerprintrequiresless

memorytostore.

3.Implementationofthissystemprovidesmoresecurityto

ATMtransactionandimprovesauthentication

4.Fingerprintverificationischeaperandaffordable.

IV.EXPERIMENTANDRESULTS

Theproposedsystemhasbeenimplementedusing

PHPtool.Intheloginmoduletheauthenticatedadminwill

enterthevalidusernameandthepasswordtoenterinthe

homepage.Thismodulewillbeaccessedbytheauthorized

userwhoknowsthepasswordwhichisdeveloped.This

modulewillbethegatewaymodulefortheprojectthatwill

helptoenterthedata.CustomerdetailsUploadingmoduleis

toenterthebankcustomerdetailsthatarehavingthe

account.Thismoduleincludescustomerid,customername,

branchname,cityandotherparticulars.Thedataare

enteredbytheauthorizedadmin.Intheaccounttransaction

modulethetotalaccounttransactionisupdatedbythe

admin.Thetransactionsareastransferring,withdrawing,

depositingandother.Thiswillberegularlyupdated.This

updatingcanbeviewedbytheadmin.Thecustomerreport

modulewilldisplaythewholereportofanyparticular

customeraccounttransaction.Thiscanbecrosschecked

bytheauthorizedadminifneeded.Inthefingerprintlogin

modulethecustomerwillimprinttheirfingerprintbefore

withdrawingthemoneyfromtheiraccountinsteadofgiving

thePINnumber.Thisisthespecialfeaturethatwillenhance

thesecuritymoreefficiently.

Thewithdrawalofcashmodulewillhelptowithdrawthe

cashofthecustomerthatareintheiraccount.Thiswillbe

maintainedintherecordoftheministatement.Theuser

cantransferthemoneyfromtheiraccounttoother.This

featurewillenhancetobeupdatedandmaintainedbythe

admin.Thiswillcreatetheministatementtotheuser.The

viewbalancemoduletheusercanviewtheiraccount

currentbalanceoftheuser.Thiswillhelptoviewthemini

statementoftheaccounttransaction.Thismodulethe

transactionparticularwillbeviewedbytheuser.This

modulewilldisplaythewholetransactiondetails.

4.1USECASEDIAGRAM
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Figure4.1UseCaseDiagram

4.2RESULT

4.2.1AdminLogin

Fig:4.2.2CustomerRegistration

Fig:4.2.3CustomerReport

Fig:4.2.4UserLogin

Fig:4.2.5ATMOpen

Fig:4.2.6FingerPrint

Fig:4.2.7Atmtransaction
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Fig:4.2.8AmountWithdraw

Fig:4.2.9AmountWithdraw

Fig:4.2.10MoneyTransfer

Fig:4.2.11ViewBalamce

V.CONCLUSION

TheprojectpresentedaprototypedesignofanATM

accesssystem usingfingerprinttechnology.Automatic

TellerMachinesisthemostusedtechnologyinthe

increasingfinancialtransactionofthecurrentworld.There

arevariouslikelywaytomisuseATMcardusingPIN.It’s

beingusedbybankforATMapprovalandarebecoming

morecommonatgrocerystoreswheretheyareutilizeto

mechanically distinguisharegisteredcustomerandbill

their credit card or debit account. Fingerprint

acknowledgmenthelptoachieveanauthenticstateof

securityaccessthroughverificationandvalidation.This

paperidentifiesahighlevelmodelforthemodificationof

existingATMsystemsusingbothsecurityprotocolsasPIN&

Biometricfingerprintstrategy.Wehavebeenableto

developafingerprintmechanismasabiometricmeasureto

enhancethesecurityfeaturesoftheATMforeffective

banking

FUTUREENHANCEMENT

ImageProcessingisusefularchitectureinmuch

applicationlikeMultimedia&GraphicsbutstillTexture

Segmentationprocessorfingerprintmanyproblems.So

therearefollowingsobjectiswhichmyproject:Herewe

willtrytomakenovelalgorithmwhichisfastascompareto

previousalgorithm.Herewearepresentingnewalgorithm

forGaborfilterusingoferrortolerantlogic.Maintainimage

qualityuptothemarkwithfactorimprovementintime

complexity.FutureWorkThesearesomanyfingerprint

recognition models are available practice with new

fingerprintrecognitionmethod.Trythiswithtwoormore

nominees.Usetheminutiaapproachforavoidingthe

databasetypeattacks.
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