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Abstract:  With the increase of scope and use of IoT in industrial systems, issues of security and efficiency quickly show up. As the sensors 

and actuators at the edge location themselves only have minimal security features, security at the edge and over the network must be taken 

care of without harming the performance of the system as a whole. This paper proposes a system using edge gateways to divide the work 

instead of letting a central server collect the data thereby decreasing the large amounts of data a single server has to take care of while also 

providing data security to classify and manage data at these edge gateways. Along at the edge gateway level the concept of data aggregation 

is also implemented so that the data at the edge gateway level itself can be divided based on their sensitivity reducing extra work to secure 

non-sensitive data. 
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I. INTRODUCTION 

The Industrial Internet of Things (IIot) uses the power of industrial internet or IoT 4.0 standards with a large number of sensors, 

wide networks to collect and work with data in an industrial setting in real time. With the increase in the implementation of IIoT, the amount 

of data generated at different sources is increasing exponentially. Global analysis shows the IIoT market is expected to grow from USD 77.3 

billion in 2020 to USD 110.6 billion by 2025, at an annual growth rate of 7.4% during the forecast period. The growth of the IIoT industry 

is driven by factors such as technological advancements in semiconductor and electronic devices, increased use of cloud computing 
platforms. As the scope and adoption of IIoT increases the need for a real time system which addresses real time concerns of performance, 

coexistence, interoperability, and security and privacy is required. But storing all that raw data brings about its own concerns with respect to 

security and efficiency as the end devices themselves has minimal storage space and they can be over a large area and be vulnerable for 

attacks in remote, unsecure areas. Though various security measures are used, there is no unified system to deal with internal or external 

attacks. This paper proposes a system with utilizes a combination of data segregation and decentralizing data collection methods to solve the 

requirements of efficiency of and data security. 

 

II. LITERATURE REVIEW 

In the paper titled “A Unified Trustworthy Environment Establishment based on Edge Computing in Industrial IoT” published in the 

2019 IEEE Transactions on Industrial Informatics, the authors Tian Wang, Pan Wang, Shaobin Cai, Ying Ma, Anfeng Liu, Mande Xie talk 

about the lack of a unified and tested system for use in IIoT. The authors go on to propose of system of service selection methods based on 

edge computing technology. The data from the end devices are collected and sent over a trusted network from reliable service providers to 

improve on the feasibility of creating a trustworthy environment. Further in the paper titled “Secure Data Storage and Searching for Industrial 

IoT by Integrating Fog Computing and Cloud Computing”, from IEEE Transactions on Industrial Informatics of the year 2018, the authors 

Jun-Song Fu, Yun Liu, Han-Chieh Chao,Bharat K. Bhargava, Zhen-Jiang Zhang present an idea of collecting data at edge servers which 

collectively make up the main server. The authors suggest a system of preprocessing the raw data form the end devices and divide them into 

time-sensitive and non-time sensitive data so that the time sensitive data are stored locally and the rest is sent to the cloud server. A series of 

experiments concluded that this system can greatly improve the efficiency and security of data storage and retrieval in IIoT. 
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III. METHODOLOGY 

3.1 Data Classification Based on Weight 

  Data collected from end devices can vary in terms of sensitive and non-sensitive data based on weight. For example, the collected 

from devices monitoring patients in hospitals and incredibly sensitive and personal. It cannot be lost or be modified by external attackers 

while can cause huge risks to the said patient and hospital. But at the same time, historical data collected for analysis of diseases are not as 

sensitive, although they need to be secure, the overhead of using security measures like encryption can slow down the system as a whole. 

Weights can be set to various devices based on the sensitivity of data. This sensitivity can be calculated based on data confidentially, 
reliability and integrity by the organization implementing the IIoT System. 

3.2 Data Collection by Edge Servers 

  In the proposed system data is collected by Edge Servers rather than a central server. With the increase in the amount of raw data 

that has to be collected and processed using a single server has large overheads. Instead multiple devices at a location is connected to a 

server which collects the data and classify them. Device monitors collect data from non-sensitive sources are stored either locally in the 

general execution space or sent to the central server or cloud for further use. Whereas the sensitive data will be managed by a Sensitive Data 

Manager which includes the servers ARM TrustZone technology with Encryption API to encrypt the data for security   

 

IV. BLOCK DIAGRAM 

 

 

figure 1. block diagram for the system 

 

  In the proposed system the edge gateways are used to collect data from a set of sensors. Data will then be classified at the edge 

gateway server and stored securely based on requirements. Non-sensitive large amounts of data will be offloaded to the cloud server efficiently. 

 

V. ARM TRUSTZONE 
  Encryption of data becomes easier with the classification of data into sensitive and non-sensitive data. However, a trusted 

environment is required for encryption. The proposed system suggests using TrustZone technology. TrustZone is a hardware security solution 

supported by devices and servers build using the ARM architecture. It divides the system into normal world and secure world. In a TrustZone 

execution environment, a processor is shared by both worlds at different times which makes it seem as if both worlds are isolated, giving an 

isolated, safe and programmable environment to safely encrypt data. A general Linux operating system will run on the normal world. Non-

sensitive data will be managed by this OS. A customized secure version of Linux with encryption API will run on the secure world creating 

what will be known as a Trusted Execution Environment which is isolated from the rest of the system and isn’t prone to attacks.  
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figure 2. architecture for trustzone based data classification system 

 

 

VI. EXISTING WORKS 

LEGIoT: A Lightweight Edge Gateway for the Internet of Things 

LEGIoT System is an architecture designed to deal with bandwidth requirements and security in IoT environment. It works by 

implementing container in IoT network using edge gateways with the inclusion of variety of IoT protocols for optimal efficiency. It has 

been implemented in real time networks to demonstrate its scalability and sustainability in a wide range of networks. However, LEGIoT 

was designed and tested with IoT in mind, in the scale of larger buildings. But the amount of data generated in future IIoT settings will 

increase drastically and the cost of maintaining and adding a larger number of Edge Gateways won’t be sustainable. To decrease the load 

put on these gateways, this paper suggests the idea of data classification. Not all the data generated in an IoT setting need to have prime 

priority and not having to securely store them using TrustZone improves the performance of the gateways. 

 

VII. CONCLUSION 

This paper proposes a system of using edge gateways to classify data in sensitive and non-sensitive data. Sensitive data is encrypted 

and stored safely. Non-sensitive data is not worked on too much increasing the efficiency of the system even when collected large amounts 

of data.  
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