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Abstract: Copy-move is one type of attack to falsify digital images where the perpetrators copy several regions of the image and then
place it on different parts of the same image to cover the part of the image that exists in the area. Therefore, a method is needed to detect
copy-move attacks to find out the level the authenticity of a digital image. Image data is often deliberately carried out processes such as
the addition of noise and blurring so that copy-move attacks are more difficult to recognize, so that the input image preprocessing stage
is a filtering process to eliminate noise in the input image. Stages of detection of copy-move attacks can be shortened by not doing the
preprocessing stage but using reliable methods for interference such as noise and blur. Therefore, reliable copy-move attack detection
methods are needed for various input image variations so there is no need for preprocessing stages on input images. In this a method
created from the modification of two methods of copy-move attack detection, an effective duplication detection method, is used on
disturbing images and effective detection methods that are used on images that have disturbances such as noise and blur. Modification of
the method is considered effective because of the tolerance between the features of the two methods used. When the input image is
distraction-free, the duplication detection feature will become dominant, while the input image has disturbances such as noise and blur,
the robust detection feature will become dominant.

Index Terms - Region Copy-Move, Duplication detection method, Robust detection method, Principal Component Analysis.

. INTRODUCTION

Rapid technological advances make image manipulation much easier. One type of image manipulation is copy-move or duplication of a
part of an image to be placed in another location to cover some objects that do not want to be displayed. There have been many cases of
fraud involving copy-moves that occurred both in the image in the newspaper and official reports. Not just copy-moves, often the image
forgers perform a series of processes after image manipulation which is then called the post region duplication process to make it difficult
for others to find evidence of the falsity of the images [1].

Some examples of these processes are blurring, sharpening, JPEG compression and noise addition. There have been studies related to
image forgery detection algorithms for various cases such as duplication of an area, color filter interpolation, and re-sampling [8]. There is
also a way to detect forgery images by calculating directly on all images or by cutting the image into several parts first. Each of these
methods has their respective advantages but has the same weaknesses in the detection of images that have been carried out post region
duplication process such as adding noise and blurring operations [3].

Post registration duplication process will change some pixel values on the part of the copy-move, so using an algorithm that only compares
individual pixel values is not enough to detect duplicated areas. A journal provides a method for obtaining characteristics of a portion of an
image that will not change much even if it is done blurring and sharpening so it is reliable to be used in proving copy-move of images that
have been carried out by post region duplication process[6].

Utilizing these properties, a duplication detection algorithm was taken which utilizes PCA to be used as an initial framework and then
modified by adding several methods based on the robust detection algorithm [2]. This modification and implementation are expected to
produce a copy-detection algorithm move which is faster than the usual brute force algorithm and is also reliable for detecting images that
have been carried out in the post region duplication process. Fig. 1 shows the example for a Copy-move forgery and the detection results
by the proposed method [5]. The forged image shown in Fig. 1(a) is done by copying a part from the image and pasting it in the same image
as shown in the Fig. 1(a) without applying any post processing techniques.

Finally, copy-move forgery detection technique aims at detecting the similar regions in the forged images, by using similarity between
the features in those regions. Forgery can also made difficult by doing smoothing the regions to cover up the forgery and making the forgery
detection very difficult. Most of many existing detection methods fails to detect the forgery in the smooth non-textured regions. Therefore,
it is very important to develop the algorithms which prove the authenticity of forged images [4].
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Fig 1. Example of a Copy-Move forgery: (a) forged imaged (b) ground truth image (c) detection results

1. RELATED WORK

The paper [9], describes a review on IFD approaches are applied for both Copy-Move and spliced images. The survey tries to cover
tangled algorithms, and to classify them in classes having the alike approaches to resolve difficulties. the arrangement depends on variations
in processing input images transformation before extracting the image features [9]. For the spliced images, groups of detection techniques
based on image features.

In this paper [10], an orthogonal wavelet transform based forgery detection method is anticipated. Orthogonal wavelet transform is
produced from elementary orthogonal transforms. A Study producing DCTW transform and WW transform from DCT and Walsh
orthogonal transforms. The image is separated into overlapping blocks [10]. For individual block, DCTW and WW transforms are
implemented. Extraction is done from individual block features using coefficients. These feature vectors are lexicographically sorted, and
block matching step is implemented in order to find replicated blocks.

In this paper [11], an efficient robust algorithm is used to detect the forgery. In the first step, the image data is separated into blocks, and
DCT is applied to the block thus, the coefficients if DCT represents each block in the image. In the second step the cosine is converted into
block which is then represented by a circle and after the previous step the features extraction is done to decrease the dimension. In the final
step, the feature is lexicographically sorted, and replicated image blocks is corresponding by a threshold value [11]. This approach shows
that the result is not only robust to multiple forgery, but it can also able to detect the blurring or nosing in the image.

In the paper [12], a key point-based image forgery detection method based on a super pixel dividing algorithm and Helmert
transformation has been used. The determination of this method is to spot copy-move forgery images and to find forensic info. This
procedure comprises the following stages. In the first step, then extraction is done using the key points and by using SIFT algorithm. The
matching is done based on by calculating the similarity between key points. In the next step, clustering is done based on the matching
pairs and by using the spatial distance and by using Helmert transformation to obtain the forged regions [12]. In the final step, the forged
regions are located precisely, and this approach is more vigorous result for scaling and rotation forgeries.

In paper [13] the forgery detection method proposed using the block based and key points this scheme is integrated, In the first step
using the adaptive over segmentation algorithm the host image is divided into non overlapping and irregular blocks respectively on host
image. After the first step the feature points extraction is done for each block as block features and after the extraction, the extracted block
features are matched with each another in the same image and to identify the feature points.[13] To get more accurately, feature points
with small pixels are used as feature blocks and it is concatenated with the neighboring blocks.

The paper [14], describes a review on IFD approaches are applied for both Copy-Move and spliced images. The survey tries to cover
tangled algorithms, and to classify them in classes having the alike approaches to resolve difficulties. the arrangement depends on variations
in processing input images transformation before extracting the image features [14]. For the spliced images, groups of detection techniques
based on image features.

I11. PROPOSED METHODOLOGY

The combination of Duplication Detection and Robust Detection Algorithm is used. The first method runs quickly but is sensitive to
low quality images such as those that have a lot of noise. Blurring operations on the image that have been carried out by duplicating attacks
can directly threat to the detection process. The second method runs slowly but is reliable on image variations and can recognize the same
area despite the blurring process.
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Fig 2. Modification of Robust Detection Algorithm and Duplication Detection Algorithm

Step 1: The given input image is divided into size M x N into image blocks with a size of L x L which is relatively small and overlapping
one another. The image block is then called the overlapping block. The number of overlapping blocks in an image, which is then named
the variable N, can be calculated using Equation 3.1.

M- L+1) (N—L+1)
i J
Step 2: Feature extraction is performed to obtain the features of each image block. At this stage there are two processes for calculating

features. First is PCA, and second is the rule of comparing pixel values.

Step 3: Prepare the array of inputs x”. This array contains pixel values of image blocks formed by a vector and has a number of Ny elements.
Step 4: For grayscale images, the array is an array of size M x N which contains pixel value in the corresponding coordinates which then
form vectors so that they form a single line.

Step 5: For color imagery, build a 3b pixel by pixel block consisting of red, green and blue pixels, then do the PCA process [7].

Step 6: Determine the value N; which is the number of dimensions to be taken. This stage has several steps namely calculating the

N, =

3.1)

covariance matrix of the array x” with Equation 3.2, then calculating the eigenvector ej” and eigenvalue 4;j so that it meets Equation
3.3.
C=3xx %" (3.2)
Ce; = Aje; (3.3)

IJCRT2005478 | International Journal of Creative Research Thoughts (IJCRT) www.ijcrt.org | 3635


http://www.ijcrt.org/

www.ijcrt.org © 2020 IJCRT | Volume 8, Issue 5 May 2020 | ISSN: 2320-28820

Step 7: Using eigenvector e, the principal component can be determined by forming a new matrix of dimensions for each image block
xi” using equation 3.4, withj =1 ..., b and 11>A2> --- >Ab, where aj = xi"Tej” and ai"= ( al ... ab) are principal component and this will
be used as the new data representation.

—

X, =Y a8 (3.4)

Step 8: Save the coordinate image data block together with the principal component belonging to the matrix a” into the matrix s”. The
output of the coordinate image block and PCA data describes that the end of the first stage of the first process.

Step 9: Calculation of the ratio of pixel values. If the input image has a color space other than grayscale, change the color colors of the
image to RGB. Calculate the first three characteristics (c1, c2, ¢3), where c1 is the total average of number of pixels in red pixels, c2 is
the total average of number of pixels in green pixels, c3 is the total average of number of pixels in blue pixels. If the input image
contains color space grayscale, then the value of c1, c2, ¢3 are assigned to zero.

Step 10: Change the color block of the image block to Y channel by replacing the pixel value with each of with the new value obtained
from Equation 3.5, where R, G, and B are the red, green and blue pixel values of a pixel.

Y =0.299 R + 0.587G + 0.114B (3.5

Segmentation of the image into four kinds of patterns as shown in Figure 3 which divides the image blocks into two equal parts.

i
1 2
2
Pattern C4 Pattern C3 Pattem C6 Pattern C7

Fig 3. Dividing images into four Patterns

Step 11: A container s~ contains a collection of data pairs in the form of coordinates of the image block represented by the coordinates
of the upper left end of the image block, along with the results of the PCA and the comparison of pixel value which have been obtained.
Ci = sum(part1(i))/sum(partl(i)+part2(i)) (3.6)

Step 12: The container s~ is then sorted using the lexicographical sorting method based on the PCA value and the pixel comparison
feature on each image block. After sorting, the image blocks with the principal component and the comparative features of the same or
similar pixel value which will be located close together.

Step 13: Create a new matrix ¢~ and fill it with the coordinate pairs of image blocks (xi, yi) and (xj, yj) only if | i =j| < Nn, where i and
are the index blocks of images in the container s” and Nn are the maximum limits neighbor distance that is calculated. In the fifth stage,
calculate the offset from each element of the matrix ¢~ called Equation 3.7.

Offset = (xi — Xj, yi —yj) (3.7)

Step 14: The sixth step remove all coordinate pairs in the matrix t” which has an offset frequency less than Nf.

Ng= \/(xi — %)%+ (vi — ¥j)? (3.8)

Step 15: The seventh stage discard all coordinate pairs in the matrix t” which has an offset value less than Ng, where the offset value is
calculated by Equation 3.8.

Step 16: Finally, create a ground truth image by creating a binary image (black and white) with a standard value of 0, and giving a value
of 1 at each location of the remaining image block pairs. From the ground truth image, duplicate the input image and give a colored line
to each edge of the white area using the ground truth to get the detected image.

IV. CHALLENGES

e How to detect copy-move attacks on images that have been carried out post region duplication processing?

o Is the method of modification of duplication detection and robust detection algorithms can be used to detect copy-move attacks
on images that have been the post region duplication processing process is carried out?

e How do you modify the duplication detection and robust detection algorithm to be reliable and adaptable to the type of input
image?

V. RESULTS

The Fig 4(a) is the original image, Fig 4(b) is the Forged image, Fig 4(c) is the Ground truth image provide from the public dataset. Fig
5(a) is the input data will be processed using the duplication detection, robust detection, and modification methods. The results of the copy-
move attack detection process in each of these methods are two input imagery images with the allegedly falsified area marked by a colored
line and the resulting image detection by default is black while the allegedly duplicated area is colored white, shown in Fig 6(a), Fig 6(b)
and Fig 6(c). To measure accuracy, another program is created which functions to calculate the similarity of output to ground truth using
the mean squared error and similarity methods.
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Fig 4. (a) Example of authentic image input data, (b) Example of image input data affected by a copy-move attack, (c) Example of
ground truth data from image detection results affected by copy-move attacks

(b)

Fig 5. (a) Example of the resulting image that gives color lines to areas suspected of being forged, (b) Example of the output image that

shows the results of counterfeiting detection
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Fig 6. (a) Example of the image of Counterfeiting detection and Ground truth, (b) Example of the image comparing Ground truth vs

Ground truth, (c) Example of the image comparing Counterfeiting detection and Ground truth

V1. CONCLUSION

The implementation of the duplication detection method can be used as a method for detecting and analyzing copy-move attacks on
images that are not done in the post region duplication process. Modification of the method in the form of using offset values that are not
carried out absolute operations can increase accuracy. The implementation of the robust detection method can be used as a method for
detecting and analyzing copy-move attacks on images carried out by the post region duplication process. Modification of the method in the
form of replacing the use of the histogram to use a minimum threshold can improve the ability of the method to detect copy-move attacks
carried out on more than one pair of regions. The three methods used, namely duplication detection, robust detection, and robust-duplication
detection cannot detect overlapping copy-move attack areas. The greater the jump that occurs in making overlapping blocks, the less time
it takes for the method to detect the image, with a decreased accuracy trade-off.
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