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Abstract: Machine learning methodology is being implemented in cybersecurity like never before. Starting with Classification of IP
traffic, malicious intrusion detection filtering, ML is one of the promising reactions that may work against zero day attacks. New research
is carried out using the techniques of statistical traffic and ML. This paper is a concentrated applying machine learning algorithm on cyber
data set and its use in cyber analytics for intrusion detection, classification of network traffic and email filtering applications. Each method
has been identified and summarized on the basis of relevance and the number of citations. Since ML approaches are essential, data sets
include some well-known datasets. In addition, some suggestions are presented for using a certain algorithm. Various attacks were
categorized using the ML-algorithms and each algorithm was eventually assessed for performance.

|. INTRODUCTION

This article highlights the use of information security machine learning and data mining techniques. With the application in the
field of data security, few ML methods are specified. A set of criteria for comparing the ML method is given in the paper. A set of
recommendations were made for the best method to use depending on the characteristics of the cyber security issues. This paper aims to
help researchers willing to start working on ML and cyber security. In conjunction with this overview of the machine learning, leading
works have been cited and helpful examples of how ML often addresses cyber problems have been presented. Several prominent ML
research surveys were already described from the beginning of 2000.

And Nguyen.et.al[ 2] provides an extensive IP traffic grading study that does not rely on well-known port numbers or known
payloads of packets. This paper discusses ML techniques along with traffic statistics used-in the IP category and Nguyen. al. has examined
18 papers in the field of cyber security and is among the most valued researchers in the field of-ML and related domains of any researchers.

Amomani et.al [4] has carried out an extensive survey of all major email filtering and ML techniques to classify and detect phishing
emails. The state-of-the-art investigation into such attacks has been listed, and the techniques have been compared. and Tedero.[5] Presents
an intrusion network mathematical method based on machine learning and knowledge. It focuses mainly on the detection of abnormalities
and not the detection of signatures. Numerous cybersecurity staff have investigated whether traffic on fly is filtered or classified. Speroto
and Speroto. to the. [3] NetFlow (Net Flow) used data and showed that it may not be possible to process packets at stream rate when the
level of network traffic is limited.

I1. ESSENTIAL DATASET IN CYBER SECURITY

Data are extremely important in ML approaches. Before conducting any analysis, one Machine Learning researcher must fully
understand the data. In addition, raw data such as pcap, NetFlow and other network information can not be used to perform an ML analysis
directly. In order to be used with popular ML instruments like WEKA[6], R [7] and RapidMiner[8], data needs to be processed beforehand.
Researchers using ML custom system analysis therefore have to take into account methods for collecting data and how the data is pre-
processed. This section contains few examples of small data sets and some of the common data collection tools for the network.

2.1 Data generated in Network

There are a number of internet protocols used by user-level programs (144, as per the Internet Engineering Task Force). The main
mode of communication for these protocols are data packets. Network traffic is collected and stored by the appropriate and interface-
transmitted (physical or wireless) packet capture (pcap) format. Libpcap and Wincap are common network tools for UNIX and Windows
respectively. Furthermore, protocol analyzer and packet sniffer can include tools such as wireshark, tcpdump and network control.

The machine learning dataset has different characteristics and attributes. Such features describe the key features of each data set
in the dataset. Thus when pcap is collected, the researcher needs to write a kind of script in order to separate the required attributes of the
pcap to the ML tool. Fowler .al. [9] studied Weka 's Relationship attribute (arff) format was investigated and a method was developed for
the conversion of any packet information markup language format (pdml) into a weka minable arff format. Pcap file can be converted to
pdml tools with tshark.
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2.2 Data from NetFlow

The Cisco network interface is monitored through Cisco's own NetFlow and IP traffic is collected on entering and leaving the
interface. The data can be analyzed by a network administrator, such as source, destination traffic and service type. A traditional netFlow
architecture has accumulated and transferred the traffic of the network to the collection system in three main aspects Flow Imports. Flow
Collector collects and pre-processes data and eventually sets up the data. The existing network packets are stored in the compressed and
preprocessed NetFlow files.
2.3 Additional Data Sets

DARPA has two sets of data, valuable for scientists of cyber security. The Agency for Defense Advanced Research (DARPA).
Cyber Systems and Technology Group at Lincoln Laboratories Institute Massachusetts (MIT / LL) developed the 1998 and 1999 DARPA
dataset. KDD 1999 is another well-established data collection used mainly by cyber-security experts. Another important SCADA data
package was created by the Critical Infrastructure Protection Center of Mississippi University [1]. This data set will be analyzed for the
accuracy of the SCADA algorithms in the following sections. This package tracks data from a gas pipeline simulated and separately
documents 35 attacks by SCADA.

11l. METHODOLOGIES OF MACHINE LEARNING FOR CYBER-SECURITY

There are few popular ML techniques in this section. Each method has been identified for the cyber security application.
3.1 Network of Bayesian

The system is built via a directed acyclic graph as a random variable and its dependency. The child's nodes depend on the parent
nodes, the conditional probability status, and the random variable for each node are maintained. For the underlying state each state has
different values. The determined probability tables are estimated and shown in the figure. Including unobserved variables, Bayesian network
for anomaly detection and knowledge Bayesian network can be utilized

The attack and pattern signature can also be compared to known attack streaming data. Jemili and Jemili. al.[14] developed a
Bayesian network intrusion detection system. The KDD of 1999 was applied to models nine attributes of the device. A score of 88% and
89% was accomplished in standard and attack scenarios. For sample, scan, DOS and R2L the detection rate for the model was 99%, 21%
89% and 7%. The model’s accuracy has been greatly affected by the reality that the number of training cases in R2L can also be very
beneficial.

3.2 Decision trees

The tree of decisions is just like a forest. The leaves of the trees reflect different gradations and the branches are the relations or
characteristics on which the grade is centered. ID3 and C4.5 are just some of the common decision-making algorithms.

The relation between the SNORT rules and incoming traffic is sluggish due to the large number of signatures. Kruegel and Toth
etal. [15] substituted 150 SNORT rules by using an ID3 algorithm variant. Its goal was a model of the decision tree to replace this algorithm.
This would increase processing speed effectively. The Snort rules have been replaced by rule clustering. This reduces the number of
comparisons needed. Parallel evaluation also allows the comparison process to be speeded up. DARPA 1999 dataset was subject to the
clustered law. The software model was equivalent to its processing speed and performance with the snort study. The model's average speed
was 105% and the minimum speed was 5%. For more study, the number of substituted laws was increased from 150 to 1581. The number
of alternate laws was increased from 150 to 1581 for further research. While Toth has yet to detect a deep rate through the decision tree
procedure, the second is a significant decrease in the treatment time and not all quantitative data are present.

3.3 Applying Clustering Algorithms

This is an unregulated method of learning used with similarity in group data. Audit data can be used as clustering algorithms, and
it is unnecessary for the system manager to describe different attack classes specifically.

Hendry.al. [16] illustrates the need for real-time signature detection using clustering algorithms. The Simple Log Clustering Tool
(SLCT) clustering framework generated regular and abnormal traffic on the network. Two rating schemes are employed: first, for the
identification of regular traffic and attack situations, the second can be used in monitoring. This model parameter M specifies the cluster
function. When M is set to 97%, 98% threat data with the FAR value is detected. Samples in the high-density clusters produce these
signatures. This model was tested using the KDD dataset. In order to enhance model precision, the integrity of the cluster was used as
performance indicators. For unknown attacks, an accuracy of 70 % to 80% was achieved.

3.4 Applying Artificial Neural Networks (ANN) algorithm

The ANN works primarily like the human mind. The layer of the neural network is structured. The input drives the neuron to the
network's second layer. In addition, the next layer results hierarchically. Tests are carried out and final results are generated in the last
network layer. In the neural network the internal network plays a key role in black-boxing. Because of local minimum learning time, the
neural network has a major downside. In the mid-1990s, this was common, but ANN began to decrease as support vector machines
developed. With the implementation of convolution NN, the success of the neural network is increasing again. ANN that uses a multi
category abnormal classifier is described by Canady [17]. The Real Secure network controller has been used for data generation. The attack
signatures have been included in the program. About 3000 attacks have been simulated by software such as Satan or Internet Scanner from
the 10 000 reported attacks. In addition to data preprocessing, nine selected features were included: ICMP code, type of ICMP, source,
destination address, protocol Id, source port, destination port, raw longitude and raw data sort. The analysis then used normal data to train
the ANN and assault data. During the training and test scenario, report an error rate of 0.058 and 0.070. Therefore, the normal accuracy of
a 0.070 RMS for the test phase corresponds to 93 percent. The information here is classified as traffic that is normal or malicious.

3.5 Applying Genetic algorithm and genetic programming

GA and GP based on the most suitable survival principles are two of the most common calculation methods. These algorithms
function with those operators for the chromosome population. The three primary operators used are range, mutation and crossover. The
innovation is started by a random population with a fitness value for each person. This means that each person has the potential and the
chances of solving the existing problem are better selected in the corresponding pool. The next move, known as a crossover, is taken by
two able individuals and then mutated. The most fit chromosome will be united among the two mutated individuals to the next generation
and Abhram.Al .[18] used an assault classifier using a simple GP template. The research included three common GP models, Linear Genetic
Program (LGP) and Gene Expression Programming (GEP). The model used several mathematical operators' function sets. The 1998
DARPA data set is the primary dataset for validating the created model. The dataset consisted of four major attack types with a total of 24
scenarios (U2R, R2L, doS and test). Depending on the type of attack investigated, the false alarm rate of the above model is as small as 0
to 5 percent.
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3.6 Applying Inductive Learning

Deduction is defined as the deduction of other data sets. The other approach is known as inductive learning, which is to switch
from special insight to the creation of theories and models. Those are the two key methods used to evaluate results. Inductive analysis
produces certain general patterns that are used to derive conclusions from hypotheses.

Fan et. al.[20] developed a random events and anomalous traffic creator for artificial anomalies. To produce this random anomaly,
two primary approaches were used to establish distribution-based anomalies and the artificial anomalies filtered. These data were fused
with the 1998 DARPA dataset randomly. Fan et. al. used these data to research inductive learning model output established. The detection
rate of 94 was successful and the FAR was low of 2 percent.

3.7 SVM (support Vector Machine)

The use of an SVM will increase the accuracy of IDSs in the field of cyber security. This approach can be used to predict two
possible effects (i.e. malicious or non-malicious network traffic) by the classifier generated. The analysis of ML techniques for intrusion
detection tasks will allow us to identify a classification technique that could add to our anomaly bases IDS and, at the same time, make it
possible to build a benchmark to compare the performance of our IDS with the hybrid detection line.

An SVM strives to find the optimal hyperplane separation, optimize the exercise margin and eliminate uncertainties and risk
overlap. An SVM can be introduced easily, requires a small data set and can be analyzed on extremely large datasets. An SVM also takes
very little time for the classification process, once the hyperplane of the optimal classification is built. The Matlab and LibSVM based
classifier. The LibSVM is an integrated reliable software that includes multiple kernel functions to support vector classification and
distribution estimation.

Using SVM to improve IDS output or as an alternative detection technique as an ML technique. It can be measured the output of
unregulated, linear and nonlinear anomaly-based IDS against first- and second-class SVMs. A number of network traffic data sets, collected
from real networks, consisting of various types of attacks have been used for analysis of SVM algorithms.

The two-class linear SVM achieves the best overall efficiency. With almost any sample, this methodology hits 100% DR and
OSR. This SVM technique, however, requires previously defined, training data consisting of both data groups. On the other hand, the
accuracy of the SVM linear one-class is comparable to the accuracy of the SVM linear two-class without the need for malicious data
processing. Only in the case of Probing, the OSR reaches 81.67 percent. For the rest of the datasets, the OSR reaches 99.25 percent. DR
reaches at least 93,51% for most datasets. Only tests produce false positive alarms. In WiFi datasets, IDS detects all malicious traffic. The
accuracy of IDS, however, is reduced significantly when examining the Probing data collection. DR and FPr hit 18.82% and 15.99%,
respectively, of this dataset. The size and non-homogeneity of the dataset will cause this. Therefore, it should be stressed that the findings
are completely unmonitored without any more detail on the existence of the network traffic information. The use of ML techniques to
improve detection accuracy may thus aid anomaly-based IDSThe use of linear SVM, both two- and one-class RBF-forms, may theoretically
complement the output of IDS in particular in the analysis of non-homogeneous data.

IV. ML GUIDELINES FOR ANOMALY IDENTIFICATION

Cybersecurity machine learning is implemented in three major areas: the IDS, the detection module and the detection of abuse.
The detection of abnormal traffic is specifically intended for the segregation from normal traffic whilst the detection of abuses classifies
the attack signature in comparison.

The Density-Based Algorithm (DBSCAN) is best used to identify anomalies. Besides the high speed processing cluster algorithms,
they are simple to implement and the design parameters are less numerical. SVM is also substantially effective in‘'detecting anomalies. The
classifiers must be able to generate signatures for misuse detection. Features of Brane produce signatures appropriate for the role of the
decision tree or genetic algorithm chromosomes. Therefore, ANN and SVM algorithms with hidden nodes are not suitable.

V.CONCLUSION

Very some ML algorithms were discussed in this paper with their information security applications. Finally, there Although J48
is better than other analytical algorithms, further analyses are required to evaluate algorithm efficiency because the efficiency of an
algorithm appears to be biased based on the data set it is used.
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