
www.ijcrt.org                                                                        © 2020 IJCRT | Volume 8, Issue 5 May 2020 | ISSN: 2320-2882 

IJCRT2005206 International Journal of Creative Research Thoughts (IJCRT) www.ijcrt.org 1548 
 

A Survey on Encryption then Compression Systems 

using Grayscale Image Encryption with 

Watermarking 
1Vinay Sonone, 2Saurabh Ghantellu, 3Salman Dandu 4Shyamsundar Pawar 

1,BE Students, 2BE Student, 3BE Student 4BE Student 

Computer Engineering 
Marathwada Mitra Mandal’s Institute Of Technology, Pune, India 

 

Abstract:  Lately, there's a fast improvement inside the sight and sound and system advances in PC  period. Transmission of sight and 

sound information over the system drives the fundamental issues with security, protection and information size. Pictures are generally 

utilized and the significant issues are the manner by which to ensure the picture and furthermore decrease size of the picture so as to augment 

the system use. Different methods are there so as to make sure about the picture and to lessen the size of the picture. Security and protection 

aren't considered inside the previous pressure strategies. To give the protection and security, the encryption is applied additionally as 

pressure diminishes the data size. So that, to beat the issues in interactive media and system innovations, pressure is joined with encryption. 

So as to show signs of improvement organize usage, the scrambled pictures are packed. An effective picture Encryption Then Compression 

framework is structured. In proposed conspire a square scrambling based encryption calculation is utilized to encode the picture so as to 

get high security. 

Index Terms - Encryption-then-Compression, Block scrambling encryption algorithm, Encryption, decryption, loss  

                                 

I.  INTRODUCTION  

Picture preparing is a procedure of change of picture into advanced organization and it play out certain procedure on it, so as to     get an 

upgraded picture or to extricate some valuable data from it. Signal administration in which information is picture is a sort of picture 

preparing, similar to video edge or photo and yield might be picture or qualities related with that picture. Normally Image Processing 

framework incorporates regarding pictures as the two dimensional signs while applying as of now the set sign handling strategies to them. 

With the quick improvement of the mixed media innovation and system innovation, the security of sight and sound turns out to be 

increasingly significant, since mixed media information are transmitted over open systems increasingly more as often as possible. Security 

of information to keep up its privacy, appropriate access control, uprightness and accessibility is a significant issue in information 

correspondence. Commonly, security on which depend is important to content assurance of computerized pictures and recordings. 

Encryption then pressure plans which is a plan which use for interactive media information should be explicitly intended to ensure sight 

and sound substance and satisfy the security prerequisites for a specific mixed media application. For instance, the constant encryption of 

an entire video outline stream utilizing traditional figures requires substantial calculation because of the monstrous measures of information 

included, yet numerous interactive media applications require security on a lower level, this can be accomplished the specific encryption 

that leaves some perceptual data after encryption. Picture Encryption then pressure framework is the way toward changing over a picture 

into mixed up design with the goal that it very well may be transmitted over the system securely. Its opposite procedure is picture 

unscrambling, which is utilized to change over the incoherent arrangement of a picture to the first picture and for this the recipient need to 

utilize the key for the scrambled information. Picture pressure is characterized as a procedure of lessening the picture size in agreement to 

some loss of data. JPEG and JPEG 2000 These are the two most generally utilized picture pressure methods. Security of information to 

keep up its secrecy, appropriate access control, uprightness and accessibility is a significant issue in information correspondence. Picture 

Encryption is the way toward changing over a picture into indiscernible organization with the goal that it tends to be transmitted over the 

system securely. Its opposite procedure is picture decoding, which is utilized to change over the incomprehensible arrangement of a picture 

to the first picture and for this the recipient need to utilize the key for the encoded information. Picture pressure is characterized as a 

procedure of diminishing the picture size in understanding to some loss of data. The two most broadly utilized picture pressure methods 

that are JPEG and JPEG 2000 
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II. RELATED WORK 

Writing study is that the most fundamental advance in any very research. Before begin creating we'd prefer to audit the past papers      of 

our space which we are working and on study we will foresee or produce the downside and begin working with the reference of past 

papers. In this area, we quickly audit the related work on Encryption then Compression utilizing grayscale picture encryption for JPEG 

pictures. In this paper, a picture encryption conspire dependent on Multiple-level squares scrambling is proposed. The picture is first 

decayed into non-covering, squares and scrambling of these squares is finished by utilizing 2D Cat Transform [1]. In this Paper, proposed 

picture encryption procedure this incorporates scrambling and dissemination stages. In scrambling stage, Input Image experiences push 

scrambling and section scrambling with the assistance of clamorous guide. [2]In this paper, thinks about lossless Encryption then 

Compression (ETC) method which uses picture encryption (i.e., RSA calculation) 

used to encode the picture by guaranteeing security in transmission with no malignant assaults and picture pressure. [3] In this paper, it 

present a plan for advanced picture scrambling dependent on the standard of data entropy. [4] In this paper, proposed the Encryption-

then-Compression Systems to safely transmit Images through an untrusted channel supplier. It utilizes 8/8 squares for square scrambling. 

[5] In this examination paper Fast Encryption Algorithm is altered to make it deal with content and double information. In the adjustment 

of rationale doors are changed to make key age progressively secure. Additionally in this exploration FEAL can scramble any sort content 

of information where as beforehand it can-not chip away at content kind of information, it was actualized uniquely on dark scale pictures. 

Regardless of this, the FEAL would now be able to be utilized for the encryption of shading pictures [6]. In this paper, the picture 

encryption has been accomplished by means of forecast mistake. A pressure calculation for encoding pictures has been acknowledged by 

utilizing three distinctive wavelet change strategies, for example, HAAR, BIOR and DAUBECHIES independently. After the 

examination results shows the HAAR wavelet gives the sensibly high security level. The MSE, PSNR qualities and pressure proportion 

for resultant pictures are superior to the past one. Better aftereffects of pinnacle sign to clamor proportion shows that the remade picture 

is of higher caliber.. [7] This paper speaks increasingly about the calculations identified with the parallel and dark code as far as the 

advanced picture. Where the content record is appended and changed over into the dim code and shroud it in the computerized picture 

and afterward unscramble it. This whole work is finished by the utilization of MATLAB Software, so there is no need of system 

correspondence framework. The contrasts between the first and the Stego pictures are recognized with the assistance of PSNR and MSE 

values [8]. This paper executes made sure about and adequate clinical picture encryption calculation dependent on RC4 and use the 

clinical picture stockpiling and transmission. [9] the encryption of a picture is cultivated by means of pixel expectation and mystery key. 

Outrageous pressure of the encoded picture is finished by utilizing two procedures, Arithmetic and Huffman coding. [10].. 

III. PROPOSED METHOD 

We have attempted to encourage the data security in getting secure transmission of information/picture over online networking which 

keep up the data stowing away inside surface picture i.e., spread picture. Thus this framework is reasonable for keeping up significant 

level security for data transmission or picture safeguarding in the network. In proposed work, a square scrambling strategy is utilized to 

conceal the picture in RGB shading to dark scale shading picture and furthermore append the spread picture to the dim scale picture for 

greater security to the picture. After the encryption of the picture (dark scale picture) compacted with lossless picture pressure to diminish 

the excess of the picture accordingly expanding the limit of capacity and productive transmission. The proposed calculations are material 

to advanced and printed media. The potential ways which is utilized to conceal the created share are likewise talked about. The proposed 

a square scrambling encryption conspire not just has a significant level of ease of use and sensibility, yet in addition lessens transmission 

hazard and improves the security of members and offers. 

 

The proposed framework comprises of three parts:  

1. Encryption: Image Encryption is the way toward changing over a picture into incomprehensible arrangement with the goal that it 

tends to be transmitted over the system securely. Its opposite procedure is picture decoding, which is utilized to change over the 

confused configuration of a picture to the first picture and for this the beneficiary need to utilize the key for the encoded information. 

 

2. Pressure: Image pressure is characterized as a procedure of diminishing the picture size in understanding to some loss of data JPEG 

and JPEG 2000 are the two most broadly utilized picture pressure methods . 

 
 

3. Decoding: Image Decryption process is picture unscrambling, which is utilized to change over the ambiguous configuration of a 

picture to the first picture and for this the beneficiary need to utilize the key for the scrambled information. 
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V. ARCHITECTURE 

  

VI. ACKNOWLEDGMENT 

We proposed a novel square scrambling picture encryption plot that improves the security of frameworks for JPEG pictures and 

 that picture will be made sure about. The proposed conspire permits the utilization of a littler square size and a bigger number of 

 squares than the shading based picture encryption plot. An Images encryption utilizing the proposed conspire are incorporate less    

 shade of data because of the utilization of dim scale based pictures in any event, when the first picture has three shading  channels. 

REFERENCES 

[1] Musheer Ahmad, Omar farooq "A Multi-Level Blocks Scrambling based Chaotic Image Cipher",Department of Computer Engineering, 

ZH College of building and innovation A.M.U. Aligarh-202002. 

[2] Usha salagundi, "Picture Encryption Using Scrambling and dissemination Operation Using Chaotic Map" International Journal of 

Computer Science and Mobile Computing, Vol.5 May-2016. 

[3] Priya C, Ramya C, Agashthiya R V, Hema R, Mythily G, Preethi V P"An Efficient Method for Secure Image 

Compression",International diary of Innovative Technology and Exploring Engineering(IJITEE) 

ISSN:2278-3075, Vol. 8, April 2019. 

[4] H. B. Kekre, Tanuja sarode, pallavi N. Halarnkar," Study of ideal Shuffle for Image Scrambling", International Journal of Scientific 

and Research Publication Vol 4, February 2014. 

[5] P. Nagabhushan, Prabhudev Jagadesh, R. Pradeep Kumar,"A Novel Image Scrambling Technique Based On Information Entropy And 

Quad tree Decomposition "Worldwide diary of Computer Science Issues(IJCSI) Vol 10 walk 2013. 

[6] Amarpreet Singh," Enhancement of Security in Data Mining Using FEAL (Fast Encryption Algorithm)" International Journal of 

Computer Science and Information Technologies, Vol. 5 (6) , 2014, 7844-7846 

[7] Kritika Soni, Amit Kumar Manocha," An Efficient Image Encryption-Then-Compression System bymeans of Wavelet Compression 

Technique" International Journal of Engineering Science and Computing, June 2016. 

[8] Karthikeyan B, Asha S, Poojasree B,"Gray Code Based Data Hiding in an Image utilizing LSB Embedding Technique"International 

Journal of Recent Technology and Engineering (IJRTE) ISSN: 2277- 3878, Volume-8, Issue-1, May 2019. 

[9] G. Saravana Kumar, V. Parthasarathy ,E. Praveen Kumar, S. Thiyagarajan1, S. Siva Saravana Babu1 and S. Sudhakar," A 

Comprehensive Compression and Encryption Scheme for Secured Medical Images Communication" Indian Journal of Science and 

Technology, Vol 9(16) 

[10] S. Shunmugan,"A SURVEY ON SECURED IMAGE COMPRESSION". 

 

 

http://www.ijcrt.org/

