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Abstract: Novel watermarking scheme is proposed 

that would notably enhance cutting-edge 

watermarking strategies. This scheme exploits the 

capabilities of micro images of watermarks to build 

affiliation policies and embeds the guidelines into a 

bunch photograph in preference to the bit 

circulation of the watermark, that is usually used 

in digital watermarking. Next, similar micro pics 

with the same policies are amassed or even 

constructed from the host picture to simulate an 

extracted watermark. This technique, known as the 

Features Classification Forest, can obtain blind 

extraction and is adaptable to any watermarking 

scheme the use of a quantization-based mechanism. 

Furthermore, a bigger size watermark may be 

established without an negative impact at the 

imperceptibility of the host photograph. The 

experiments demonstrate the successful simulation 

of watermarks and the application to five different 

watermarking schemes. One of them is barely 

adjusted from a reference to specially withstand 

JPEG compression, and the others show native 

benefits to resist different photo processing attacks.  

Noises. 

Keywords: Watermark, Features 
 

I. Introduction 

The arrival of virtual global coming quickly, the virtual media 

content may be effortlessly altered, duplicated,and unfold, which 

causes the copyright of media are violated. Therefore, interest is to 

speak about the protection of the intellectual property (IP) rights of 

virtual media. Then, the virtual watermarking may be a easy and 

effective technique to offer copyright safety of IP. In this study, a 

method of robustness and blind extraction watermark for static snap 

shots is proposed. It makes use of discrete wavelet remodel and applies 

three coding techniques consistent with the special characteristics of 

band coefficients: lattice code primarily based at the communication 

precept, amendment of insignificant coefficients primarily based on the 

simply-great distortion of the human visual model, and quantization 

index modulation primarily based on singular fee decomposition. 

Together, those strategies embed a watermark while preserving picture 

fidelity. From our experimental consequences in this study, they all can 

indicate that the proposed method is high strong towards frequency-

based and time domain geometric attacks. Additionally, due to the fact 

that our method produces a blind watermark and for this reason neither 

the unique 

image nor any of its related information is wanted, it's miles a 

totally handy and sensible watermarking technique for application 

(1) Sensitivity: the device ought to be sensitive to malicious 

manipulations (e.G., editing the photo that means) along with cropping 

or changing the image in precise regions. 

(2) Tolerance: the gadget have to tolerate a few lack of data 

(originating from lossy compression algorithms) and greater usually no 

malicious manipulations (generated, e.G., by using multimedia 

companies or honest users). 

(three) Localization of modified areas: the system need to be 

capable of discover precisely any malicious alteration made to the 

photo and confirm different areas as true. 

(four) Reconstruction of altered regions: the device may 

additionally want the capability to reinstate, even incompletely, 

distorted or shattered regions as a way to permit the person to know 

what the unique content material of the manipulated regions become. 

In addition, some technical functions ought to be taken into 

consideration. 

(i) Storage: authentication records should be embedded within the 

photograph, which include a watermark, in preference to in a separate 

document, as is the case with an outside signature.  

(ii) Mode of extraction: relying on whether authentication statistics 

depends or now not on the picture, a complete-blind or a semi blind 

mode of extraction is required. It is pretty obvious that a non blind 

mode of extraction does not make feel for a verification provider, since 

the particular picture is compulsory. 

(iii) Asymmetrical set of rules: opposite to classical safety services 

inclusive of copyright safety, an authentication provider requires an 
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asymmetrical watermarking (or encryption) algorithm (i.E., only the 

author of an photograph 

can secure it, but any person must be able to test the content of an 

photo). 

(iv) Visibility: authentication information should be invisible 

below everyday inspection. It is a inquiry of making assured  that the 

visual effect of watermarking is as vulnerable as viable so that the 

watermarked photo remains devoted to the unique. Recently, a new 

method based totally on invertible algorithms [2] has been proposed. 

The basic idea is on the way to cast off the distortions because of the 

watermarking process to reap the real photo records. Observably 

perfect in situations of visibility, it is important to be aware that such 

an approach should create a very appealing context for attackers. 

Security and Robustness: it should no longer be feasible 

forauthentication facts to be forged or manipulated. 

  

 
                               

 

II Image Analysis 

 

The proposed scheme has a model, specifically, the Features 

Classification Forest, that appreciably improves the capacity 

of blind watermarking systems without the facet outcomes of 

degrading the imperceptibility and robustness, and it could 

be tailored to those watermarking techniques primarily based 

on mathematical belongings amendment [15]–[17] or a 

quantization approach [18], [19], [29]–[31]. These two 

techniques here imply that a binary sequence may be 

embedded by controlling a fixed of homes of an picture in an 

orderly way to gain a particular circumstance wherein each 

belongings represents only both a fine or poor way, so the 

binary series – the high-quality way stands for bit 1, and the 

bad way stands for bit 0 – can be embedded into the host 

photograph. To prove the practicability, five distinctive 

watermarking schemes are introduced in this paper. 

 The first scheme [15] uses the Chinese remainder theorem as 

the amendment regulations and applies the discrete cosine 

rework on an 8×eight sized block. One DC and three AC 

coefficients are selected because the embedding vicinity to 

embed the watermark bit circulation. The scheme is featured 

by means of the resistance of JPEG compression; but, it's far 

somewhat weaker than the fifth scheme, as a way to be 

shown within the experiment section. The 2d scheme [16] 

applies singular cost decomposition (SVD) on a 4×4 sized 

block. By appearing studies on the relationships of factors 

within the U orthogonal matrix, the scheme located that the 

factors placed at the second one row first column and the 

third row first column are the nearest to every different. 

Therefore, the watermark bit flow can be embedded into the 

relationship of those two elements via altering one of the 

elements to be more than the opposite. Thirdly, every other 

decomposition of linear algebra, QR decomposition, is used 

on the 4×four sized block. The scheme [17] observed that the 

detail positioned at the primary row fourth column of the R 

matrix is the most robust element to face up to several 

assaults. Taking advantage of this option to embed the 

watermark bit stream is affordable because robustness is the 

important thing requirement. Fourthly, a scheme [18] that is 

based on the normalized correlation modulation technique is 

brought to use to our version as well. This scheme makes use 

of the properties of discrete wavelet rework coefficients of 

host images as the vector space and achieves the watermark 

embedding by way of modulating the normalized correlation 

among the host picture vector and the random vector. A sure 

range of the normalized correlation stands for bit zero, and 

the alternative variety relatively stands for bit 1. Lastly, an 

adaptive scheme is changed from Horng et al.’s scheme [19] 

and is used for instance virtual watermarking approach to 

demonstrate the proposed model. SVD is likewise used for 

reworking the 4×4 sized block into the U, S, and V matrices, 

but embedding takes area at the first singular cost in place of 

at the factors inside the U matrix. This scheme is in 

particular resistant in opposition to JPEG compression and 

has very little impact at the imperceptibility. 

 All of these 5 schemes take the amendment or quantization 

mechanism as the method to embed the watermark bit flow, 

with the aid of either enhancing the connection among 

several houses in the host image or gently adjusting the 

factors inside the matrix to acquire the statistics embedding 

motive. They share the equal feature, which is modifying the 

properties of the host photo and embedding the watermark 

bit stream so as. Most of the blind digital watermarking 

strategies undertake the equal layout philosophy. What if we 

embed some thing large in preference to eight bits in keeping 

with pixel? 

 Features Classification Forest is inspired through affiliation 

analysis [32], [33], which turned into initially applied to the 

prediction of client purchasing habits. A set of merchandise 

that customers have sold would possibly suggest that 

different promising merchandise could be sold inside the 

period in-between. Using the equal idea, the Features 

Classification Forest analogizes the functions of micro snap 

shots from each the host picture and watermark as 

merchandise and exploits the affiliation regulations through 

those picture features. When positive micro pix own the 

equal affiliation guidelines, it means that the arrival and 

texture of these micro images are very similar. From this 
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concept, we use the association regulations as tree branches 

to construct the tree structures. To construct an appropriate 

version, the capabilities of the snap shots ought to be 

systemized to properly establish the association guidelines. 

 

III Features Classification Working 

By taking gain of human perception it is viable to embed 

information within a file. For instance, with audio files frequency 

covering takes area whilst  tones with comparable frequencies are 

performed on the identical time. The listener first-rate hears the 

louder tone at the same time as the quieter one is masked. 

Similarly, temporal shielding takes area even as a low-level 

signal happens right now earlier than or after a more potent one 

as it takes us time to modify to the paying attention to the new 

frequency. This offers a clean element within the file wherein to 

embed the mark. 

However some of the codecs used for virtual media take benefit 

of compression standards including MPEG to reduce document 

sizes with the aid of eliminating the elements which aren't 

perceived by the users. Therefore the mark ought to be embedded 

inside the perceptually maximum massive parts of the report to 

ensure it survives the compression technique. 

Clearly embedding the mark inside the significant components of 

the record will bring about a loss of terrific thinking about the 

truth that some of the statistics can be out of place. A easy 

method entails embedding the mark inside the least large bits in 

an effort to reduce the distortion. However it also makes it 

relatively clean to find out and dispose of the mark. An 

development is to embed the mark only in the least giant bits of 

randomly selected facts in the record. 

In this section a number of one-of-a-type information hiding 

techniques may be mentioned and tested. The media involved 

variety from snap shots to traditional text. While some strategies 

can be used to hide a certain type of facts, in most instances 

terrific data may be hidden relying on area restraints. 

Binary File Techniques 

If we are seeking to conceal some thriller statistics indoors a 

binary report, whether or not the secret records is a copyright 

watermark or simply simple thriller textual content, we're faced 

with the trouble that any changes to that binary file will cause the 

execution of it to modify. Just together with one unmarried 

schooling will reason the executing to be specific and therefore 

this machine won't characteristic well and may crash the device. 

You also can wonder why human beings might want to embed 

statistics inner binary files, given that there are such a lot of other 

kinds of information layout we can embed records in. The 

important motive for this is human beings need to protect their 

copyright internal a binary application. Of course there are 

exclusive manner of protecting copyright in software program 

application, which includes serial keys, however if you did a are 

looking for at the Internet, key generators for not unusual 

programs are broadly available and therefore using serial keys by 

myself won't be sufficient to defend the binary document’s 

copyright. One approach for embedding a watermark in a binary 

file works as follows. First, permit’s observe the following traces 

of code that have been extracted from a binary document 

A New watermarking concept is projected that might 

impressively enhance modern-day-day watermarking practices. 

This idea endeavors the highlights of youngster pictures of 

watermarks of the same old picture. This will guide us to 

maintain secrete content cloth and snap shots within the social 

media. 

 This will defend us from undesirable hackers. Method of 

Analysis: To make connection methodology and Similar beside 

the point photographs thru fuzzy policies are grouped or might be 

produced the use of the host picture to simulate an extracted 

watermark. 

 This technique, due to the fact the characteristic kind, woodland, 

can do dazzle withdrawal and variable to any watermarking 

subject matter making use of a quantization-primarily based 

definitely module. In addition, a more quantity, a watermark is 

recounted while an incompatible have an impact on on the 

physical belongings of the cover photo. Findings: The checks 

display the profitable re-enactment of watermarks and moreover 

the software to sudden watermarking plans. One amongst them 

capabilities class, wooded area marginally balanced from a 

connection to mainly opposing JPEG stress, and moreover, the 

authors show close by advantages of the SVD adjustment 

approach to oppose very surprising image 

 

 Due to the rapid and huge development of multimedia and the 

huge use of the net, there can be a need for inexperienced, 

effective and effective strategies to guard data. Different 

watermarking techniques were developed in spatial and remodel 

place strategies, however, in current years; the watermarking 

techniques based on rework vicinity are superior to provide 

higher robustness and imperceptibility [1].Digital Image 

watermarking strategies classified as non-public, semi non-public 

and public watermarking strategies. In non-public watermarking 

method the information of cowl photograph and secret key 

required to recover the embedded watermark from the 

watermarked image. In semi-non-public or semi blind 

watermarking approach both the secrete key and the watermark 

required to extract the inserted watermark. In blind or public 

watermarking method most effective the secrete key's sufficient 

to extract the watermark [2]. Private watermarking strategies 

have high robustness than the other  techniques. But the 

disadvantage of private watermarking strategies is they require 

original information to extract the watermark [31]. The most 

important necessities of any watermarking method encompass 

robustness, visibility, and capability. Robustness is the energy of 

the watermark in order that it can face up to specific picture 

processing assaults consisting of cropping, rotation and 

compression, and many others. Visibility of the watermark 

related to imperceptibility so that the advent of the watermarked 

photograph may not be degraded by means of the presence of the 

watermark. The capability of the watermark described as the 

amount of records carried by means of it. 2 The technique of 

digital image watermarking is used to embed copyright 

information into multimedia content material. Generation of 

watermark, watermark insertion, detection of watermark and 

assaults on watermarked photo are the distinctive steps in virtual 

photo watermarking [5], [6]. There are 4 crucial elements which 

encompass robustness; imperceptibility, capability, and blindness 

used to decide the pleasant of the watermarked image. The 

robustness of the watermark is tested towards assaults like 

salt&pepper noise, Gaussian noise, JPEG compression, JPEG 

2000 compression, median filtering, common filtering, cropping, 

and rotation [31]. If the presence of the watermark isn't always 

destroying the imperceptibility of the cover photo, then the 

method is stated to be greater imperceptible. The blind 

watermarking method can not require the cover photo to come 

across the watermark. The non-blind watermarking method calls 

for the original photograph to locate and extract the watermark. If 

the secret key and watermark bit collection are required to locate 

the presence of the watermark, then the technique is referred to as 

semi-blind watermarking.  

The watermarking strategies categorized as spatial area and 

transform domain strategies based totally on the domain of 

watermark insertion. The texture block coding approach, least 

tremendous bit insertion technique and patch paintings technique 

are current strategies in the spatial area [8]. In those strategies the 

location and luminance of the photograph pixels are processed 

directly and the drawback of this approach is that the lossy 

compression can easily spoil these bits [22]. In remodel area 

techniques, unique changes are used to system the coefficients in 
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frequency domain to cover the watermark. Different transform 

domain methods include “Fast Fourier Transform”, “Discrete 

Cosine Transform”, “Discrete wavelet rework”, “Curvelet 

Transform”, 

 

IV DESIGN AND IMPLEMENTATION 

For security, only encryption may not be enough, hence pro- 
posed project includes Steganography wherein encrypted data is 
hid into the image and then image is transmitted in the network. 

 

The block diagram as shown in figure 2 mainly contains 
the following blocks. 

1) Personal computer (PC) 

2) MATLAB 

3) GUI 
4 )  In the conversion process of image to matrix we 

convert the input cover image into matrix values which is 
stored in a text file. Firstly an image is read from 
computer, the original image is in the form of RGB which 
is converted into g r e y  

5) A binary image is a digital image that has only two 
possible values for each pixel. Typically, the two colors used for a 
binary image are black and white. The color used for the object(s) 
in the image is the foreground color while the rest of the image is 
the background color.[1] In the document-scanning industry, this is 
often referred to as "bi-tonal".Binary images are also called bi-
level or two-level. This means that each pixel is stored as a single 
bit—i.e.,.The images n Photoshop parlance, a binary image is the 
same as an image in "Bitmap" modeBinary images often arise 
in digital image processing as masks or as the result of certain 
operations such as segmentation, thresholding, and dithering. 
Some input/output devices, such as laser printers, fax machines, 
and bilevel computer displays, can only handle bilevel images.A 
binary image can be stored in memory as a bitmap, a packed array 
of bits. A 640×480 image requires 37.5 KiB of storage. Because 
of the small size of the image files, fax machine and document 
management solutions usually use this format. Most binary 
images also compress well with simple run-length compression 
schemes. 

6) Another class of operations is based on the notion of 

filtering with a structuring element. The structuring element is 

binary image, usually small, which is passed over the target 

image, in a similar manner to a filter in gray scale image 

processing. Since the pixels can only have two values, the 

morphological operations are erosion (any unset pixels within the 

structuring element cause the pixel to be unset) and dilation (any 

set pixels within the structuring element cause the pixel to be set). 

Important operations are morphological 

opening and morphological closing which consist of erosion 

followed by dilation and dilation followed by erosion, 

respectively, using the same structuring element. Opening tends 

to enlarge small holes, remove small objects, and separate  

 

Encryption process: Read the secret and cover image and convert 

them into gray scale images, then check the size of the secret 

image with that of the cover image such that size  of the secret 

image should be less than cover image. Encode the secret image 

into binary using bit gate command and divide it into RGB parts 

then substitute MSB bits of secret image into LSB bits of cover 

image 
 

 

 

 

V Conclusion 

A sturdy, blind watermarking approach was supplied in this 

paper. It embeds a watermark using a gray-degree photo to 

perform two-level wavelet rework and modify wavelet 

coefficients the usage of four one-of-a-kind techniques in line 

with the differences in wavelet coefficients on extraordinary 

wavelet subbands. According to the effects of an test, our 

technique improves the robustness of watermarks. Our method 

has the subsequent features: it handiest slightly modifies wavelet 

parameters, minimizing photo degradation; it provides better 

safety in opposition to diverse attacks; it makes watermarking 

more handy and sensible due to the fact no statistics from the 

authentic picture is wanted for authentication.. 

REFERENCES 

[1]N.A. Abu, F. Ernawan, N. Suryana, Sahib S, “Image 

watermarking using psychovisual threshold over the edge,” 

Information and Communication Technology, ICT-EurAsia, vol. 

7804, pp. 519-527, 2013. 

  

[2] F. Ernawan, “Robust image watermarking based on 

psychovisual threshold,” Journal of ICT Research and 

Applications, vol. 10, no. 3, pp. 228-242, 2016.  

 

[3] F. Ernawan, M.N. Kabir, M. Fadli and Z Mustaffa, “Block-

based Tchebichef image watermarking scheme using 

psychovisual threshold,” International Conference on Science 

and Technology-Computer (ICST 2016), 2016, pp. 6-10.  

 

[4] F. Ernawan, M. Ramalingam, A. S. Sadiq, Z. Mustaffa, “An 

improved imperceptibility and robustness of 4x4 DCT-SVD 

image watermarking using modified entropy,” Journal of 

Telecommunication, Electronic and Computer Engineering, vol. 

9, no. 2-7, pp. 111-116, 2017.  

 

[5] I.A. Ansari, M Pant, “Multipurpose image watermarking in 

the domain of DWT based on SVD and ABC,” Pattern 

Recognition Letters, vol. 94, pp. 228-236, 2017.  

 

[6] S. Fazli, M. Moeini, “A robust image watermarking method 

based on DWT, DCT, and SVD using a new technique for 

correction of main geometric attacks,” Optik - International 

Journal for Light and Electron Optics, vol. 127, no. 2, pp. 964-

972, 2016.  

 

[7] I.A. Ansari, M. Pant, C.W. Ahn, “Robust and false positive 

free watermarking in IWT domain using SVD and ABC,” 

Engineering Applications of Artificial Intelligence, vol. 49, pp. 

114-125, 2016. 

  

[8] N.M. Makbol, B.E. Khoo, T.H. Rassem, K. Loukhaoukha, “A 

new reliable optimized image watermarking scheme based on the 

integer wavelet transform and singular value decomposition for 

copyright protection,” Information Sciences, vol. 417, pp. 381-

400, 2017.  

 

[9] N.M. Makbol, B.E. Khoo, “Robust blind image watermarking 

scheme based on Redundant Discrete Wavelet Transform and 

Singular Value Decomposition,” International Journal of 

http://www.ijcrt.org/
https://en.wikipedia.org/wiki/Digital_image
https://en.wikipedia.org/wiki/Pixel
https://en.wikipedia.org/wiki/Binary_image#cite_note-1
https://en.wikipedia.org/wiki/Adobe_Photoshop
https://en.wikipedia.org/wiki/Digital_image_processing
https://en.wikipedia.org/wiki/Mask_(computing)#Image_masks
https://en.wikipedia.org/wiki/Segmentation_(image_processing)
https://en.wikipedia.org/wiki/Thresholding_(image_processing)
https://en.wikipedia.org/wiki/Dither
https://en.wikipedia.org/wiki/Laser_printer
https://en.wikipedia.org/wiki/Fax
https://en.wikipedia.org/wiki/Visual_display_unit
https://en.wikipedia.org/wiki/Bitmap
https://en.wikipedia.org/wiki/Kibibyte
https://en.wikipedia.org/wiki/Mathematical_morphology
https://en.wikipedia.org/wiki/Mathematical_morphology
https://en.wikipedia.org/wiki/Mathematical_morphology
https://en.wikipedia.org/wiki/Mathematical_morphology
https://en.wikipedia.org/wiki/Mathematical_morphology


www.ijcrt.org                                                                   © 2020 IJCRT | Volume 8, Issue 4 April 2020 | ISSN: 2320-2882 

IJCRT2004502 International Journal of Creative Research Thoughts (IJCRT) www.ijcrt.org 3524 
 

Electronic and Communications (AEÜ), vol. 67, no. 2, pp. 102-

112, 2013.  

 

[10] H.-C. Ling, R.C.-W. Phan, S.-H. Heng, “Comment on robust 

blind image watermarking scheme based on redundant discrete 

wavelet transform and singular value decomposition,” 

International Journal of Electronic and Communications (AEÜ), 

vol. 67, no. 10, pp. 894-897, 2013.  

[11] N.M. Makbol, B.E. Khoo, T.H. Rassem, “Block-based 

discrete wavelet transform-singular value decomposition image 

watermarking scheme using human visual system 

characteristics,” IET Image Processing, vol. 10, no. 1, pp. 34-52, 

2016.  

 

[12] C.C. Lai, “An improved SVD-based watermarking scheme 

using human visual characteristics,” Optics Communications, vol. 

284, no. 4, pp. 938–944, 2011.  

 

[13] T.D. Hien, Z. Nakao, Y.-W. Chen, “RDWT domain 

watermarking based on independent component analysis 

extraction,” Applied Soft Computing Technologies: The 

Challenge of Complexity. Advances in Soft Computing, 2006, vol. 

34, pp. 401-414.  

 

[14] X.P. Zhang, K. Li, “Comments on an SVD-based 

watermarking scheme for protecting rightful ownership,” IEEE 

Trans. Multimedia, vol. 7, no. 3, pp. 593-594, 2005.  

 

[15] R. Rykaczewski, “Comments on An SVD-based 

watermarking scheme for protecting rightful ownership,” IEEE 

Trans. Multimedia, vol. 9, no. 2, pp. 421-423, 2007.  

 

[16] R. Liu, T. Tan, “An SVD-based watermarking scheme for 

protecting rightful ownership,” IEEE Trans. Multimedia, vol. 4, 

no. 1, pp. 121-128, 2002.  

 

[17] C.C. Lai, C.C. Tsai, “Digital image watermarking using 

discrete wavelet transform and singular value decomposition,” 

IEEE Trans. Instrum. Meas., vol. 59, no. 11, pp. 3060-3063, 

2010.  

 

[18] M. Khalili, “DCT-Arnold chaotic based watermarking using 

JPEG-YCbCr,” Optik - International Journal for Light and 

Electron Optics, vol. 126, pp. 4367-4371, 2015.  

 

[19] R. Keshavarzian, A. Aghagolzadeh, “ROI based robust and 

secure image watermarking using DWT and Arnold map,” 

International Journal of Electronic and Communications (AEÜ), 

vol. 70, pp.278-288, 2016.  

 

[20] M. Khalili, D. Asatryan, “Colour spaces effects on improved 

discrete wavelet transform-based digital image watermarking 

using Arnold transform map,” IET Signal Processing, vol. 7, no. 

3, pp. 177–187, 2013.  

[21] R. Zhang, Y. Wang, “Scrambling image watermark 

algorithm based on DCT and HVS,” International Conference on 

Information Technology and Applications, Nov. 2013, pp. 54–57.  

 
 

http://www.ijcrt.org/

