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Abstract: In this paper, an exportable application-specific instruction-set elliptic curve cryptography processor based
on redundant signed digit representation is proposed. The processor employs extensive pipelining techniques for
Karatsuba—Ofman method to achieve high throughput multiplication. Furthermore, an efficient modular adder without
comparison and a high throughput modular divider, which results in a short data path for maximized frequency, are
implemented. The processor supports the recommended NIST curve P256 and is based on an extended NIST
reduction scheme. The proposed processor performs single point multiplication implemented by using Xilinx 14.7
version.

| INTRODUCTION

According to Moore’s law, the number of transistors on a chip doubles almost every two years. As a result,
more functions and more complicated designs can be implemented on one chip, which leads to more power density
and more heat on the circuits. Higher power density on the circuit reduces the reliability of the system and the battery
life of the battery-based devices. Thus, power and energy consumptions of the circuit gain the same or probably more
importance than area, especially for most compact portable devices that work by battery.

Nowadays, lots of information are exchanged through networks, thus providing security services over
networks is crucial for protecting information. Among security technologies, public key cryptography is popular and
important, since it can provide certain unique security services, such as key exchange and digital signature. There are
two public key cryptography techniques, in practice, namely, Rivest-Shamir— Adleman (RSA) and elliptic curve (EC)
cryptosystem.

Binary extension field, denoted by GF(2m), is very attractive for hardware implementation, because it offers

carry free arithmetic. Multiplication operation has been paid most attention by researchers, because addition is simply
bitwise XOR operation between two field elements, and the more complex operations, inversion, can be carried out
with a few multiplications. In GF(2m), there are various methods to represent field elements, such as polynomial basis
(PB), normal basis, and dual basis. PB is probably the most popularly used basis, because it is adopted as one of the
basis choices by organizations that set standards for cryptography applications [1], [2]. Thus, a large number of
architectures for efficient implementation of PB finite field multipliers have been proposed. In addition, new
representations based on PB called shifted PB (SPB) [3] and generalized PB [4] have been proposed for efficient
implementation of multipliers over GF(2m).
ELLIPTIC curve cryptography (ECC) is an asymmetric cryptographic system that provides an equivalent security to
the well-known Rivest, Shamir and Adleman system with much smaller key sizes. The basic operation in ECC is
scalar point multiplication, where a point on the curve is multiplied by a scalar. A scalar point multiplication is
performed by calculating series of point additions and point doublings. Using their geometrical properties, points are
added or doubled through series of additions, subtractions, multiplications, and divisions of their respective
coordinates. Point coordinates are the elements of finite fields closed under a prime or an irreducible polynomial.
Various ECC processors have been proposed in the literature that either target binary fields , or dual field operations.

1. BACKGROUND
A. Elliptic Curve Cryptography Elliptic curves over a field K are defined by the reduced Weierstrass equation in (1)
when the characteristic of the field is two or three. The set of solutions along with a point at infinity O defines the
algebraic structure as a group with point addition as the basic operation
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E:y = X +ax+b.

The smoothness of the curve and distinct roots are guaranteed by 4a3 + 27b2 =! 0. Points on the curve are defined
by their affine coordinates (x, y). Point coordinates are of type integers for an elliptic curve defined by (1) and are the
elements of an underlying finite field with operations performed modulo a prime number. Such elliptic curves are
known as prime field elliptic curves. For prime field elliptic curves defined by (1), the coordinates of the point
addition result is calculated as follows, assuming P = (x1, y1), Q = (X2, y2), and R =P + Q =(x3, y3):

1= ('Tj _}Il) —-1-1 (2)
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Whereas the point doubling operation is calculated as follows:
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B. Redundant Signed Digits The RSD representation, first introduced by Avizienis, is a carry free arithmetic where
integers are represented by the difference of two other integers. An integer X is represented by the difference of its x+
and x— components, where x+ is the positive component and x— is the negative component. The nature of the RSD
representation has the advantage of performing addition and subtraction without the need of the two’s complement
representation. On the other hand, an overhead is introduced due to the redundancy in the integer representation, since
an integer in RSD representation requires double word length compared with typical two’s complement
representation. In radix-2 balanced RSD represented integers, digits of such integers are either 1, 0, or —1.

I11. PROPOSED SYSTEM

Overall processor architecture
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Fig. 1. Overall processor architecture.
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The proposed P256 ECC processor consists of an AU of 256 RSD digits wide, an finite-state machine (FSM),
memory, and two data buses. The processor can be configured in the pre synthesis phase to support the P192 or
P224 NIST recommended prime curves [36]. Fig. 1 shows the overall processor architecture. Two sub control
units are attached to the main control unit as add-on blocks.

These two sub control units work as FSMs for point addition and point doubling, respectively. Different
coordinate systems are easily supported by adding corresponding subcontrol blocks that operate according to the
formulas of the coordinate system. External data enter the processor through the external bus to the 256 RSD
digits input bus. Data are sent in binary format and a binary to RSD converter stuffs zeros in between the binary
bits in order to create the RSD representation. Hence, 256-bits binary represented integers are converted to 512-
bits RSD represented integers. To convert RSD digits to binary format, one needs to subtract the negative
component from the positive component of the RSD digit.

IV RESULTS
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Simulation results:

V CONCLUSION

In this paper, a NIST 256 prime field ECC processor implementation in FPGA has been presented. An RSD as a
carry free representation is utilized which resulted in short data paths and increased maximum frequency. We
introduced enhanced pipelining techniques within Karatsuba multiplier to achieve high throughput performance by a
fully LUT-based FPGA implementation. An efficient binary GCD modular divider with three adders and shifting
operations is introduced as well. Furthermore, an efficient modular addition/subtraction is introduced based on
checking the LSD of the operands only. A control unit with add-on like architecture is proposed as a reconfigurability
feature to support different point multiplication algorithms and coordinate systems.
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