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Abstract : WhatsApp mobile app messenger is conceivably the most popular app used on all smartphones, tablets by all age of
peoples. Billion number of peoples worldwide used Whatsapp for free messaging, calling, and media sharing to another people.
Here In this research paper, | analyze the WhatsApp messaging platform and glossographer its security architecture along with a

focus on its privacy and preservation.

IndexTerms — WhatsApp Security.

. INTRODUCTION

1. Security Fundamentals

1.1 End-to-End Encryption (E2EE)

This is a system of communication, which allows only the communicating parties to access the messages because the medium is
encrypted. In theory, no eavesdropper can access the cryptographic keys needed to decrypt the conversation. This includes service
providers like cellular companies, ISPs, and app developers. Theoretically, an adversary cannot access the transmitted data even
after the traffic has been intercepted. This possible because of the various properties of the encryption protocols used for making
the end-to-end communications encrypted and inaccessible for an unapproved user. In the figure below, the communication

channel between the tow
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Figure 1: End-to-End Encryption (E2EE)
1.2 Signal Protocol

Signal Protocol(previously Axolotl) enables end-to-end encryption in WhatsApp. It is used to encrypt both content messages and
voice calls by using an asynchronous method under a shared key. The protocol was chosen as it can provide plausible deniability
and forward-secret asynchronous communications, among other features, on mobile devices. (Praetorian2015)

1. PLAUSIBLE DENIABILITY

By deniability or repudiation, it implies that a message collector can make certain where the message started from but can't prove
the character of the sender. In essence, the sender can deny being the individual who initially sent the message (Open Whisper
Systems 2013). Flag convention utilizes a compact subordinate of the Of-the record (OTR) protocol to empower this element.
Before we dive into any further subtle elements, allows first understand the working of the fag protocol. Each member member in
a WhatsApp discussion has a long haul personality key that they use to sign an ephemeral key. This vaporous key is traded among
individuals to ascertain a mutual mystery, normally utilizing Diffie— Hellman(D-H) key exchange method. D-H allows the
members to together set up a common secret key, which would then be able to be utilized to scramble consequent

correspondences.
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2. Forward Secrecy

In the event that the encryption keys from a client's cell phone or PC by one means or another get compromised, a fresh key for

every

111. END-TO-END ENCRYPTION WORKING IN WHATSAPP

Each WhatsApp client has a long-term key that is store wear the gadget memory, not readily available to the user. This key is
used to make another common key using which a WhatsApp client can securely speak with another use. A secure correspondence
channel is set up amongst the two, and it stays in place until events such as application reinstall, device change, and so forth. The
accompanying advances portray key management in the flow chart shown in figure 2. The starting customer is called initiator, and
the asking for the customer is called the beneficiary.

1. The initiator requests the public identity key, public signed pre-key, and a single public one-time pre-key for the recipient. The
identity key, called recipient is a long-term curve 22519 key pair. The signed pre-key, called S recipient is a medium-term curve
22519 key pair and signed by Recipient. The one-time pre-key, called Recipient is a list of curve 22519 key pairs mainly for one-
time use. All these keys are generated during installation, reinstallation, or change of device.

2. The WhatsApp server returns the requested public key values to the initiating client. The one-time pre-key is ephemeral and
remains on the server only until requested.

3. The initiator saves the keys requested in step 1 and generates an ephemeral curve25519 key pair, called Initiator., and loads its
own identity key, called Initiator.

4. Using these keys generated and requested in the above step the initiator can now calculate a shared secret with the recipient -
Master Key -ECDH(Initiator, Recipient) || ECDH(Initiator, Recipient) || ECDH(Initiator., Recipient) || ECDH(Initiator, Recipient)
This master key is used to create subsequent session keys between the two parties. A Hashed Message Authentication
Code(HMAC)- based key derivation function (HKDF) derives the root key and chain keys from the master key. It takes the
master key as the input keying material and extracts from it a fixed-length pseudo-random key. This key expands into several
additional pseudorandom keys, resulting in the root and chain keys, both with 32-byte value.

5. The server contacts the recipient using the member id lookup and sends session information to the ‘initiator - Initiator and
Initiator.

6. Using this session information, the recipient calculates at its end shared secret, which is the master key and confirms the
integrity of the message and has been sent unaltered by an authorized person. The recipient-also deletes the ephemeral, one-time
pre-key, Recipient.

7. Using the chain keys generated in previous steps, parties involved in the conversation generate a message key of 80-byte value.
This encrypts each message and ratchets forward the chain key used to derive the message key, every time a message is sent in a
given session. This works by increasing a counter that is part of a function deriving the chain key. This is a key step in providing
forward secrecy, as the chain key is no more of use for messages sent earlier and hence cannot be used to decrypt them. With the
chain key changing with every message, the message key also changes having a similar effect on forwarding message encryption.

Message key = HMAC-SHA256(chain key, 0x01)

Chain key = HMAC-SHA256(chain key, 0x02)

WhatsApp also uses QR code verification method for out-of-band user verification. The QR code contains, among other things, a
32-byte recipient and Initiator -which are the public identity keys for both users. Another way to get a similar experience is by

comparing a 60-digit number.

IV. SECURITY AND PRIVACY EVALUATION

Signal Protocol drastically reduces the possibility of having a man-in-the-middle attack. This is primarily because OTR is based
on a mechanism where it uses D-H exchange in each key generation step mentioned earlier. This continually ratchets the key
material forward. For an active adversary who has managed to decrypt the channel, the integrity of the encryption keys can to be

traced all the way back to the original shared key, which requires a fair amount of time and key tracking. One can be assured that
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no MITM attack is possible on any of the subsequently generated keys.

However, a major security concern is worth specifying here. While WhatsApp messages are secure in travel, most of the endpoint
devices — such as smartphones, tablets, and computers — do not encrypt the data residing on them in the same way that Apple does
with its most recent iPhone. WhatsApp offers to backup messages likely on a cloud server. Some of the options given are Google
drive, Apple iCloud, etc. We do not have any information about message encryption on the cloud platform yet, unless WhatsApp
decides to share these details soon. Also, WhatsApp does not offer encryption of past communication at app level, which can

expose the client messages in case of device.

4. PRIVACY IMPLICATION OF PLAUSIBLE DENIABILITY

The prevalence of global surveillance has caused much concern to many users. Some of the concerns have been related to a third
party listening to user conversations, without permission. Another one is being held against a message they sent in the past in the
court of law. Signal protocol was designed keeping such privacy concerns in mind, among other security issues. For this purpose,
it ensures that the message sender or receiver cannot be irrefutably ted to a particular message sent in the past by using the various
ratchet forward encryption techniques. In the privacy domain, there have been concerns related to user metadata as well.
WhatsApp encrypts the communication channel between users using end-to-end encryption. The metadata of the user is encrypted
as well when data is in motion on the communication channel between various parties. It is essential to understand that
information stored in metadata is just as important in preserving privacy of the users, as is the data itself. The company's legal
terms allow them to store information associated with successfully delivered messages such as time of delivery, mobile phone
numbers involved in the messages, size of any digital content swapped between the two parties (Bernstein 2006). Also, the app
persists the user to share one's entre contact list with the app. This is a way to further gather information about who is in a
particular social network of a user. It is like trading the convenience of having the app to figure out who uses it amongst one's
contacts for giving up the entre list of which one contacts regularly, including those who don't use the app. There is still no option
of selectively adding contacts to the WhatsApp list. Any addition of this feature in the future will not help existing users as they
have already shared this detail with the app.

A smartphone metadata reflects a wealth of details both at the level of individual calls and when analyzed in aggregate. Computer
scientists and researcher have proved this a number of times in the past. It is here where WhatsApp falters. While the metadata is
encrypted during transit, phone numbers, timestamps, connection duration, connection frequency, as well user location are being
stored on the company's servers. This metadata is sufficient to create a profile and draw some strong inferences between the
communicating parties. And as we've seen very often, both governments and hackers can get their hands on the metadata if they
really go after it. What advantage would Facebook, the parent company has in addition to the metadata related information
coming via WhatsApp? WhatsApp had vowed that it would not be selling advertisements. However, there is no condition that
can stop its parent company from doing so by using information gathered through the whatsapp. In combination to one's
activities on Facebook, it can potentially help create a more accurate understanding of the user behavior, and social interactions
thereby serving as a strong measure of profiling for some targeted ads. This is not truly a major concern as long as the user sees
ads that make sense to them. Any change in the content delivery algorithm can lead to a very different user experience, where in
some cases the user may outright stop using the app. For group chat, the communication initiator sends message to the whatsapp
server, which in turn distributes it to all the group members. This is a very easy way of for Facebook to learn all about ones social
interactions and communities. A lot can be deduced by performing some kind of traffic analysis just by using the metadata like
from the message volume exchanged.

Metadata can also provide enough information about the user who relies on the platform provider to deliver content. This content
can sometimes lead to influencing their opinion, for example political opinions. During the US presidential campaigns taking
place in 2016, advertisements, videos, or posts reached out to a fairly wide audience. The coverage provided by Facebook is
unparalleled in comparison to the coverage provided by any other platform. Ones that focus too much on a certain negative or
positive aspect of republican candidate Donald Trump or democrat candidate, Hillary Clinton can lead a user to create a bias view

of the candidate over a period of time.
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V. HOW SECURE IS WHATSAPP?

Truly, WhatsApp is secure, as it encodes content sent between clients' telephones, and does not store any data about you or your
contacts other than your telephone numbers However, WhatsApp has no watchword locks for accounts, so be cautious whom you
permit to utilize your telephone.

On account of the greater part of the above data, here are a couple of tips for utilizing WhatsApp securely.

Something you ought to recollect forget when utilizing an informal organization or some other kind of specialized instrument is to
be cautious about what you share with other individuals. The purpose behind this is once you do impart substance to others, you
are frequently never again responsible for it. This remains constant for WhatsApp.

WhatsApp itself does not store any substance that you share over it. In any case, the general population whom you send that
substance to can store it, and even offer it with their contacts. So before you send an instant message, picture, video, sound
message, Or current area pointer to somebody, inquire as to whether you would approve of possibly letting other individuals
whom that individual knows see it.

Despite the fact that it's unquestionably extremely uncommon, it might happen that you keep running into a circumstance on
WhatsApp where somebody more than once issues trustworthy dangers to hurt you, them selves, or another person. On the off
chance that you ever feel that you or another person is in impending risk, call the nearby police, crisis administrations, suicide

counteractive action hotline, or whatever specialists are best prepared to deal with the current circumstance.
VI. WHATSAPP SECURITY RECOMMENDATIONS

1. Check Encryption for Sensitive Conversations

Despite the fact that WhatsApp scrambles all visits as a matter of course, now and then you need to twofold check. It's great
practice to do that while sharing delicate data like a charge card number with a trusted contact. To confirm the encryption, begin a
discussion with that contact. In the visit window, tap the contact's name, and afterward tap Encryption. This 40-digit design is
your security code. You can check this code physically by contrasting the digits, requesting that the contact filter that QR code, or
examining your contact's code with the "Output Code™ catch. As security analyst Martin Shelton noticed, it's best to utilize an
alternate ambassador to confirm that these numbers coordinate.

4 6 628 62588 88429 6 3938
88 060 85140 61037 & 7N 76
86 679 31 6 6 9 46478 S1 799

Figure 2: Whatsapp Security Recommendation

2. Turn On Security Notifications
At the point when another telephone or workstation gets to a current talk, another security code is created for the two telephones.
Furthermore, WhatsApp can send a notice when the security code changes. Along these lines, you can check the encryption with

your companion over an alternate delegate, guaranteeing its security.

3. Empower Two-Step Verification

In the event that an administration underpins it, you ought to utilize two factor confirmation (2FA). This adds an intermittent
password to WhatsApp, and furthermore guarantees your information isn't gotten to by somebody else.To enact 2FA, go to Menu
> Settings > Account > Two-advance confirmation > Enable. Take after the means to make a six-digit PIN code that you can

undoubtedly recall. Vitally, add your email deliver to recover that code on the off chance that you overlook it.The intermittent
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checks for the password are randomized, so it's not precisely the same as watchword bolting your visit. In any case, that is not

2FA's motivation at any rate. The reason for existing is to prevent another person from getting to your WhatsApp account without

your assent. It's really extraordinary compared to other new WhatsApp includes, and even accessible on WhatsApp Web.

4. You Can't Password Protect WhatsApp

Sadly, there's no real way to bolt WhatsApp with a secret word. WhatsApp has said so expressly and prescribes utilizing an
outsider locking application for it on Android. On iPhones, there is basically no real way to secret key secure WhatsApp. Apple
doesn't permit it, regardless of whether with a password or Touch ID. So for the time being, the occasional 2FA stick is your lone
expectation. Aside from that, the best way to shield WhatsApp private from snooping eyes is to utilize a secret word or example
bolt on your telephone.

5. Impair Cloud Backups (If You Care About Privacy)

The conclusion to-end encryption is magnificent, yet there's one proviso: WhatsApp goes down talks to Google Drive or iCloud.
That way, in the event that you reinstall it later, you can recover your old messages. In any case, this reinforcement isn't
encrypted. So on the off chance that you truly think about your security, at that point that is something you have to cripple. Keep

in mind, putting away your information with Apple and Google won't not secure you against listening stealthily by governments.

6. Get the Official WhatsApp Desktop Apps

To utilize WhatsApp on your PC, you have to synchronize your telephone with either WhatsApp Web or the WhatsApp work area
applications. To be erring on the side of caution, get the official work area app. The fundamental explanation behind this is
WhatsApp Web can be effectively controlled, the Electronic Frontier Foundation says. It's one of the greatest security dangers
WhatsApp clients are confronting. What's more, when the EFF composed that report, the prescribed arrangement was to give

work area customers.

7. Secure Your Privacy on WhatsApp

WhatsApp isn't the most private ambassador out there, yet it gives clients at any rate some control.-Go to Settings > Account >
Privacy to see everything at your disposal. You can control who can see your Last Seen, profile photograph, about, status, and
live area. You can likewise kill Read Receipts here, so the blue verify marks are exchanged.

There's no proposal here, you can pick what works best for you. To take in more, here's all that you have to think about
WhatsApp security settings.

VII. CONCLUSIONS

WhatsApp has attracted a lot of attention because of its expansive scale usage of end-to-end encryption, a first of its kind. The
purpose it to re-instate users trust in using chat apps without worrying about privacy and security concerns. In this paper, we went
over the various fundamental of advanced cryptography protocols that enable the various security and privacy properties of
whatsapp. We discussed these features and how effective whatsapp has been by deploying them in their security architecture. We
also went over the privacy concerns that still remain due to metadata remaining unencrypted and within the territory of the app

provider.
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