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Abstract : In this paper, we are implementing a credit card fraud detection system, by using big data technologies. Credit card is 

one of the most divisive products among all the financial tools available. The usage of credit cards has become common in 

today’s world and huge volume of transaction happens online. The increase in these transactions has also come with many 

apprehensions on the authenticity of the transactions. In today’s world, there have been various phishing attacks over the internet. 

This needs to be dealt with caution. Be focus on designing an online credit card fraud detection framework with Big data 

technology. To accomplish that, we propose a workflow which satisfies most design ideas of current credit card fraud detection 

systems. We implement it with largest Big data technologies like Hadoop, Spark, Apache Kafka etc. A prototype is implemented 

and tested with a synthetic dataset, which shows great potentials of achieving the above goals. 

IndexTerms – Credit Card Fraud Detection, Big Data, HMM Model 

 

I. INTRODUCTION 
Data is being increased at an exponential rate every second with the rapid development of e-commerce and internet. The banking 

sector has become a very important sector in our present generation where every human has to deal with bank either online or 

physically. With this development, online transactions has become one of the most important ways of trading. Credit card is one 

of the ways used for performing online transaction. A credit card is nothing but a payment card issued to users to enable the 

cardholder to pay a merchant for the required goods and services.  

In dealing with banks and credit cards, the customers face the chances of being trapped by fraudsters. In online transaction usually 

the credit cards are used as virtual cards. An fraudster only needs to know a few important details of the card like card id, security 

code etc to make the fraudulent transaction. While the genuine card holder often does not realise that their credit card details has 

been leaked, which causes a significant financial loss to both the cardholder and the credit card company.In the decades, many 

researchers have developed many credit card fraud detection systems. 

   The main challenge in most of the ccfds is improving the detection accuracy and the capacity of computation with the explosive 

growth of trading data. As the number of users are being increasing day by day , the transactions has bought heavy workloads to 

these detection systems. The number of transactions per second can reach upto millions and the historic data stored can reach upto 

PBs or even EBs. 

In the recent times, big data and cloud seems to be the key of solving challenge of computational capacity , data storage and 

security. Considering an example, before the usage of big data , the companies could analyze only 2% of the historical 

transactions and update the model every 2 or 3 days. Now with the help of big data technologies the models are updated every 1 

or 2 hours. Cloud storage is a model that enables us to store digital data in logical pools. This cloud storage makes the data 

available and accessible for our use. The services provided by the cloud can be accessed through a web service application 

programming interface or any application that uses API. 

In e-commerce credits cards are used more frequently, which makes the transaction and payment easier and creates many small 

transactions. In this paper, we try to address the challenge through a hybrid framework. 

 We propose a credit card fraud detection workflow, which can fuse different detection models to improve accuracy. It 

contains most of the common design ideas in latest CCFDSs, which make it much easier to integrate detection 

algorithms into the workflow; 

 Credit card transaction can be captured over time based on the behaviour of the cardholder’s spending incidents. The 

events are stored as transaction history which would be used to analyse the possible detection of fraud. 

 We implement the framework with the latest big data technologies like spark, kafka.we make use of cloud services for 

the storage of all the data. With these technologies, we are able to handle the burst amount of data and build a scalable 

and reliable system. Experimental results show that this system has the potential to achieve a sustainable performance. 

 II. HMM MODEL 

There have been many fraud detection algorithm developed in the past few years. Most algorithms can be divided into supervised 

and unsupervised algorithm. Supervised algorithm includes neural network, logistic regression model, etc. Compared with 
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supervised algorithm, the unsupervised approaches are widely used in credit card fraud detection. The unsupervised algorithm 

recommends the breakpoint analysis to identify the changes in spending behaviour. 

We try to fuse existing algorithm, to achieve the goal, instead of developing a new algorithm. Here we are using hidden markov 

model (HMM) to detect fraud transactions. 

Hidden markov model is perfect solution for detecting fraud transaction. The most important benefit of HMM is reduction in the 

number of false positive alarm i.e., considering a genuine transaction as a fraud transaction. Using HMM the cardholder’s 

spending behaviour can be observed to detect fraud. Every arriving transaction is stored in the fraud detection system. The HMM 

model stores the transaction datasets in clusters, depending on the type of transaction. These clusters will be hidden from the 

outside world. Different types of transaction will be stored in different clusters. 

This will try to find out the differences in the cardholder historical transactions. It will separate the data based on location, type of 

transaction and IP/mac address. 

III. SYSTEM ARCHITECTURE 

SPRING FRAMEWORK  

We are using spring framework for the implementation. Spring is the most mainstream application improvement structure for big 

business Java. A large number of designers around the globe utilize Spring Framework to make high performing, effortlessly 

testable, and reusable code. Spring system is an open source Java stage. It was at first composed by Rod Johnson and was first 

discharged under the Apache 2.0 permit in June 2003.Spring is lightweight with regards to size and straightforwardness. The 

fundamental rendition of Spring structure is around 2MB.  

The centre highlights of the Spring Framework can be utilized as a part of building up any Java application, however there are 

augmentations for building web applications over the Java EE stage. Spring system focuses to make J2EE advancement simpler to 

utilize and advances great programming hones by empowering a POJO-based programming model. 

 

Fig 1: System Architecture 

AngularJS: It is a JavaScript structure made by Google for building complex customer side applications. angular's executioner 

highlight is 'orders' that enable you to expand HTML by making labels and traits. angular tasks have a to some degree unexpected 

structure in comparison to other JavaScript MVC systems, yet it can be very particular and simple to keep up once you 

comprehend the structure.  

Controller: AngularJS application predominantly depends on controllers to control the stream of information in the application. 

A controller is characterized utilizing ng-controller mandate. A controller is a JavaScript question containing traits/properties and 

capacities. Every controller acknowledges $scope as a parameter which alludes to the application/module that controller is to 

control. 

Services: AngularJS supports the idea of "Separation of Concerns" using the architecture of services. These  are the JavaScript 

functions which are responsible to perform a specific tasks only. This makes them an individual entity which can be, maintained 

and tested. Controllers can be called on the basis of requirement. Services are normally injected using dependency injection 

mechanism of AngularJS. 

DAO: DAO stands for data access object ,it used to separate data persistence logic in a separate layer. All points of interest of 

capacity are avoided whatever remains of the application. Consequently, conceivable changes to the diligence instrument can be 
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actualized by simply adjusting one DAO execution while whatever remains of the application isn't influenced. DAOs go about as 

a middle person between the application and the database. They move information forward and backward amongst items and 

database records. 

MYSQL: MySQL is the most well known Open Source Relational SQL Database Management System. MySQL is a standout 

amongst other RDBMS being utilized for creating different electronic programming applications. 

APACHE KAFKA: Kafka is intended for appropriated high throughput frameworks. Kafka tends to work exceptionally well as a 

substitution for a more customary message merchant. In contrast with other informing frameworks, Kafka has better throughput, 

worked in apportioning, replication and inborn adaptation to internal failure, which makes it a solid match for extensive scale 

message handling applications. 

APACHE KAFKA - INTEGRATION WITH SPARK: Spark Streaming API empowers versatile, high-throughput, blame 

tolerant stream handling of live information streams. Information can be ingested from numerous sources like Kafka, Flume, 

Twitter, and so on., and can be handled utilizing complex calculations, for example, abnormal state capacities like guide, 

diminish, join and window. At long last, handled information can be pushed out to filesystems, databases, and live dash-sheets. 

Strong Distributed Datasets (RDD) is a crucial information structure of Spark. It is a permanent disseminated gathering of items. 

Each dataset in RDD is isolated into legitimate segments, which might be registered on various hubs of the bunch.  

Combination with Spark: Kafka is a potential informing and combination stage for Spark gushing. Kafka go about as the focal 

center point for continuous surges of information and are prepared utilizing complex calculations in Spark Streaming. Once the 

information is prepared, Spark Streaming could be distributing comes about into yet another Kafka point or store in HDFS, 

databases or dashboards. The accompanying graph delineates the applied stream. 

 IV. WORKFLOW 

 

                                                  Fig 2: workflow of credit card fraud detection 

The above diagram shows the workflow of the credit card fraud detection system. First a user has to log in, whenever a user 

comes to the website for the first time, he has to register. While registering the user has to create security questions which only he 

will know. Again the user has to login to the webpage to continue shopping. Then the user can enter the items to the card and can 

proceed to the checkout. The user has to enter the card details like card number, cardholder’s name, expiry date, CVV number to 

make the payment and the system will validate the credit card data with HMM model. 

The HMM model will compare the transaction with the previous transaction history of the user. In this approach, the location, 

transaction type and IP address or Mac address are compared with the historical pattern. If anyone of the attributes differs from 

the previous historical pattern, the transaction is considered to be a suspicious transaction. The IP address and Mac address are 

clubbed together if anyone matches with previous transactions, it will be considered as genuine. 

Whenever a suspicious transaction will be made by the user, the user has to validate the security question which he would have 

made during the transaction. If the user enters the correct answer the transaction will be considered as genuine and the payment 

will be successful otherwise, the transaction will be considered as fraud and the user will be able to do the transaction, the 

transaction will be denied. 
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On the successful transaction, the transaction details will be stored in the database which is on the cloud, next time when similar 

kind of transaction is made, the user will not have to validate the security question, he can directly make the payment. 

V.EXPERIMENTS AND RESULTS 

Login screen: 

 

Fig 3: login screen 

Shopping Cart Details Screen: 

 

Fig 4: shopping cart details screen 

Credit Card Entry Details Screen: 

 

Fig 5: credit card entry detail screen 

Validate Security Questions: 

 

Fig 6:Security question validation 
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Transaction Completed Successfully: 

 

Fig 7: successful transaction 

These are the results obtained with real data sets. 

VI. CONCLUSION 

An exceedingly proficient and exact credit card fraud detection framework is the need of great importance as a many transactions 

are being done each day. Thus a expansive measure of research is being done in this area furthermore, various systems are 

proposed conquered credit card extortion. The Fraud Detection System is additionally versatile for taking care of tremendous 

volumes of transactions. The HMM based credit card fraud detection framework isn't taking long time what's more, having 

complex procedure to perform misrepresentation check like the existing framework and it gives preferable and quick come about 

over existing framework. The Hidden Markov Model makes the handling of recognition simple and tries to expel the many-sided 

quality. In this paper, big data technologies like Spark, Kafka and zookeeper are being used for storing and processing of large 

amount of historical transactions of the users. Our result shows the effectiveness and correctness of the proposed system over a 

broad deviation of data.  
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