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Abstract:  Data encryption is used widely to ensure high security in open networks such as the internet. The fast development of 

cryptography research and computer technology, capabilities of cryptosystems such as RSA and Diffie-Hellman are inadequate 

due the requirement of large number of bits. The cryptosystem based on Elliptic Curve Cryptography (ECC) is becoming the 

recent trend of public key cryptography.In recent years, Elliptic Curve Cryptography (ECC) has grabbed the attention of 

researchers and product developers because of its robust mathematical structure and highest security in comparison to other 

existing algorithms like RSA (RivestAdleman and Shameer Public key Algorithm) and ELGAMAL algorithm. Elliptic Curve 

Digital signature represents one of the most widely used security technologies for ensuring un-forge-ability and non-

repudiation of digital data. Its performance depends on an operation called point multiplication. The ECCDSA involves point 

addition and point doubling operations. It is found to be more secure in contrast to existing RSA and ELGAMAL algorithms. 

 

Index terms - ECDSA, ECC, Point multiplication, Point Addition, Signature generation, Signature verification. 

I. INTRODUCTION 
 

Elliptic curve cryptography (ECC) is an public-key cryptography method, based on the algebraic structure of elliptic curves over 

finite fields. An elliptic curve cryptographic of  the corresponding RSA schemes. Speed and efficient use of power, bandwidth, 

and storage are some of the significant merits of utilizing smaller keys. A digital signature is a mathematical scheme for 

demonstrating the authenticity of a digital message or document, as analogous to a physical signature on paper. Authentication 

can be defined as a process by which one corroborates that someone is who they claim they are [2]. The purpose of digital 

signature is to provide a means for an entity to bind its identity to a piece of information. The process of signing entails 

renovating the message and some secret information held by an entity into a tag called signature. Digital signature represents one 

of the most widely used security technologies for ensuring un-forge-ability and nonrepudiation of digital data.The Elliptic Curve 

Digital Signature Algorithm is the Elliptic Curve analogue to the more widely used Digital Signature Algorithm (DSA). It is the 

application of ECC to digital signature generation and verification. Its security is based on the elliptic curve discrete logarithm 

problem [3] (ECDLP). 

II. EXISTING METHODOLOGY 
 

RivestAldeman and Shameer Algorithm (RSA):  
 It is a cryptosystem for public key encryption, and it is widely used for securing sensitive data, particularly when being sent 

over an insecure network such as the internet .The algorithm of RSA is shown in the fig 1. 

 

 
 

fig 1 . RSA algorithm 

 

Elgamal Algorithm: 
The ELGAMAL cryptosystem is used in some form in a number of standards including the digital signature standard. The 

purpose of the algorithm is to enable two users to securely exchange a key that can then be used for subsequent encryption of 

messages. The algorithm of ELGAMAL is shown in the fig 2. 

http://www.ijcrt.org/


www.ijcrt.org                                          © 2018 IJCRT | Volume 6, Issue 2 April 2018 | ISSN: 2320-2882 

IJCRT1892459 International Journal of Creative Research Thoughts (IJCRT) www.ijcrt.org 768 
 

 

 

 
fig 2.ELGAMAL algorithm 

 

III. METHODOLOGY 

Elliptic curves are Cubic curves. These may be defined as a set of discrete points on the co-ordinate plane, satisfying the 

equation of the form,  [6].The square bracket means that the term is optional. x and y are variables, 

a and b are constants. Each value of ‘a’ and ‘b’ gives a different elliptic curve. An elliptic curve in its “standard form” is 

illustrated by  for some fixed values of parameters ‘a’ and ‘b’. This equation is also referred as Weierstrass 

equation of characteristic 0. 

The block diagram of ECC process is shown in the fig 3. Where the information at sender side is in the form of plaintext which 

is then converted into cipher text using public key by an encryption process, then the received cipher text is converted back to 

plaintext using the private key by decryption process. 

 

fig 3.ECC process 

Elliptic Curve Group: When the point addition operation is considered as a group operation, an additive group that consists of 

the set of solutions of the elliptic curve equation and a special point O called point-at-infinity is formed. It is well known that E/ 

F q with a binary operation, called addition of points and denoted by +, is an Abelian group with O∞ as the identity element. The 

group is denoted by E(F q ). 

Generating Point: The base points or generating points are used in elliptic curve cryptography for public key generation and 

private key generation. Base points are the points which can generate all the coordinates of an elliptic curve. The order of all 

base points must be equal to n where n is the total number of points for a particular elliptic curve. Suppose the point P is in E(F q 

), and suppose P has a prime order n, then, the cyclic additive subgroup of E(F q) generated by P is P = {O, P, 2P, 3P... (n -1) P}. 

Point Addition : It is possible to obtain a third point R on the curve given two points P and Q with the aid of a set of rules. Such 

a possibility is termed as elliptic curve point addition. The symbol ` + ' represents the elliptic curve addition P3 = P1 + P2. Point 

addition should not to be confused with scalar addition. 

Point Multiplication : e× P denotes the multiplication of an elliptic curve point P by an integer e. This is analogous to the 

addition of P to itself ‘e’ times and this results in another point on the curve.In Elliptic curves addition of points on a curve in the 

following manner: In order to find the sum of two points P and Q on elliptic curve E, draw a line connecting P and Q. This line 
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will intersect E at exactly one other point, which will denote P × Q. P + Q will be defined as the reflection of P × Q across the x-

axis. There are certain cases for which this definition will not suffice. One such case is where P and Q are the same point. In this 

case, draw the tangent line to E at P and find the second point where this line intersects E. Call this point P × P. Again, reflection 

of this point over the x-axis is P + P. 

Another case is where the line connecting P and Q is vertical. 

In this case, P + Q is defined to be O, the point at infinity since the line connecting any point and O will be a vertical line, and 

reflection of O about the x-axis results in O [7].Consider a point P on elliptic curve E. To determine 2P, P is doubled. 

This should be an affine point on EC. Equation of the tangent at point P is: 

 

Now 3Pcan be determined by point addition of points P and 2P, treating 2P=Q. P has coordinates (xp,yp) and Q=2P has 

coordinates (xq,yq). Now the slope is: 

 

Thus k× P can be calculated by a series of point-doubling 

 

 

III. EXPERIMENTAL RESULTS 

 

 

 

 
Fig 5.1: Matrix output after processin 

 

Fig 4. a & b: Point addition and Point doubling 

 

IV.ELLIPTIC CURVE DIGITAL SIGNATURE ALGORITHM 

The steps involved in ECDSA are formation of key-pair, signature-generation and signature-verification [4]. The digital 

signature is typically created using the hash function. The transmitter sends the encrypted data along with signature to the 

receiver. The receiver in possession of sender’s public key and domain parameters can authenticate the signature. 

The prime q of the finite field F q, the equation of the elliptic curve E, the point P on the curve and its order n, are the public 

domain parameters. Furthermore, a randomly selected integer d from the interval [1, n-1] forms a private key. Multiplying P by 

the private key d, which is called scalar multiplication, will generate the corresponding public key Q. The pair (Q, d) forms the 

ECC public-private key pair with Q is the public key and d is the private key. The generating point G, the curve parameter ‘a’ 

and ‘b’, together with few more constants constitute the domain parameters of ECC. The public key is a point on the curve and 

the private key is a random number selected by signer. The public key is obtained by multiplying the private key with the 

generating point on the curve [5]. 

Key-Pair generation: Using generating point G and random integer d, public key Q is computed through following steps: 

1) Select a random integer d in the interval [0, n-1]. 

2) Compute Q = d× G, obtained by point Multiplication. Q, G are points on the elliptic curve. 

3) Now key-pair is (G, Q) where G is the Private Key and Q is the Public key. 

The block diagram of key pair generation is shown in fig 4. 

 

fig 5.Key Pair generation 
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Signature Generation: Signer utilizes parameters q, a, b, p, n, d and private key G, to sign a message M where a, b, p and q are 

constants in elliptic curve equation. To sign a message signer does the following: 

1) Chooses a random integer k with 1≤ k ≤ n −1. 

2) Compute k×G = (x1, y1). 

3) Compute hash value z of message  

4) Compute  

If s = 0 then return to step 1. 

5) Signature for the message M is (s, x1).  

The block diagram of signature generation is shown in fig 5. 

 

 
fig 6.Signature Generation 

 

Signature Verification : Authenticity of the received message can be verified by receiver exploiting the following steps: 

1) First verify that s is integer in the interval [1, n −1]. 

2) Calculate hash z of the message/document M 

3) Calculate the number  

4) Using this number compute the point (x, y) = w× Q on the curve, and, finally, authenticate the signature by checking whether 

the equivalence x=x1 holds. The block diagram of signature verification is shown in fig 6. 

 

 
fig 7.Signature Verification 

 

 

Correctness of Algorithm: If the signature (s, x) on the message M was indeed generated by 

Using this information correctness of algorithm can be proved through following methods: For signature verification receiver 

compute 

 

V.ADVANTAGES OF ECDSA 

 
1) Less complex algorithm: Unlike existing ECDSA, the signature generation using proposed ECDSA consists of computing the 

value of parameter‘s’ only. Integer ‘r’ is not calculated in this algorithm. Also signature verification consists of one point 

multiplication operation whereas existing algorithm have two point multiplication and one point addition operation. 

2) Provide more security: As only two points are shared publically and generating point is private, this algorithm is more secure 

against intruders. 

3) Less number of curve points provided publically. 

4) Reduces number of point multiplication in signature verification. 

5) Reduced point addition operation in signature verification method. 

 

6) Reduces number of parameters made public. No need to share curve parameters ‘a’, ‘b’, ‘q’ and ‘n’ with everyone.  

7) Remove the overhead to calculating ‘r’. 

8) When utilized in Key Exchange algorithm to authenticate the message sent by both parties, remove the Man-in-the Middle 

attack. 
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CONCLUSION 

 
ECDSA is less complex algorithm to calculate digital signature. This algorithm consists of less number of point-addition, point 

multiplication and point doubling processes which enhances its execution time. 

The attractiveness of ECC, compared to RSA, is that it appears to offer better security for a smaller key size, thereby reducing 

processing overhead. The benefits of this higher-strength per-bit include higher speeds, lower power consumption, bandwidth 

savings, storage efficiencies, and smaller certificates. 
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