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Abstract: Development of cloud and its related technologies are fast in recent years, but still the demands from the mobile users are not 

achieved and there are many challenges related to security, e.g., data security, data integrity. In this paper the proposed method aimed to solve 

this user needs by adding variant security to the user files and then the file is shared by the user to third party system or untrusted server, 

whenever the user want the file it can be downloaded from the third party system or server and easily use the files which is uploaded by the 

user. This system takes the valuable data as the input and then applies the cryptographic algorithms such as AES, Blowfish, RC4 to secure the 

information and the algorithms are used in a random manner that means every time it changes its pattern for encryption and the pattern is again 

deployed by the system in reverse manner to recover the information. Compared to other data storage system, this system is a lightweight and 

provides deployable solution to the consumer in MCC with data integrity, data authentication, data privacy and flexible data sharing with 

access control. Finally we provide an efficient and easily deployable and reliable solution to the mobile user in mobile cloud computing. 

 

Index Terms- secure data distribution, mobile cloud computing, AES, Blowfish, RC4, data privacy, data integrity, access control, data Security, 

symmetric key encryption, block ciphers. 

----------------------------------------------------------------------------------------------------------------------------- --------------------------------------------- 

1. INTRODUCTION 

The development of cloud services and cloud related technologies are fast in recent years, but the security between server and client 

communications are not enough for some highly confidential data. There are many attacks on the cloud may lost its data and other intruders 

on the cloud stealing the data and other user information which are stored into the cloud storage. For example there is a loophole in iCloud 

causes many personal photos of iphone user downloaded by hackers. In traditional approach, these issues are solved using single encryption 

technique, but single encryption is not suitable for the third party system, because the data are vulnerable to attacks.   

              The proposed method enforces three different cryptographic algorithms to secure a single file of the user. Security is important for all 

valuable information of the user or an organization. The organization or user who wants to distribute information to his friend using the cloud 

server, then the information needs security. But traditional approach is not enough for the most valuable data; because traditional methods are 

use only one encryption to secure the user file. 

            This method provides security on confidential data before they are stored on the cloud and it is achieved by the cryptographic 

algorithms, they are AES [1] [15], BLOWFISH [2], RC4 [3]. These are the cryptographic algorithms used to provide security to the confidential 

information of the user or an organization. 

           And the algorithms are used in random manner using the user’s random number, and the key is generated using the user’s password. 

So, the user can easily store the data into the cloud and access the data using the user’s password without compromising security, integrity, 

privacy and authentication. 

In this work, we provide an efficient data sharing system with necessary security and access control. So, this system allows the user to distribute 

their data flexibly with their friends without compromising security and cost. 

  Our contributions are listed as follows: 

 We search for an efficient, lightweight, fast and deployable encryption and decryption algorithm in software. Finally there are three 

algorithms are found that is AES, Blowfish, RC4. These are the algorithm easily deployable in software and provide rapid encryption 

and decryption on data. 

 The sequence use of the algorithms not enough to provide efficient security, So, we use a random number, that is used to organize the 

algorithm as per the user wish, So, the user can easily changes the pattern to secure his/her data. 

 We use the algorithms with 256 bit key size. Increasing key size creates more complexity while attacking data but it creates difficulties 

during encryption and decryption process, this system use only 256 bit key for encryption and decryption, so the process easily 

deployable in software and provide efficient calculations with reasonable time. 

 This approach is mainly focused on the mobile user to distribute the data without compromising security. 

The rest of the paper structured as follows. Section 2 provides some related work on this construction. Section 3 introduces some preliminaries 

involved in the construction. In section 4 we present a formal definition for AES, Blowfish and rc4 which is involved in our construction. And 

Section 5 present system model. Finally we conclude in section 6. 

 

2. RELATED WORK 

    There are many remotely accessible devices and data are used. The remotely accessible things need a central control over the network; the 

control may be a server which is used to access the devices and data from the devices. The lots of work aimed to solve the security issues in 

cloud and provide an efficient software deployable solution to the issues on the cloud. 
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   However many solution depends on the untrusted server and semi-trusted third parties, in this approach there is no need to depend any 

untrusted server and third party cloud. And single encryption technique is not enough to solve the problems, so we are using multiple 

encryptions on single user’s data, then the output data is secured one.  

    The algorithms are handled in random manner using user’s random number which selected by the user instructed in the system. So, the user 

able to change the pattern of the multiple encryptions and make the data more secure.  

    We implement this solution to the mobile environment, so the user can easily use the solution. This approach needs user’s random number 

and user’s password to encrypt the data.  

     Every user password digest using SHA [4] algorithm, because the password of the user may be small in size, so the SHA algorithm used to 

correct the key size and helps to encrypt and decrypt the data of the user. And the random number is used to map the algorithms to achieve the 

randomness into the system. The implemented work is mainly focused on the mobile cloud. So, the proposed work can be used in the mobiles 

phones. 

 

3. PRILIMINARIES 

In this section we provide some meaning for the keyword which is used in this approach. If K is the key and |k| denotes its size, and P denotes 

the user password. D specifies data of the user and |D| specifies its size and r denotes the random number of the user which is instructed in the 

system when it is used.  This symbol indicates the mapping of the algorithm and assigning values to functions. rf denotes the random 

function. P  K which means the user password is changed to key for encryption or decryption. In RC4 algorithm S denotes for state vector 

and T denotes for permutation. In Blowfish algorithm X denotes input data, XL and XR denotes left and right halves respectively and S denotes 

for substitution, a, b, c, d are substitution boxes. rf  {p, r} which means the user password and random number is assigned to rf. And {AES, 

Blowfish, rc4}  rf, it denotes the algorithms selection by rf. i and j denotes the length of the loop. Ei denotes encrypted data and Di denotes 

decrypted data. 

 

4. ALGORITHMS 

 

4.1 Advanced Encryption standard 

The AES is a symmetric key encryption algorithm [5]. It contain the variable key size of 128, 192, 256 bits, but the block size is limited to 128 

bits. It is structured using substitution-permutation network [7]. And it has many features of resistance against all known attacks, design 

simplicity, speed and code compactness on a wide range of platforms. The input and output to the algorithm is 128 bits. In this method we are 

using 256 bit key size and 14 rounds. 

 

 
   

Fig 1 AES data structure 
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Fig 2 a. Input, state, array and output, b. Key and Expanded key 

 

The key expansion algorithm is shown below 

KeyExpansion (byte key[32], word [44]) 

{ 

word temp 

for (i = 0; i < 8; i++) w[i] = (key[8*i], 

key[8*i+1], 

key[8*i+2], 

key[8*i+3]); 

for (i = 8; i < 44; i++) 

{ 

temp = w[i 1]; 

if (i mod 8 = 0) temp = SubWord (RotWord (temp))   Rcon[i/8]; 

w[i] = w[i8]  temp 

} 

} 

 

4.2 RC4 

RC4 stands for Rivest Cipher 4. It is a variable key-size stream cipher [6]. This cipher expected can be process very quickly in software, and 

RC4 used to provide security between web browser and web server. The algorithm contain the key length of 8 bits to 2048 bits and the state 

vector s need to be initialized to 256 bytes with the element of s(0),s(1),s(2),s(3)………..s(256). 

 

The algorithm for initialing s as follows: 

/* Initialization */ 

for i = 0 to 255 do 

S[i] = i; 

T[i] = K[i mod |K|]; 

 

The permutation can be initialized as: 

 

/* Initial Permutation of S */ 

j = 0; 

for i = 0 to 255 do 

j = (j + S[i] + T[i]) mod 256; 

Swap (S[i], S[j]);  

 

The stream can be generated as: 

/* Stream Generation */ 

i, j = 0; 

while (true) 

i = (i + 1) mod 256; 

j = (j + S[i]) mod 256; 

Swap (S[i], S[j]); 

t = (S[i] + S[j]) mod 256; 

k = S[t]; 
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Fig 3 RC4 stream generation 

 

In this approach the RC4 contain the key size of 256 bit and the user’s P is converted into K with help of SHA function. Speed of RC4 is 

compared with others are shown below 

1. RC4 Comparison table 

 

Tittle  Key Length Speed(Mbps) 

DES 56 bit 9 

3DES 168 bit 3 

RC2 Variable 0.9 

RC4 Variable 45 

 

4.3 Blowfish Cipher 

  This is symmetric encryption model, It process the data block by block, This cipher contains the key size of 32 bits to 448 bits and the block 

size of 64 bits, it has 16 rounds. This is a Feistal network [8] [9] based cipher. Here the algorithm contains the key size of 256 bit and it is 

mapped using the user’s r. Then the data is fed into Blowfish and encrypted output is fed into another algorithm for multiple encryptions. 

 

Calculation for Blowfish is given below 

The input data x is divided into two 32 bits halves: XL, XR 

For i=1 to 16  Rounds 

XL = XL  Pi 

XR = F(XL)  XR 

Swap XL and XR 

Swap XL and XR (undo the last swapping) 

XR = XR  P17 

XL = XL  P18 

Recombine XL and XR. 

Function F: 

F(XL) = ((S1,a+S2,b mod 232) S3,c)+ S4,d mod  232). 

 

Here the input is divided into two halves and the input 32 bit is XOR with p arrays and the substitution function is calculated with the input 

and the output is swapped and fed into the next 16 rounds, after the 16th round the last swapping is terminated and the XL is calculated using 

XR XOR with p18 array as well as XR is calculated using XR XOR with p18 array. Then both XL and XR are recombined to produce encrypted 

output. 

The input of this cipher is encrypted data or original data from the output of another cipher or user. And the key-size is 256 bit long, so the 

encryption much robust and easily deployable in software.   
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Fig 4 Blowfish Structure 

   4.4 Random Function 

 

Here the random function is used to secure the valuable data and insecure the data. So, the user needs to provide the random number and 

password to the system. 

/* encryption */ 

Input D, P, r 

rf  {r} 

rf{AES,Blowfish,RC4} 

/* key generation */ 

K = digest(P) 

if(K==256) 

{ 

Eirf(D,K) 

} 

/* decryption */ 

Input Ei, P, r 

rf{r} 

rf{AES,Blowfish,RC4} 

/* key generation */ 

K = digest(P) 

if(K==256) 

{ 

Dirf(Ei,K) 

} 

Di Original data 
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Fig 5 Random Function 

Here the diagram shows the work flow of the random function. The two boxes placed at the top of the diagram is the input of the random 

function and the below three boxes are containing the cryptographic algorithm, that is selected and processed as per the input function and the 

output of one cipher is fed into the input of another one. 

 

5. SYSTEM MODEL 

 

5.1 Overview 

In this model, the data owner need to select the valuable information to secure the data and he/she can easily share the data over the cloud 

without depends on the trusted servers or any trusted third party system. The user needs to go through the random number selection phase, 

because that is helpful in encryption and decryption phase. And the system provides security in a cost effective manner and the used 

cryptographic algorithms provides deployable solution to the user at reasonable time. All the algorithms works rapidly in the software, and the 

cipher and encrypted data put into some attacks it creates more difficulties, because the random function and key size of the algorithm make 

the system robust one.  

 

5.2 Encryption  

In the encryption process the data owner of this application need to choose the data and enter the random number and password for starting the 

encryption process. Then the function called in the background and the password of the data owner is converted into key and the random 

number arranges the encryption algorithm with help of random function. 

 
Fig 6 Encryption process 

Then it provides the encrypted text as output  For example if we provide a input as text data or media data into the application the process just 

split the data as per the block size and use the key to encrypt the data. And the user can use our method to distribute the data to someone in the 

world. 

 

5.3 Decryption 

The decryption process is started when the user downloads the distributed data or someone sends data to the user at receiving end. If the data 

is encrypted by this method then the user needs to use this application to decrypt the data which is received by the user. Here the user needs to 

provide received data as input and provide password and random number which is used for encryption. All these things are fed into the input 

of the decryption, and then the function started to decrypt the given data 
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Fig 7 Decryption process 

If some error is encountered by the system the data is modified or the random number or password given is wrong. 

   Then the decrypted file is stored in the memory location the data owner can use the data and modify the and flexibly share the data without 

compromising the security and cost. 

 

5.4 Design Goals 

Data Privacy: The in the server may be accessed by staff of the server maintenance or other authorities may access the data and the data owner 

lost his privacy, But single encryption is not enough to restrict this access. So, the multiple encryption schemes provide such privacy which is 

needed by the user. 

Data Integrity: The data in the untrusted server or some other third party system can get the data and modify the content of the data which 

not visible to the sender and receiver, In this method the modification made by any unauthorized person while decrypting the it creates some 

error. So, the user can easily identify the mistakes in the data. 

Data Authentication: The owner of the data can only access the data. No one can even see the content of the data after the encryption done 

on the data. So, without password and random number, no one can deal with the data. 

Access Control: The data owner can use this application to securing the data and stored or shared over the remote server, but the receiver of 

this data cannot use the data till the sender disclose the password and random number 

Light Weight: Both the sender and receiver of the data perform all the operation can performed using small amount of memory, less 

communication and computation overhead. 

Flexible Data Distribution: The data owner can distribute the data to all or someone regarding the owner wishes without compromising 

security and cost. 

Software Deployable:  The solution can implement using the software, without need any expensive hardware. 

 

6. CONCLUSION 
We propose a real time data distribution system without rely on trusted third party system with achieving the design goals of data integrity, 

data authentication, data privacy, flexible data sharing with access control. But the user not able to remember the password the data cannot 

decrypt by the system. Our system is reliable one to use and provide solution for security issues in cloud with efficient and deployable one in 

real time. 

 

FUTURE WORK 

The security compromising areas are identified and provide an efficient approach to enable security on those areas. And implement the system 

more robust and more users friendly. 
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