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Abstract :  Cloud data storage is a service that brings several advantages for its users. However, in public cloud systems, the risks 

involved in the outsourcing of data storage can be a barrier to the adoption of this service by those concerned with privacy. 

Several cloud service providers that claim to protect user’s data do not fulfil some requirements considered essential in a secure, 

reliable and easy to use service, raising questions about the effective security obtained. In this research we have proposed 

constructing a model of decentralized data storage based on client side encryption using ECC algorithm and blockchain 

technology with the purpose to improve the security and safety of confidential information. 

 

Index Terms—Cloud data storage, Security, Decentralization, Encryption, Blockchain, ECC  

_____________________________________________________________________________________________________ 

 

I.  INTRODUCTION 

Security is one of the most difficult task to implement in cloud computing. The paper basically deals with the security issues 

that are experienced during the storage of data on the cloud. The cloud vendors generally store the client’s data and information in 

cloud without following any security measures. Almost every cloud provider does not provide enough security measures to ensure 

the data safety and that’s why clients waver keeping their data at some place which is very easy to be accessed by someone else. 

 

Normally Cloud storage is centralized where are all data are stored on a single server or a computer so that if the server is 

hacked or broken, the confidential data can be accessed thereby interrupting the service. Also trusting the third party service is not 

recommended for confidential data transfer. Hence the current model of cloud storage, which is performed through centralized 

institutions, is not safe from the viewpoint of problems of confidentiality, integrity and availability. 

 

The overall problem can be summed up as follows: designing a network that lets a client control their data, distributes the work, 

and maintain security and privacy of data over cloud. These are fundamental problems which must be solved in order to fulfil the 

purpose of the study, and involve a number of challenges in both security and network communication. However, the challenges 

can be divided into different sub problems that are easier to solve. We address the following three issues: 

• How can work be distributed in a decentralized network? 

• How can the network verify that all nodes in network execute work correctly? 

• How can security of data and metadata be maintained in the distributed network? 

 

The main objectives of this research are : To identify problems and concerns related to the security and privacy of users when 

storing their data on public cloud, to investigate how to distribute work on a network of nodes with no central authority, and how to 

verify that the work has been executed correctly. The key focus is to conduct research in the field of decentralized applications  

and to identify encryption algorithm that can provide a good level of client side security of data stored over cloud. 

 

II. Literature Review 

 

[7] proposed an identity-based hybrid encryption method (RSA with ECC) for the outsourced computation on encrypted 

information in cloud computing. The identity based encryption is combined with hybrid RSA with ECC to encrypt the user data. In 

standardize to improve the security the proxy re encryption is utilized to encrypt the user identity and keyword. [5] proposes a 

scheme to build a trusted cloud storage system, which allow the user to store and access their data securely in the cloud by 

encrypting the data in the client side and decrypting the data after down loading from the cloud. An efficient secure storage scheme 

is presented in [2],  which aims to provide security to end-user’s data while mostly storing it to public clouds. This proposed 

scheme is based on the invertible Discrete Wavelet Transform (DWT) to fragment data into two or three fragments with different 

levels of importance and protected accordingly. As a matter of fact, the most important fragment takes the smallest amount of 

storage space and can be stored in a user trusted area while the less important fragments take most of the storage space and are 

uploaded to public clouds. 
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III. BLOCKCHAIN FOR DATA INTEGRITY 

 Blockchain is a relatively new technology that has shown a lot of possibilities. It emerged in 2009 as a public ledger of all 

Bitcoin transactions. Blockchain technology is finding applications in wide range of areas: digital assets and stocks, smart 

contracts, record keeping, ID systems, cloud storage, ride sharing, etc. We investigate the blockchains’ activity in terms of how to 

store, retrieve and share files in decentralized network.
[25]

 

 

Blockchain is a structure composed of blocks each of which are recorded transaction. The box consists of a header and the 

transaction list. Title block includes a hash, hash of the previous block, the transaction. Transaction, inter alia, contains an attribute 

within the input link to the transaction with the previous state data. As a result of the hash is irreversible, there is no algorithm for 

obtaining the desired result, in addition to random search. The node sends the resulting unit is connected to other nodes that test 

unit. If there are no errors, then the block is considered to be added to the chain, and the next block should include a hash of it. 

 

 

 
Figure 1:  Blockchain structure

[25]
 

IV. ECC ALGORITHM FOR DATA SECURITY 

ECC is pronounced as elliptic curve cryptography
[13]

, developed by Neil Koblitz and Vector Miller in 1985. ECC provides 

better security with a smaller key size if we compare it with other asymmetric algorithms [9]. ECC 160-bit gives same level of 

security to data as RSA 1024-bit does. High level of security can be achieved using a small key size. ECC works on elliptic curve 

equation. Elliptic curve equation for binary field is written as-   

y
2
+xy=x

3
+ax+b 

 

where a and b are two constants, different elliptic curves will be shaped with different values of these two constants. Elliptic 

curve equation for prime field is given as-  

              y
2
=x

3
+ax+b mod p 

 

here a and b are constants and p is a prime number. Grater the value of number p more will be the number of points generated 

on the elliptic curve. Large number of points on the curve gives high level of security. Elliptic curve is shown in figure 2 below- 

 

 
Figure 2 : Elliptic curve

[13]
 

Elliptic Curve Encryption 

 

Elliptic curve cryptography can be used to encrypt plaintext messages, M, into ciphertexts. The plaintext message M is encoded 

into a point PM form the finite set of points in the elliptic group, Ep(a, b). The first step consists in choosing a generator point, G ∈ 

Ep(a, b), such that the smallest value of n such that nG = O is a very large prime number. The elliptic group Ep(a, b) and the 

generator point G are made public. Each user select a private key, nA < n and compute the public key PA as: PA = nAG. To encrypt 

the message point PM for Bob (B), Alice (A) choses a random integer k and compute the ciphertext pair of points PC using Bob’s 

public key PB: 

         PC = [(kG), (PM + kPB)]                                             (1) 

 

After receiving the ciphertext pair of points, PC, Bob multiplies the first point, (kG) with his private key, nB, and then adds the 

result to the second point in the ciphertext pair of points, (PM + kPB): 

 

(PM + kPB) − [nB(kG)] = (PM + knBG) − [nB(kG)] = PM            (2) 

 

which is the plaintext point, corresponding to the plaintext message M. Only Bob, knowing the private key nB, can remove nB(kG) 

from the second point of the ciphertext pair of point, i.e. (PM + kPB), and hence retrieve the plaintext information PM. 
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Security of ECC 

 

The cryptographic strength of elliptic curve encryption lies in the difficulty for a cryptanalyst to determine the secret random 

number k from kP and P itself. The fastest method to solve this problem (known as the elliptic curve logarithm problem) is the 

Pollard ρ factorization method .The computational complexity for breaking the elliptic curve cryptosystem, using the Pollard ρ 

method, is 3.8×1010 MIPS-years (i.e. millions of instructions per second times the required number of years) or an elliptic curve 

key size of only 150 bits . 

 

 

V.  PROPOSED SYSTEM ARCHITECTURE 

The overall architecture of the proposed system is depicted in Figure 3 below 

 

 
Figure 3 : Proposed System Architecture 

 

The overall proposed system architecture is shown as above. The architecture is implemented in following sequence: 

1. Encrypting files and keys. Encrypt the data file using a strong encryption algorithm such as ECC. For more security the 

secret keys used during encryption can also be encrypted with another algorithm such as RSA. The keys can then be stored 

along with the metadata. 

2. Hashing and division into parts. Once the file is encrypted (the most commonly used SHA-256), a unique identifier and 

method for detecting unauthorized access to files is its hash. Every iteration of the file changes its hash thus possible to 

check files without having direct access to it.Encrypted files are divided into pieces (shards), or multiple files are 

combined to create a single shard. 

3. File Distribution. Files randomly distributed across the network, along with 3 copies of each shard (3 copies of files 

stored - is the industry standard). 

4. Merging the parts and verifying Integrity. The user who wants access to data has to download the file parts on his 

machine. He also needs to download metadata information stored over the blockchain to get access to storage location list 

of file parts as well as hash value of the file. He can then combine the split parts into single file and verify its integrity by 

comparing the hash values. 

5. Decryption. In the end he will access the secret keys retrieved from the metadata and decrypt the data to get back the 

original data file. 

 

VI. IMPLEMENTATION 

  The entire implementation was carried out in matlab r2017a release, on a Lenovo core i5 processor. Below are the 

implementation details. 

Blockchain Block Structure 

The first logical step is to decide the block structure. The main components are : index, timestamp, data, hash and previous 

hash. 

Block hash 

The block needs to be hashed to keep the integrity of the data. A SHA-256 is taken over the content of the block. 

Generating a block 

To generate a block we must know the hash of the previous block and create the rest of the required content (= index, hash, data 

and timestamp). Block data is something that is provided by the end-user. 

Storing the blocks 

A in-memory array is used to store the blockchain. The first block of the blockchain is always a so-called “genesis-block”, 

which is hard coded. 
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Validating the integrity of blocks 

At any given time we must be able to validate if a block or a chain of blocks are valid in terms of integrity. This is true 

especially when we receive new blocks from other nodes and must decide whether to accept them or not. 

Communicating with other nodes 

An essential part of a node is to share and sync the blockchain with other nodes. The following rules are used to keep the 

network in sync. 

 When a node generates a new block, it broadcasts it to the network 

 When a node connects to a new peer it querys for the latest block 

 When a node encounters a block that has an index larger than the current known block, it either adds the block the its 

current chain or querys for the full blockchain. 

The user is able to interact with the node in the following ways: 

 List all blocks 

 Create a new block with a content given by the user 

 List or add peers 

 

 
Figure 4 : Blockchain Implementation 

ECC Encryption Steps 

Step 1 : Obtain the plain text to send. 

Step 2 : Convert it to corresponding ASCII values. 

Step 3 : Use the group size to partition the ASCII values into equally sized groups. 

Step 4 : Convert the obtained groups from previous step to big integer numbers with base 256. 

Step 5 : Pad with 32 (blank space) at the end of the list, if the count of the list is odd. 

Step 6: Select random k value, k = Random value with range 1 to n−1. Compute kG and kPb using Point multiplication      

operation. 

Step 7 : Compute Pm + kPb using point addition or point doubling as required. 

Step 8 : Send Pc = {kG, Pm + kPb} as cipher text to the receiver side. 

 

ECC Decryption Steps 

Step 1 : Get the cipher text Pc. 

Step 2 : Get the left part kG and right part Pm + kPb of the Pc separately. 

Step 3 : Multiply with nB to the left part and subtract it from the right part to get Pm. 

{Pm + kPb} − nBkG = Pm 

Step 4 : The above operation will yield the big integer value which is formed by combining group of ASCII values. Convert it 

back to list of ASCII values. 

Step 5 : Convert the list of ASCII values to its corresponding characters. 
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Figure 5 : Encryption Decryption process with proposed method 

 

 

The figure below is a snapshot of the implemented process in matlab release R2017a, 

 

 
 

Figure 6 Implementation snapshot   

 

 

 

VII. EXPERIMENTAL PARAMETERS 

 

The following graphs indicate a measurable improvement in the performance of proposed system algorithm over base 

algorithm, where point mappings were carried out using mapping table. 
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VIII. CONCLUSION 

In this paper a new decentralized cloud data storage scheme is proposed. We can see from the above results that when 

decentralized approach for storing cloud data is implemented, it can provide data security by enforcing client side encryption with 

ECC algorithm. It also enhances integrity of the data by implementing the block chain technology for storing and distributing small 

amounts of data 
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